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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
178.162. 209. 111 Ger many 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4991
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3406
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 75
82. 145. 209. 54 Eur ope 147.237. 76. 31 nakchal .idf.il B ock Ip V¢b In drop 13
66. 249. 64. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 11
178.162. 209. 111 Ger many 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 3
114. 113. 126. 4 Chi na 147.237.76. 199 e.nakchal .idf.il |[JLM Under Attack Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 2
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN Hood out of context drop 1
41.233.27.224 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
71.6.167. 142 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:]c;kre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
37.143. 82. 50 147. 237. 77. 176 |Net her | ands nat pash. i df .i ET SCAN NVAP -sS wi ndow 2048 1
187. 160. 131. 190(147. 237. 76. 34 |Mexi co yohal an. i df . i1 ET SGAN Behavioral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force

131.109. 15. 15 |147.237.76. 147 [Lited Sates |chinuch. aka.idf.il|[ET SCAN NMAP -sS w ndow 2048 1
104. 219. 238. 10 |147.237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 64. 243  |147.237.77.216|Wited Sates |[dover.idf.il portscan: TGP D stributed Portscan 1
37.143.82.50 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
37.143.82.50 147. 237.77. 176 |Net her | ands nat pash. i df .i | ET SCAN NVAP -f -sS 1
131.109. 15. 15 [147.237.76. 147 |Lhited Sates [chinuch.aka idf.il|ET SCAN NMAP -sS wi ndow 4096 1
131.109. 15. 15  [147.237.76. 147 |Lhited Sates |[chinuch.aka idf.il|ET SCAN NMAP -f -sS 1
73.17. 14. 46 147.237.8.46 |lnited Sates |e.chinuch.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
178. 162. 209. 111|Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5799
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 206
178. 162. 209. 111|Ger many 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 76
178. 162. 209. 111 |Ger many 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |76
sl Unexpect ed post SYN packet -
178. 162. 209. 111 |Ger many 147.237.77. 216 |dover.idf il drop RST or SYN expect ed drop 76
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
85. 114. 116. 45 g‘ilcisgi':('ja” Tertitoryly 47, 237.77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 25
Pal estinian Territory, s SYNtACK retransnit wth .
85. 114. 116. 45 Qecupi ed 147.237. 77. 216 |dover.i df .i | Bad TCP sequence di fferent i ndow scal e monitor (17
Pal estinian Territory, S -
85. 114. 116. 45 Qccup ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreaning BEngine: TQP Invalid i i ssi
109. 64. 211. 220 |Israel 147.237.77. 243 |nobi l e. i of . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
141. 0. 15. 247 Nor way 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
85. 114. 116. 45 g";'cis;i'géa” Territoryl147. 237. 77. 216 |dover. i of . | Bad TCP sequence monitor |8
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
79.181. 109. 250 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning BEngine: TCP Invalid i i ssi
66.249.78.252 |wited Sates 147.237.0.19 |nedimatal .idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
85.114. 116. 45 glcf;i'géa” Termitoryl147. 237. 77. 216 |dover. i o . | Bad TCP sequence Inval i d ACK nunber nonitor |6
128. 127.107. 99 |Netherl ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 5
85. 114. 116. 45 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert 5
80.178.150.48 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.247.36.71  |Netherlands 147, 237.76.197 |e.himsh. idf.il  |Geo-1ocati on enforcement |0 ocation inbound drop 4
enf or cenent
91.200. 12. 137  |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
199.30.24.192 |wited Sates 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dr opped.
91.200.12.137 |Wkraine 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
Sreaming Engine: TCP Invalid i i ssi
84.228.22.99  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 66. 153. 249 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
195. 154. 227. 118|France 147.237.77. 216 |dover.i df .i drop SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi
185.3.146.205 | srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
41.142.156.67 |Mbrocco 147.237.77. 216 |dover. i df .i | Bad TCP sequence SWretransmt with different moni tor |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
79.179.52.47  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
185.26.180.86 |Unhited Ki ngdom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109. 65.35. 148  |Israel 147.237.72. 166 |aka. i of .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data [nonitor
185. 106. 92. 33 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
109. 66. 139. 32 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
41.233.27.224 |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
72.9.148.10 Lited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
41.140.48.74  |Morocco 147. 237. 77. 216 |dover i f i Bad TCP sequence S retransmt wth different monitor |2
w ndow scal e
. . SYNretransnit wth different .
41. 250. 68. 33 Mbr occo 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 2
46. 19. 85. 242 I srael 147.237. 76. 147 |chinuch. aka. i f .i1|Bad TCP sequence Inval i d ACK nunber nonitor |2
154.109.133.81 |Tunisia 147.237.77. 216 |dover. i df .i | Bad TCP sequence SWretransmt wth different moni tor 2
w ndow scal e
31.210. 186. 149 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |2
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor |2
37.46. 39. 252 I srael 147.237.72. 166 [aka. i df .i Bad TCP sequence Invalid ACK nunber nonitor |2
52. 16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber monitor |2
46. 19. 85. 181 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |2
Vb Server Enforcenent HTTP Ceni
2.54.169.113  |israel 147. 237. 77. 216 |dover. i of . i1 . Véb Servers Sow HITP Denial of | oo 5
Mol ation Service
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or
141.8.183.19 Russian Federation |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 221. 147|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
91.228.196. 139 |Pol and 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from 91.228.196. 139 B ock 7
40.77.167.5 Uited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from40.77.167.5 Bl ock 5
207.46.13.183 |Wited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 207. 46. 13. 183 B ock 5
2.54.130. 37 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 4
79.181.214.239 [israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code Bl ock 3
109. 64. 211. 220 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.7.11.192 Ger many 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock 2
91.228.196. 139 |Pol and 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 2
85. 64. 16. 240 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 2
2.52.158. 52 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66. 249. 64.233  |Israel 147.237.77.216|dover . i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 2
31.168.208.53 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
200.73.17.115 |Giile 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt Bl ock 1
89.221.250.22 |Sweden 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on waw i df.il/xmrpc.php [B ock 1
186.192.129. 73 |Brazil 147.237.77.216|dover.idf .i | D stributed Unaut hori zed URL Access on waw idf.il/xnmirpc.php  |B ock 1
78.47.17.5 Ger many 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 108 |l srael 147.237.77.74 |lawidf.il 147. 237. 77741 si p._stor age/ fi | es/ 2/ 242. doc B ock 1
149. 78. 163. 150 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.169. 185 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
192. 163. 220. 160|Lhited Sates [147.237.77.216|dover.idf .il Ostributed PHP Attenpt Bl ock 1
178. 162. 209. 111|Ger nany 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | v aka, i df i 1/5i p. storage/ fi | es/ 6/ xExgxexox™sxa 14 B ock 1
109. 160. 209. 42 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
50. 62. 177. 15 Lhited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admn/ Bl ock 1
213. 154. 242. 163|Net her | ands 147.237.77.216|dover.i df . il D stributed Unhaut hori zed LRL Access on waw i df.il/xmrpc.php  |B ock
37.122.209. 14 LKTI;gegom 147.237.77. 216 |dover. i df . i | Distributed PHP A tenpt B ock 1
200.73.17.115 |Giile 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waw idf.il/xmirpc.php  |B ock 1
78.47.17.5 Ger many 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on ww idf.il/xmrpc.php |B ock 1
188. 40. 0. 137 Ger many 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt Bl ock 1
66.249.64.113 |lIsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
154.107.1.205 [Tunisia 147.237.77.216|dover.i df . i | Dstributed Unaut horized URL Access on 147.237.77. 216/ B ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |Wnited Sates |[147.237.77.216|dover. i df.i| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
41. 140. 48. 74 Mor occo 147.237.77.216|dover. i df .i | D stributed Waut hori zed URL Access on 147.237.77. 216/ B ock 1
: . . Unaut hori zed URL Access to
207.46.13.183  |Uhited Sates [147.237.77.216|dover. i df . il wow i df . i 1/ 1153- 8877- he/ ~/ medi a/ t hr vi ng/ f ani | yr esour ces. ashx |2 0% !
5.61.251. 87 Net her | ands 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
192. 163. 220. 160|Lhited Sates [147.237.77.216|dover.idf .il O stributed Lhaut hori zed URL Access on ww idf.il/xmrpc.php |B ock 1
185. 106. 92. 36 147.237.77. 216 |dover.idf . il Adnin Bl ocki ng Bl ock 1
66.249.78.254 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/kapat z/ x—x" B ock 1
54.229.65.238 |[Irel and 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 1
216.224.183. 129|lnited Sates [147.237.77.216|dover.idf.il Ostributed PHP At tenpt Bl ock 1
m ny- kosher-kravi .id ing - . i
109. 253. 131. 193|I srael 147.237.0. 17 my Doubl e URL Encoding - parameter: Returnurl in B ock 1
f.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
37.122.200. 14 LKTI;gegom 147.237.77. 216 |dover. i df .| | Distributed Uhaut hori zed URL Access on wwidf.il/xmrpc.php  |B ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed LR Access on
79.134.234. 247 |lcel and 147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
188. 40. 0. 137 Ger many 147.237.77.216|dover. i df . i | D stributed Uaut hori zed LRL Access on waw idf.il/xmrpc.php |B ock 1
. . Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19795- he/ i df gdover . aspx Bl ock 1
154.109. 133. 81 |[Tunisia 147.237.77. 216 |dover.idf . il Distributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
107.178.194.87 |Wited Sates |147.237.77.216|dover.idf.il Distributed Whauthori zed LR Access on B ock 1

WAy i df i | /1133- 22461- he/ dover . aspx.

12-26-2015-00:04:07 to 12-26-2015-01:04:07




