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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3493
216.4.56. 168 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
198. 20. 70. 114 Lhited Sates 147.237.76. 198 e. yohal an.idf.il Bl ock Udp Al Nets drop 1
46. 166. 188. 68 Net her | ands 147.237.76. 198 e.yohal an.i df .il Bl ock_Udp Al _Nets drop 1
106. 75. 199. 220 Chi na 147.237. 76. 148 gocenter. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.69. 171 |147.237.77.233|W0ited Sates [atal .idf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165|147. 237. 76. 200 |Lhited Sates [eitan. aka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 31 |lhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
162. 222.185. 165(147.237.0.34 |thited Sates [tikshuv.idf.il ET SCAN Potential SSH Scan 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
113. 76. 115. 186 |147. 237. 72. 217 [Chi na eidf.il ) 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 42 |Wited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 0. 200 |Lhited Sates [mdu.idf.il ET SCAN Potential SSH Scan 1
113.236.9 112|147 237.0 16 |cni vosher—kravi idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . 9. . . 0. I na - - . . .
v Potential Scan or Brute Force
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
81.192. 174. 251 |147.237.0. 35 Mor occo akaws.idf.il . 1
Potential Scan or Brute Force
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
61.99.203. 248 |147.237.8.28 <07 RePUDIC] il e ks idh. il ) y 1
of Potential Scan or Brute Force
208. 80. 155. 223 |147.237.77.216|Lhited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 1
. . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
185. 130. 5. 207  [147.237.8. 46 e. chinuch. i df.il 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

2.54.47.61 I srael 147. 237. 76. 200 |ei tan. aka.i df .i | > dro 717
Ret r ansmi ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.104. 6. 245 Saudi Arabia 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi
80. 246. 130. 135 I srael 147.237.77. 234 |nal ag. i of .| 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
84.111.182.24 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt wth different oo 17
w ndow scal e
213.57.129. 222 |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 15
o SYN+ACK retransmt with .
213.57.129. 222 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence different v ndow scal noni tor |12
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
192.116.166.6 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
79.181.213.5 | srael 147. 237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
reamn ine: TCP Invali i i ssi
109. 253. 141. 155|1 srael 147, 237, 72. 167 |i shuri maka i of | | €2 NG Engine: TGP alid |invalid segnent retransnission drop 8
Ret r ansmi ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 86. 130 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232. 66 Egypt 147.237.77. 216 |dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
s SN retransmit wth different .
79.182. 216. 187 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence vi ndow scal e monitor |6
81.168.45.148 |United Ki ngdom 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d sequence nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
109. 66. 157.54  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
82. 145. 210. 223 |Eur ope 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
213.57.129. 222 |israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 6
109. 66. 192. 38 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 105 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 4. 252.172  |Lebanon 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 4
R, SYN+ACK retransmt with .
80. 246. 136. 97 |l srael 147. 237. 77. 243 |nobi l e.i df .i | Bad TCP sequence different i ndow scal nonitor |4
Sreaning BEngine: TCP Invalid i i ssi
217.132.56. 247 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dropped.
213.57.134.61 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
185. 3. 146. 225 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
2.52.11. 78 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
62. 219. 232. 204 |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
216. 4. 56. 168 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TQP Invalid i i ssi
80.230.16.82  |Israel 147.237.72. 166 |aka. i f . i1 g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.51.136 I srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 64.17.233 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
185. 3. 146. 86 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
141.8.132. 78 Russi an Federation 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 60. 34. 78 glcissi':('ja” Tertitory.l1 47 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 3
216. 4. 56. 168 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
185. 3. 146. 86 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
216. 4. 56. 168 Lhited Sates 147.237.77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 3
128.232.110. 28 |United Ki ngdom 147.237.77. 170 |n@arachot.idf .il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
84.111.182.24 [lIsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192.116.166.6 |l srael 147.237.77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46.121.251.35 |Israel 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 2
128.232.110. 28 |United Ki ngdom 147.237.77. 205 |prisha.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
185. 4.252.172  |Lebanon 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 2
2.54.162. 65 | srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
185. 3. 146. 105 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber monitor |2
185. 89, 217. 232 147.237.77. 216 |dover i df i | drop First packet isn't SW drop 2
37.104. 6. 245 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.178.57.75 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.54.47.61 | srael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) B ock 114
2.54.171. 148 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 107
2.54.171.148  |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Code (404) in Session from B ock 53
2.54.171. 148
149. 78. 245. 241 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 47
5.102.254. 252 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 29
2.54.171.148  |israel 147.237.0.19 |nadimatal .idf.il Too Muny of the Sane Response Code (403) in Session from B ock 14
2.54.171. 148
149. 78. 245. 241 |l srael 147.237.0.19 |nadi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock
31.154.90.124 |Israel 147.237.77. 170 |naar achot . i df . i | Unaut hori zed HTTP Met hod B ock
79.183. 203. 158 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher-kravi . i d i EVENTV/ i
85. 250. 230. 240 || srael 147.237. 0. 17 "y Paraneter Type Violation EVENTVALIDATIONin Bl ock 3
f.il mny-kosher-kravi .idf.il/tenpl ates/trai ni ng/traini ng. aspx
31.154.90.124 |Israel 147.237.77. 170 |naar achot . i df . i | Mil tiple Unaut horized URL Access from 31.154. 90. 124 B ock 3
5.28.135. 217 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.il/main/gi yus/ B ock 2
2.54.12.15 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
46.120. 255. 9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
; . . DO stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. Bl ock 2
109. 253. 146. 183|I srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock
46.120.236.28 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
217.132.56. 247 |israel 147.237.76.200|ei tan. aka. i df . | Too My of the Sane Response Code (404) in Session from B ock 2
217.132. 56. 247
176. 228. 136. 200] srael 147.237.72. 166 |aka. i df . i | Mitiple Ill1egal Byte Code Character in URL from176.228.136.200 [B ock 1
; . . DO stributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates (147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249.69.133 I srael 147.237.77.233(atal . i df .11 atal .idf.il/tenpl at es/ shared/ usercontroal s/ navnenu/ undef i ned Bl ock !
50. 31. 26. 42 Lhited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on www i df .i|/xmrpc. php B ock 1
89. 31. 140. 31 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
84.111.182.24 |[israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 1
; . . Unhaut hori zed URL Access to
40.77.167.20  |Lhited States |147.237.76.86 [navy.idf.il nawy. i df .1 |/ mai v dr ushi m cont act us. asp Bl ock 1
] . . DO stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il vt i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
77.126.69.83  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
103. 23.20.117 |I ndonesi a 147.237.77. 216 |dover.i df .i | Dstributed Unauthori zed URL Access on waw i df .il/xnirpc. php B ock 1
66.249.64.230 |[Israel 147.237.77. 216 (dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robots. txt Bl ock 1
89. 31. 140. 10 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/test/wp-admn/ B ock 1
31.154.90.124 [israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/sip_storage/files/4/  |B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df .i | ww i df i |/ tenpl at es/ sendt of ri end/ kkkkkkk=1c5cf 4b1kkkkkkk_1c |Bl ock 1
5cf 4bl
80.246.136.93 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SI Sessions: sigal gs oS Attack None 1
. - Unhaut hori zed URL Access to
66.249. 69. 254 |l srael 147.237.77.233|atal .idf.il atal .idf.i1/tenpl ates/ shared usercont rol / navnenu Bl ock 1
2.54.171. 148 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
109. 64. 68. 23 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
50.87.161.155 [lnited Sates |147.237.72.166aka.idf.il PHP At t enpt B ock 1
89. 31. 140. 40 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp/ wp-admin/ Bl ock 1
85. 65. 168.195 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unaut hori zed URL Access to
46. 19. 85. 105 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42] styl el shar ed/ dat epi cker . css B ock 1
. . DO stributed Lhaut hori zed URL Access on
77.247.181.163 |Netherlands  |147.237.77.216(dover.idf.il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
5.102. 254. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] . . D stributed Uhauthorized URL Access on
107.178.194.79 |[lhited Sates (147.237.77.216|dover.idf.il v i df . i | / 1133 22461- hel dover . aspx. Bl ock 1
66.249. 64.235 [Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx |B ock 1
. . DO stributed Uhauthori zed URL Access on
46.166.186.224 |Netherlands  [147.237.77.216 |dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
89. 31. 140. 11 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka. i df . il /wor dpress/ wp- admin/ B ock 1
37.19.120.169 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
185. 88. 25. 143 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawidf.il/ar/" Bl ock 1
80. 246. 136. 133 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.199 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5¢f 35968 in aka.idf.il/news/ None 1
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