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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3123
109. 66. 145. 130 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
71.6.135.131 Lhited Sates 147.237.76. 177 ncore.idf.il |Bock Wdp All Nets drop 1
107. 150. 98. 131 Lhited Sates 147.237.76. 177 ncore.idf.il |Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
- ET SCAN Behavi oral Uusual |y fast inbound Tel net CGonnecti ons,
103.50.219.10 |147.237.76.31 nakchal .idf.il ) 1
Potential Scan or Brute Force
91.201. 236. 113 |147. 237.77. 176 |kr ai ne mat pash. i df .i ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
82.117.208.243 [147.237.76. 44 e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.245.183. 201 |[147.237.0.17 |Japan mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 2048 1
2.54.155. 30 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
201. 175. 115. 193|147. 237. 0. 15 Mexi co kosher-kravi .idf.il . 1
Potential Scan or Brute Force
178. 169. 143. 78 |147.237.77.170|Bul garia nmaar achot . i df . i | ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 113 |147. 237.77. 176 |krai ne mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
87.197.159. 157 |147.237.72. 167 | ovakia i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.161.221 |147.237.76. 147 chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 1024 1
43.245.183. 201 [147.237.0.17 |Japan mny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
. . - ET SCAN Behavi oral Wusual |y fast inbound Tel net Connecti ons,
201. 175. 115. 193|147. 237. 0. 34 Mexi co tikshuv.idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
141.0. 15.33 Eur ope 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 128
2.54.155. 30 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 65
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 48
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Sreamng Engine: TP Invalid i i ssi
2.52.10. 135 I srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =g Invalid segnent retransmssion. 15
Ret ransm ssi on Packet dropped.
208.115.113.84 [lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 12
5.102. 254. 69 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber monitor |12
Sreaming Engine: TCP Invalid i i ssi
66.249.69. 122 |Wited Sates |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. 10
Ret r ansm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109.67.11.93  |Israel 147.237.77. 243 |nobil e. i of . Streamng Engi ne: TCP alid Jinvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
31.210. 187. 208 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor (8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
157.55.39.247 |Whited Sates |147.237.77.74 |lawidf.il drop First packet isn't SIN drop 7
46. 19. 85. 123 I srael 147.237.72. 167 |i shurimaka. i of . i | Bad TCP sequence I'nval i d AGK nunber monitor |7
reamng BEngine: TCP Invali i i ssi
2.54.164.102  |Israel 147.237.72. 166 |aka i df . i Streaning Engi ne: TCP alid finvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
31.210. 187. 208 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor (6
Sreanming Engine: TGP Invalid i i sSi
79.180.2.232  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 64.114.35  |Israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
5.102. 254. 69 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
77.127.199.53  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
109.65.6.134  |Israel 147.237.77. 233 [atal i il Bad TCP sequence Sretransmt wth different —fouior o
w ndow scal e
94.230.86.170 |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |6
46. 19. 85. 53 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
188. 120. 148. 158|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber monitor |5
66.249.93.105 |lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
46. 19. 85. 53 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
46. 19. 85. 56 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 217 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber nonitor (4
2.54.155. 30 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |4
46.121. 247.196 |Israel 147.237.72. 166 |aka.i df .i 1 drop First packet isn't SN drop 4
2.54.155. 30 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber nonitor (4
5.102. 254. 6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.54.155. 30 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreanming Engine: TGP Invalid i i sSi
79.178.188.57 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
185.3.146. 117 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 53 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
87.69.99.215  |israel 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Inval i d ACK nunber moni tor (3
Sreamng Engine: TP Invalid i i ssi
109. 67. 166. 137 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
46.19. 86. 63 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
46. 19. 85. 53 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |3
Sreanming Engine: TGP Invalid i i sSi
79.176.193. 191 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 65. 148. 227 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
128.127.107.99 |Netherlands |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 64.199. 46 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
62.219. 142. 203 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
81.218.172. 192 | srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
31.210. 187. 208 |Israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 66. 180. 172 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
2.54.32.37 I'srael 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. | 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
5.20.228.101 | srael 147.237.0.19 |nadi matal .idf.il Too Nany of the Sane Response Code (404) in Session from B ock 186
5. 29.228. 101
5.29.228. 101 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 104
5.20.228.101  |Israel 147.237.0.19 |nadimatal .idf.il Too Nany of the Sane Response Code (403) in Session from Bl ock 78
5. 29. 228. 101
46.19. 86. 112 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 55
84.111.184.152 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 33
219.94. 128. 197 |Japan 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 219. 94. 128. 197 B ock 3
128.127.107.99 |Netherlands  [147.237.76. 147 |chi nuch. aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109. 66. 15. 51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 67. 11. 93 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253.218.4 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
5.102.216.184 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.132. 238 I 'srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 2
46. 19. 86. 224 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19. 85. 120 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.177.150. 198 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
5.29. 252. 173 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
79.183.185.211 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
107.178.194.87 |Wited Sates [147.237.77. 216 |dover. i df .| D stri butec gsgfggggéﬁeﬁvicffssp;n Bl ock 2
204.13.200.200 [United Sates [147.237.77.216|dover.idf . il mzid?t_'ti ch 1T§;f:§é;g?ﬂeﬁvﬁfisps” Bl ock 2
2.54.31. 117 I'srael 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:?rc"fsz /tgegpgrcﬁzm S e/l st chi | ddocurent &/ 1071 B ock 2
46.19. 86. 199 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None
104. 44. 135. 149 |Uhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df.il/xmrpc.php  |B ock
66.249.78.234 I srael 147.237. 72. 166 |aka. i df . i | Lf;‘?”tzg‘;r ;Z??Lﬁéj?_naﬁ?(;is?/uts(;gener o aspx Bl ock 1
197.221.14.221 |South Africa [147.237.77.216|dover.idf .l Distributed PHP Attenpt B ock
5.102. 254. 69 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
83.170.118.9 zi;g’gom 147.237.77. 216 |dover.i df . i Dstributed PHP Att enpt Bl ock 1
58. 96. 19. 246 Australia 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on waw i df.il/xmrpc.php  |B ock
185. 3. 146. 117  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock
141.212.121. 176|lLhited Sates |147.237.77. 226 V\:AIMI chamat z. aka. | df Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
79.177.36.233 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31.13.110.110 |[ireland 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 65. 6. 134 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |Bl ock 1
69.174.52.11 Lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
213.57.49.129 |[Israel 147.237.77.216|dover.idf . il Mil tipl e Uhauthorized URL Access from 213.57. 49, 129 B ock 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
197.221. 2. 60 South Arica  |147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 1
93.173. 227.239 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
46.166.190.167 |Netherlands  [147.237.77. 216 |dover. i df .| D stri buted 1T§;t;§gggeﬂeﬁvicrcispf” Bl ock 1
173.252.89.56 |Uhited Sates |147.237.72.166|aka.idf.il Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
79.180.132. 217 |israel 147.237.77. 216 |dover . i df . i | g‘sﬂtégfﬁﬂgpﬁ”gﬁi g‘\l_'DETO/ii’CEﬂC;’K,’\'gE; on None 1
69.195.124.60 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unauthori zed URL Access on waw idf.il/xmrpc.php  |B ock 1
23.253.207.117 |wnited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
107.178.194.79 |Uhited Sates |147.237.77. 216 |dover . i df . i | D stri buted 1%";5;;2%?&%\/?22;” Bl ock 1
67.222.37.153 |lhited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
197.221.14.221 |South Africa |147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on waw i df.il/xmrpc.php  |Bl ock 1
2.54.185. 184 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
83.170.118.9 E?ir:;gom 147.237.77.216|dover . i df . i Distributed Wnaut hori zed LRL Access on wawidf.il/xmrpc.php  [B ock 1
66.102.9.91  |lhited Sates |147.237.77.216|dover.idf. il shaut flor] 200 e Aocess Lo, Jendli sh Bl ock 1
189.91. 32. 59 Brazil 147.237.77.216|dover. i df .i |l Dstributed PHP Attenpt B ock 1
46.117.28.53 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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