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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3131
141.212.122. 94 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Bock Udp All Nets drop 1
141.212.122. 95 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.81.166 |147.237.76. 147 |thited Sates [chinuch.aka idf.il[ET SCAN NVAP -sA (2) 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
162. 222. 185. 165|147.237.0.34 [Wnited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.108. 132. 58 [147.237.77.74 |China lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
135 19.128.36  |147. 237. 76. 200 |canada citan akaLidf il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
202.124.48. 157 |147.237.72. 167 |Japan ishurimaka.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
78.193.2.8 147. 237.76. 177 |France ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
187 160. 16. 121 |147. 237 76. 34 |nexi co yohal an.i df i ET SDAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
5.230.134.108 |147.237.72. 167 |Ger many ishurimaka.idf.il|[ET SCAN NVAP -sS w ndow 2048 1
166. 63. 122. 229 [147.237.76. 147 |Whited Sates |chinuch. aka.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
5.230.134.108 |147.237.72. 167 |Ger many ishurimaka. idf.iI|[ET SCAN NVAP -f -sS 1
162. 222. 185. 165|147. 237. 77. 216 [Lited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 176 |Lhited Sates |[test.ncore.idf.il |ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76.30 |Lhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165[147.237.0.19 |lhited Sates [nadimatal .idf.il [ET SCAN Potential SSH Scan 1
202. 124. 48. 157 |147.237. 72. 167 |Japan ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 2048 1
78.193.2.8 147. 237. 76. 199 |France e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
202.124.48. 157 |147.237.72. 167 |Japan ishurimaka.idf.il|[ET SCAN NVAP -f -sS 1
78.193.2.8 147. 237. 76. 147 |France chinuch. aka.idf .i I|ET SCAN NVAP -sS w ndow 1024 1
187 160.37. 172 |147. 237 8.14  |hexi co e orchot . idf i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
5.230.134.108 |147.237. 77. 205 |Ger many prishaidf.il ET SCAN NVAP -sS wi ndow 4096 1
166. 63. 122, 229 |147.237.76. 147 [Lhited Sates |chinuch.aka.idf.il|ET SCAN NVAP -sS w ndow 2048 1
5.230.134.108 |147.237.72. 167 |Ger many ishurimaka.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
166. 63. 122. 229 |147.237.76. 147 [Lhited Sates |chinuch.aka.idf.il|ET SCAN NVAP -f -sS 1
162.222. 185. 165|147. 237. 76. 198 |Lhited Sates |e.yohal an.idf.il [ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76.38 |lLhited Sates [e.e.meitav.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Ret r ansm ssi on

Packet dropped.

A tacker . Devi ce
count ry Target Address |Ste Signature Acti on
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.128.60 |[Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 22
213.57.128.60 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 22
213.57.128.60 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt with different Jopsior |22
w ndow scal e
213.57.128.60 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 20
213.57.128.60 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINAK retransmt with different | onvor |20
w ndow scal e
213.57.128.60 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 20
Sreanming Engine: TCP Invalid i i ssi
109. 65. 200. 68 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
46.19.85.104 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 15
46. 19. 86. 26 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 14
46.19. 86. 26 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
. . SYNHFAK retransmit with different .
46. 19. 86. 26 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 14
37.142. 208. 238 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11
82.81.2.1 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
. . SYNHAXK retransmit with different .
46.19. 85. 93 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence vi ndow scal & noni t or 9
Sreaning Engine: TQP Invalid i i ssi
79.182.17.161 [Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 93 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
Sreanming Engine: TCP Invalid i i ssi
157.55.39.43 |Wnited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
212. 143. 142. 56 |I srael 147.237. 77. 216 |dover . i df . i | drop First packet isn't SN drop
79.177. 116. 124 || srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
37.26.146. 160 |l srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid ' i ssi
149.78. 229. 211 |I srael 147. 237.77. 243 |mobi l e. i f i 9 =9 Inval i d segrent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
41.33.232.66 |Egypt 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.182. 102. 219 |i srael 147, 237.72. 167 |i shuri maka. i df .i | 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
Do SYNHAXK retransmit with different .
37.26.147.211 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.176.198.28 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
85. 64. 128. 202 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
62.128. 48.122 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 6
37.26.146.160 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence noni t or 6
46. 19. 86. 238 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
62.128. 48.122 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
85. 130. 246. 49 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.147.211 |Israel 147.237.72. 166 |aka.idf .il SYN Attack rej ect 4
37.26.146. 160 |l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.22.131.163 |israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
157.55.12.83 |twited Sates  |147.237.76. 200 |ei tan aka idf.il 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor
91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrule drop
Sreanming Engine: TCP Invalid i i ssi
66.249. 69. 122 |[Wnited Sates  |147.237.77.234|hal ag.idf . il 9 =g Invalid segent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 253.130. 3 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segrent retransmssi on. dr op 4
Ret r ansni ssi on Packet dr opped.
37.247. 36. 82 Net her | ands 147.237.8.28 |e.nobile-ks.idf.illGeo-1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 4
141.8.132.78 E;Z:::{'ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 65 | srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or
37.46. 39. 96 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 214 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
141. 8.183. 16 gj;;”ion 147.237.77.176 |matpash.icf.il  |drop Frst packet isn't SIN drop 4
37.142.208. 238 |I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TGP Invalid i i ssi
79.179. 129. 159 |I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46.19.85.123  [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid ' i ssi
84. 110. 209. 145 |I sr ael 147.237.72. 166 |aka.i df .1 9 59 Invalid segnent retransmssion. dr op 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
79.181.60.85  |Israel 147.237.0.17 irrzjfnyi-lkosher- kravi. Mitiple I11egal Paraneter Encoding from 79. 181. 60. 85 None 3
204.13.200.200 [United Sates [147. 237. 77. 216 |dover . i df . i | bt :idtf’lfti‘f‘j lT:;f;gzgfge%V’:ffsspfn Bock |2
66. 249. 66. 16 I srael 147.237.76. 147|chi nuch. aka. i df . i|  |Uhauthori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 2
5.29. 252. 173 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
95. 86. 90. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
185.32.179.21 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
2.54. 38. 206 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mode None 2
46.19. 86. 87 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 201. 152. 250[Nether| ands  [147. 237. 77. 216 |dover . i df . i | b stri bt oc gs?sufggsg?ﬁeﬁvﬁ‘f?:p;” Hock |1
69. 195. 82. 46 Uhited Sates [147.237. 77. 216 |dover.i df . i | Ostributed PHP At tenpt B ock 1
196. 22.132. 183 |South Africa [147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 1
103.17.180.76 |Bangl adesh [147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to 147.237. 76. 147/ B ock 1
46.19. 86. 144 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
173.254.83.101 |[lhited Sates |147. 237. 77. 176 [nat pash. i df . i | Distributed Wauthorized URL Access on wwu cogat . idf.il/xmrpc. php |B ock 1
84.108. 89. 62 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
78.21. 25. 198 Bel gi um 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-en B ock 1
219.94.128. 197 [Japan 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 219. 94. 128. 197 B ock 1
5.29.162. 104 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
138.128.187.58 |Uited Sates [147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
107.178.194.79 |Uhited States [147. 237. 7. 216 |dover . i df . i | 1111155, 25461 nel dover. s Bock |1
68.180. 229. 239 |[Lhited Sates [147. 237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df .il/main/gi yus/ x’x?x@x" B ock
197.221.12.118 [South Arica |147.237.77.176 |nat pash.idf .i | Uhaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 1
Lhaut hori zed URL Access to
95.86.82.189  |Israel 147.237.72. 166 |aka. i df . i | ‘;“;“I“f?'fir:\gw' L{(ﬁi(fzztpfq?ggeé ;;szgg igi?cp:;‘fgs\jggiiﬁh;kk:x VP laock 1
kanl f ug

66. 147. 240. 155 |lhited Sates [147. 237. 77. 216 |dover.i df .i | Ostributed PHP Attenpt B ock 1
183, 138. 154. 133|hi na 147.237.77. 216 |dover . i df . i | m“f gf?ri'lzlzc:]aﬁlﬁggfizn:fol of header upper Bock |1
40.77.167.5 Wited Sates |147.237.77. 216 |dover.i df .| m‘fo',‘f”,'.f,eﬁt ;T,'atf‘éﬁsjs_st rta(j) ni ng/ cont act_us. asp B ock 1
149.88.48.164 |l srael 147. 237.72. 166 |aka. i df . i | m“;k':’: id??idl /N:;ngi ;ESA/%efn‘; al . s Bock |1
79.179.184.77 |[israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v i df . i/ navy/htm/profs. asp B ock 1
204.13.200. 200 [United Sates [147. 237. 77. 216 [dover . i df . i | b stri bt oc ;f;;_t;ggisg_eﬁeﬁvﬁfzs:p;” Hock |1
109. 253.130.3 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
69. 195. 82. 46 Uhited Sates [147.237. 77. 216 |dover.i df . i | Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php B ock 1
66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 1
196.22.132. 183 |South Africa [147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on v i df.i|/xmrpc. php B ock 1
103. 239. 221. 242|9 ngapor e 147.237.77. 176 |nat pash. i df . i | Ostributed PHP Attenpt B ock 1
84.229.148. 182 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
54.186.248.49 |Wited Sates [147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ v i of . il B ock 1
176. 12. 145. 152 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
78. 46.5. 136 Ger many 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
219.94.128. 197 [Japan 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
138.128.187.58 |Uhited Sates [147.237.77. 216 |dover.i df . il Distributed Wauthori zed URL Access on v i df .i|/xnrpc. php B ock 1
107.178.194.83 |Uiited Sates [147. 237. 77. 216 |dover . i df . i | D stri utec 1?3?;}:§é;§?ﬂeﬁv§?ispzn Hock |1
68.180.230.29 [United Sates [147. 237. 77. 176 [nat pash. i df . i | mwztgzrtmﬁe v /Oigééf’ﬁefigggfﬂsgx Bock |1
198.1.67.71 Lhited Sates |147. 237. 77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 1
66.147.240. 155 |lhited Sates [147.237.77.216|dover.idf .i | D stributed Waut hori zed URL Access on v i df.i|/xmrpc. php B ock 1
40.77.167.55 Uhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
149.88.108.29 [l srael 147.237.77.233|atal i df.il m“;r:l’r.'i?ﬂ Ilﬁesﬁﬁfszlsuste?f ol | onr esour el or et o Bock |1
79.181.60. 85 I srael 147.237.0.17 inlh‘n_yi-|k05her kravi. Inluln;?akjos?;ra}nl?;\:i ?g?d: In?a; gi/icr: eat ecapt chai nage. aspx None !
73.17.105.0 Lhited Sates |147. 237.77. 216 |dover. i df . i | Lhaut hori zed UR. Access to ww i df.il/894-en/i df gdover. aspx B ock 1
208.184.112. 74 |Wnited Sates [147. 237. 77. 216 |dover. i df . i | m :idtf’lfti‘f‘j lT:;f;ggisg?ge%V’:ffsspfn Bock |1
2.52.190. 61 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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