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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3279
66. 249. 64. 191 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 3213
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2

176. 12. 147. 154 (147.237.77.74 |Israel lawidf.il I NDI CATOR- SCAN nyscan 2

176. 12. 147. 154 (147.237.77.74 |Israel lawidf.il GPL SCAN nyscan 2

37.48. 65. 39 147.237.0.19 [Net herl ands nadi matal .idf.il ET S}N\l Behavi oral Lhusu?] ! Y fast Termnal Server Traffic, 1
Potential Scan or Infection

187. 160. 83. 218 [147.237. 72. 156 |Mexi co aman.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

162. 222. 185. 165(147. 237.0.200 |Lhited Sates  [ndu.idf.il ET SCAN Potential SSH Scan 1

162. 222. 185. 165(147.237.0. 16 [thited Sates  |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1

87.197.159. 157 |147.237.76.42 [Yovakia refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1

45.32.161.221 |147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1

37.143.82.50 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1

1.190.114. 142 |147.237.76.30 |China hi nush. i df . i | ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

187. 160. 83. 218 [147.237.72.14 |Mexi co dover.idf.il (ol d) ET SOAN Behavi oral _lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

162.222.185. 165[147.237.0. 17 |lhited Sates  |mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1

151. 80. 43. 57 147.237.77. 226 |Itay ww chanat z. aka. i df il  |ET SCAN Potential SSH Scan 1

46.161.40,120 |147.237.77. 212 |SSI &1 e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i dof . i | drop SAMrule drop 34
Sreamng Engine: TP Invalid i i ssi
46.19. 85. 26 I srael 147.237.76.31 |nakchal i df i1 9 =g nval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.163 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 14
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.54.141. 80 I srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
66.249.78.62  |ited Sates [147.237.72.166 |aka idf.il Streamng Engi ne: TCP alid  ivalid segnent retransnissi on drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
62.90.255.72  |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
79.182.135.80 |Israel 147 237.72. 167 |i shurimaka i i [ | SAM NG Engine: TCP Invalid invalid segnent retransnissi on. drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
185.32. 179. 191 |Israel 147. 237. 77. 243 |nobi | e.i df .i | 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
80. 246. 133. 57 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
109. 160. 167. 235/l srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
188. 120. 148. 229]l srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Inval i d ACK nunber noni t or
109. 160. 167. 2351 srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SAXK retransmt with different oo |7
w ndow scal e
46. 19. 86. 49 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
62.0.117.79 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 8 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi
185.3.146.189 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.170. 92 I srael 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
94.230. 86. 189 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 8 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunier noni t or 6
Sreamng Engine: TCP Invalid i i ssi
79.182.174.51 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
82.166.139.20 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 138. 136 I srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
109. 65. 174. 241 | srael 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
66.249.78.12  |United Sates |147.237.0.19 |nadimatal.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
85. 250. 161. 8 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
176.12. 146. 224 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
77.126. 8. 209 I srael 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
176.13. 19. 4 I'srael 147. 237.77. 243 |obi l e. i f . i 9 =g nvalid segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dropped.
37.26.146.231 |Israel 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 4
5.22.134.5 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 4
37.247. 36. 84 Netherlands  [147.237.76. 199 |e. nakchal .i df .i1 |Geo-1 ocati on enf or cenent Geo-l ocati on inbound enf or cenent |drop 4
109. 64. 5. 155 | srael 147.237.72. 156 |aman.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TP Invalid i i ssi
94.159.146.15 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.52.136.36 I srael 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
66.249.93.123 |lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i ssi
79.180.97. 7 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 47 147. 237.72. 166 |aka. i of .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176.15.184 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.93.189 |Uited Sates |147.237.77. 243 |mobile.idf.il 9 =g nval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi
79.180. 123. 200 |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
5.22.131. 102 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaning Engine: TCP Invalid i i Ssi
79.177.120.47 |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.86.111  |israel 147. 237.72. 166 |aka. i of . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.177.142.91  |israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3

Ret ransm ssi on

Packet dropped.




Attacker Address

2.54.148. 95
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A tacker

Count

Target Address
ry

Ste

Signature

I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber aert
Sreamng Engine: TP Invalid i i ssi
79.181.59. 157 | srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
185. 32.179. 229 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 27
107.170. 42. 128 |lnited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed LRL Access on waw i df.il/894-ar B ock
157.55.39. 178 |Uited Sates 147.237. 76. 147 [chi nuch. aka. i df . i | Ml tipl e Unaut hori zed URL Access from 157.55. 39. 178 B ock
m ny- kosher - kr avi . i
176. 13. 1. 122 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 4
. . Unaut hori zed Met hod HEAD f or
149. 88. 48. 164  |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 3
157. 55. 39. 54 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | O stri buted haut hori zed LR Access on Bl ock 3
waw chi nuch. aka. i df.il/404. ht m
185. 32.179. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
’ . . O stributed Unhaut hori zed URL Access on
107.178.194. 83 |[lnited Sates 147.237.77. 216 |dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
2.54.149. 92 I srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LR Access to nobil e.idf.il/sachar/index B ock
46.19. 86. 35 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
176.13.18.106 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates 147.237.77. 216 |dover.i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
185. 3. 146. 117 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
66.249.78.9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/mai n/kapat z/ x-x" |B ock 1
Paraneter Type Mol ation
46.19. 86. 47 I srael 147.237.76.39 |nobile. neitav.idf.il |ctl00$Content A acetbl der 1$t xt Content in B ock 1
nobi | e. nei tav. i df.il/1494- he/ nei t av. aspx
5. 29. 68. 248 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
] . . O stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
80. 246. 137. 157 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
188. 120. 148. 228]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
176.13.19. 4 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 66. 29 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to chi nuch. aka. i df.il/404. htm B ock 1
109. 67. 198. 133 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
37.26.148.233 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
2.54.128. 88 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
204.45.15.210 |Uited Sates 147. 237.77. 216 |dover . i df . i | thauthori zed URL Access to Bock |1
waw i df . i |/ 894-en/i df gdover . aspx
85. 250. 161. 8 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS A tack None
77.125.85.169 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
46. 19. 86. 213 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77. 216 |dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
5.29. 145. 111 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
212.179.8.194 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/mai n/sachar/ |B ock 1
81.218.163. 168 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
190. 2. 57. 241 Argentina 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
176.13.22. 24 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Attack None 1
66. 249. 66. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . SIS Untraceabl e Gonnection - Protocol violation
109. 253. 219. 45 |l srael 147.237.72.166 |aka. i df . i | (SSL_OONN CLI ENT Fi Nl SH RESUVED SESSI ON) None 1
37.46. 44. 119 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.149. 92 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
206.214.219.90 |Wited Sates 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 1
98. 143, 148.135 |Lhited Sates 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Mthod [[#1]]120100 B ock 1
77.237.138.202 |Czech Republic 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to / B ock 1
. . O stributed Uhaut hori zed URL Access on
46.166. 188. 246 |Nether| ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
31.168.178.253 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
213.57.241.199 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
82. 102. 244. 254 g‘ijcis;i':('ja” Territoryy 47, 237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df . i|/894-ar B ock 1
192. 0. 113. 50 Lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
m ny- kosher - kr avi . i i -
176.228.128.6 |Israel 147. 237.0.17 my llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi . idf.il/ajax/ creat ecapt chai nage. aspx
. . Uhknown Paraneter docl.. in
66. 249. 66. 75 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v/ gi yus/ general . aspx None 1
46.19. 86. 2 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
119.47.121.67  [New Zeal and 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 1
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