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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3098
107.170. 42. 128 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 3

204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 2

0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




12-25-2015-12:04:00 to 12-25-2015-13:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
95. 10. 174. 221 Tur key 147.237.77. 74 lawidf.il [9221: HITP: PUT Method Execution over HTTP/ VbDAV B ock 2
95.10. 174. 221 Tur key 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ \bDAV B ock 1
62. 210. 162. 217 France 147.237.77.216 |dover.idf.il|19791: HITP. WrdPress N-Media PHP File Wl oad Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
95.10.174.221  |147.237.77.74 |Turkey lawidf.il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 12
95.10. 174,221  |147.237.77. 216 |Turkey dover . idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
31.168. 181. 151 |[147.237.76.42 |lIsrael refuah.idf.il ET SCAN NVAP -sA (2) 2
66.249.81.212 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
176. 60. 66. 183  |147.237. 76. 177 |Bel arus ncore.idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.45 |Netherlands |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
176. 60. 66. 183  [147.237.0.200 |Belarus . i df i | ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.45 |Netherlands |e.eitan.idf.il ET SCAN NVAP -f -sS 1
176.13.20. 127  [147.237. 77. 233 |I srael atal .idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
94.102.48.195 |147.237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.124. 48. 157 |147.237.77. 227 |Japan e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
82,80, 132. 84 147 237 76.30 |1srael himsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
202.124. 48. 157 |147.237.77. 227 |Japan e. hanaz. i df .il ET SCAN NVAP -f -sS 1
66.249.78.158 |147.237.72.166 |Lhited Sates |aka.idf.il SER\E APAO_E. Apache mod_ssl non- S8 connection to SSL port
deni al of service attenpt
62.232.207.210 [147.237.0. 34 LK?i;gegom tikshuv.idf.il ET SCAN Potential SSH Scan 1
176. 60. 66. 183  |147.237.77. 176 |Bel arus nat pash. i df .i | ET SCAN Potential SSH Scan 1
62.232.207.210 [147.237.0.15 LKJ?i;:gom kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
176. 60. 66. 183  |147.237.8.14 |Belarus e.orchot.idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.45 |Netherlands [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.60. 66. 183 |147.237.0.16 |Belarus ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
112.16.76.209 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.104. 49. 211 |[147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 121 Net her| ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.124. 48. 157 |147.237.77. 227 |Japan e. hamaz. i df .il ET SCAN NMAP -sS wi ndow 2048 1
195. 154. 154. 131|147, 237. 77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
62.232.207.210 [147.237.0.35 LK?i;gegom akaws. i df i | ET SCAN Potential SSH Scan 1
176. 60. 66. 183  |147.237. 77. 226 |Bel arus waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
62.232.207.210 |147.237.0.16 Wni ted ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1

Ki ngdom
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address [Ste Signature Action ‘Count
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 36
89.139.59.32 |Israel 147.237.77. 234 |hal ag.i f .i | Bad TCP sequence SN retransnit with different monitor |22
w ndow scal e
82.145.218. 13 |Europe 147.237. 77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
79.177. 164. 172 |I srael 147. 237. 72. 167 |i shuri maka. i df .| Streaning Engi ne: TCP | nvalid invalid segnent retransnission drop 15
Ret r ansmi ssi on Packet dropped.
185. 89. 217. 225 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 14
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13
87.68.153. 186 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
37.26.148.164 |Israel 147.237.77. 243 |nobi l e. i of .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
79.181.0.74  |israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
2.54.148.95 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
176.13. 20. 127 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |11
80. 246. 136. 23 |Israel 147.237. 72,167 i shrimaka ich. 11 | €amng Engine: TQP Invalid Jimvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
109. 67.118.92 |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dr opped.
85. 65. 183. 112 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence noni t or 8
84.95.58.228 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S reuranemt wih dfferen alert 8
84.95.58.228 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Vﬂd;irsa:;n;t wth different moni tor (8
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
176.13. 20. 127 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 8
84.111.32.17 |Israel 147.237.77. 216 [dover.idf .il Bad TCP sequence noni t or 7
94. 230. 86. 190 |l srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 7
46. 19. 85. 26 I st ael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |6
185. 89. 217. 230 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 6
185. 89. 217. 234 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
185. 89. 217. 231 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 6
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
185. 89. 217. 232 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
185. 89. 217. 235 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 6
46.19.85.138 |l srael 147. 237.77. 226 ;’f’wc“a”atz' aka.1df- 13ad TCP sequence Invalid ACK nunber monitor |6
46. 19. 85. 26 I st ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
185. 89. 217. 227 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 6
79. 180. 165. 64 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
31.154. 146. 42 |l srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout alert 5
31.154.146. 42 |lsrael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 5
212. 150. 97. 238 |l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
31.154.146. 42 |Israel 147.237. 77. 216 |dover . i df . i1 Bad TCP sequence mﬁsg reansnﬂ wehdifferent | onitor |5
46.19.85.144 [l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert 4
185. 89. 217. 229 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
46.19. 85. 144 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
85. 65. 183. 112 |l srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop 4
185. 89. 217. 226 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
46.117.74.18 |Israel 147. 237.72. 167 |i shuri maka. i df .| Streaning Engi ne: TCP | nvalid invalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18 [Austria 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
85.65.183.112 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 4
185. 89. 217. 227 147.237.77.74 |lawidf.il drop drop 4
46.117.74. 18 | srael 147.237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
91.200. 12. 143 |Wraine 147.237. 72. 166 |aka.i df .i | drop SAMrule drop 4
85. 65.183. 112 [l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |4
157.55.39. 178 |Wnited Sates |147. 237. 72. 166 |aka.i df .l Streamng Engine: TCP Invalid Jinvalid segnent retransnssion drop 4
Ret ransni ssi on Packet dropped.
46.117.74.18 |Israel 147.237.72. 167 |ishwimakaidf.il  [Bad TCP sequence mﬁsrczreansmt wehdifferent | onitor |4
91. 200. 12. 143 [Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action

176.13.23.225 [ srael 147.237.0.19 |nadimatal .idf.il |T°° M of the Same Response Code (404) in Session from B ock 263
176.13. 23. 225

176.13.23.225 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 195
176.13.23.225 [Israel 147.237.0.19 |nadi matal .idf.il I‘;‘é '\g.]yzgfzége Sane Response (bde (403) in Session from Bl ock 43
185, 27.105. 130 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 17
62.210.162.217 |France 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 7
62.210. 162. 217 |France 147.237.77.216|dover. i df .i | Mil tiple Unaut horized URL Access from 62.210. 162. 217 B ock 6
2.54.63.55 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
66. 249. 66. 16 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i| [Uhauthorized URL Access to www chi nuch. aka. i df .il/404. htm B ock 4
37.26.148.163 |lsrael 147.237.0.19 |nmadimatal .idf.il |DOstributed Suspicious Response Code B ock 3
85. 64. 219. 76 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
2.54.128. 123 I srael 147.237.0.19 |[madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
31. 168. 6. 66 I srael 147. 237. 77. 170 |naar achot . i df . i | x;u;:r%tiff; iLﬁ‘png/Cf‘?slzst/% 108067 pef B ock 2
176.13.7.54 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock
37.77.49. 236 I'raq 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock
185.32.179. 4 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
204.13.200.200 [thited Sates  [147.237.77. 216 [dover. i df . | m:idtf’f“i‘f‘j lLf:;_tggggfﬂe/u:;V’:‘ffsp;” Bl ock 2
107.178.194.87 |Wited Sates  [147.237.77. 216 |dover. i df .i | b stri bt ec gsgfgggg_egeﬁvﬁfzs:p;” Bl ock 2
204.13.200.200 [thited Sates  [147.237.77. 216 [dover. i df . | m:idtf’t_'ti ‘T‘j lLf:;fgggisg?ﬂe%V’;‘ffssp;” Bl ock 2
68.180.230.29 |[United Sates  |147.237.77.176 |mat pash. i df .i | mar:;;i pe M /Oig;;f’aei‘gg:ﬂsgx Bl ock 1
157.55.39. 178 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/nain/misrot.aspx B ock
2.54.158. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
107.178.194.87 |Wited Sates  [147.237.77. 216 |dover. i df .i | D stri outec 1?;;}2;2;;?&%\/’;‘?22}2” Bl ock 1
84.228.224.74 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46.121.137.42 |israel 147.237.77. 216 |dover . i df . i | (Sz‘stjjt égiiibigpﬁngi}tli &;J&f&iﬁﬂggm None 1
207.46.13.150 |thited Sates  [147.237.77.176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 207. 46. 13. 150 B ock 1
37.142.184.202 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.178.49.149 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il D stributed Lhaut hori zed URL Access on 147.237.76. 42/ robots. txt |B ock 1
5.101. 156. 63 g;z::tnion 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnmin/ B ock 1
128.232.110.29 |Wnited Ki ngdom [147.237.72.166 |aka.i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
52.91. 234. 90 Lhited Sates 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
213.57.164.61 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.24.134 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80.130.50.32  [Israel 147.237.77. 234 |hal ag. i df . i | o ;';;“tﬁdZﬁffmggsfiiaglﬁﬁf T Bl ock 1
79.182.167. 112 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 85. 255 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
192. 99. 160. 171 [Canada 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 1
69.194.230.99 |lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/wordpress/wp-adnmin/ |HB ock 1
37.26.148.233 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176.13.4.72 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.29.88.18 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 65. 37. 160 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
65.19.167.130 |Wited Sates  |147.237.77. 216|dover. i df . i | 111 1155, 29461 nel dover. s B ock 1
50. 62. 161. 42 Lhited Sates 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
208.115.113.82 [lnited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general .aspx |B ock 1
40. 77. 167. 27 Lhited Sates 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to waw navy. i df.il/capt cha. ashx B ock 1
79.179.37.145 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.86  |Israel 147.237.77.233|atal .i df .| m“;thacj’r_'izf‘_ji e O i al < header per Bl ock 1
141.212.121. 176|lnited Sates 147. 237.76. 39 lrmbl le.nei tav. idf.i Unaut hori zed URL Access to 147.237. 76. 39/ Bl ock 1
52.91. 234. 90 Lhited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
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