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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3122
117.27.146. 44 Chi na 147.237.76. 198 e.yohalan.idf.il [JLM Under_ Attack_Con_Tcp dr op 2

185. 106. 92. 173 147.237. 76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1

141, 212. 122. 81 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il [Block Wp Al Nets drop 1

141. 212. 122. 82 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il [Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

attack

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
- SERVER- APACHE Apache nod_ssl non- SSL connection to SSL port
104. 255. 67. 115 [147.237.72. 166 aka.idf.il ) . - 3
deni al of service attenpt
L ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos
80.246.130.11 [147.237.77. 233l srael atal.idf.il 2
attack
93. 158. 216. 228 |147.237. 72. 156 |Net her | ands aman.idf.il C5- OTHER Q sco | G5 HITP configuration attenpt 1
62. 75. 236. 76 147.237.76. 34 |Ger many yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
218.104.49.211 [147.237.8.27 |China e.nadimatal .idf.i|[ET SCAN Potential SSH Scan 1
197. 157. 244. 243(147. 237. 76. 199 |Sonal i a e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
134.213.133.4 |147.237.76. 30 E?';;gom hi mush. i df . i | ET SCAN NVAP -f -sS 1
37.26.148.164 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
218.104.49.211 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
197. 157. 244. 243|147. 237. 76. 200 |Sonal i a eitan.aka idf.il [ET SCAN Potential SSH Scan 1
197. 157. 244. 243|147. 237. 76. 31 |Somal i a nakchal .idf.il ET SCAN Potential SSH Scan 1
134.213.133.4 |147.237.76. 30 LK?';gegom hi nush. i df . | ET SCAN NVAP -sS wi ndow 2048 1
_ L ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos
109. 253. 219. 155(147. 237.0. 34  |Israel tikshuv.idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
46. 19. 86. 245 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 118
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
141. 0. 15. 148 Eur ope 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
46. 19. 86. 245 I srael 147. 237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
Sreamng Engine: TP Invalid i i ssi
46.19.86.159 | srael 147.237.0.19  |nadi matal .idf.il 9 =g nval i d segnent retransmssi on. drop 15
Ret ransm ssi on Packet dropped.
176.13.22.29  [Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor 13
w ndow scal e
82.176.14. 143 |Netherlands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
220.160. 117.10 |cnina 147. 237. 77. 216 |dover i df i Bad TOP sequence SN retransmt wth different monitor |11
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.180. 162. 238 I srael 147. 237. 72. 156 |anan.i df .i | 9 =g nvalid segnent retransmssi on. dr op 10
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249. 64. 163 |lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 10
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.159 | srael 147. 237. 77. 243 |mobi l e, i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
80.246.130.11 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
5.102.254.227 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
80. 246. 130. 11  |Israel 147.237.77. 233 |atal .idf .il Bad TCP sequence Inval i d AGK nunber aert 7
37.26.148.164 |[lIsrael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
31.210. 186. 136 |l srael 147, 237. 72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 176 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
82.176.14.143 |Netherlands  [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
37.26.148.164 |lIsrael 147. 237. 72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
37.26.148.164 | srael 147.237.72. 166 |aka. i of . i Bad TOP sequence SIWAK retransmt with different 1o o
w ndow scal e
37.26.148.164 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunier noni t or 6
109. 186. 143. 149|l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 6
46.19. 85. 176 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
37.26.148.164 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 45 I srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence SAXK retransmt with different ooiior o
w ndow scal e
37.26.146.128 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
188. 120. 148. 184l srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
91.200.12. 137 |Ukraine 147.237. 77. 216 |dover.idf .i | drop SAMrule drop
Sreamng Engine: TCP Invalid i i ssi
80.246.133.32 | srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 4
82.80.61. 179 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37.26.148.164 |[lIsrael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 45 I srael 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i ssi
77.125.121. 151 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
128.127.107.99 |Netherlands [147.237.77.216|dover.idf.il  |Bad TCP sequence SINCAQK retransmt with different | opvor |3
w ndow scal e
188. 120. 148. 184|l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 3
reamng BEngine: TCP Invali i i ssi
185.3.146.198 | srael 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
77.126.37.20  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.181.215.96 | srael 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.86.227  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.176.72.186 | srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
5.28.131. 244 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
217.132.122. 165|l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop
46.120. 222.128 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi
79.182. 105. 127 |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
46.19.85.167  |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
91.200.12. 137 |kraine 147.237.72. 166 |aka.idf il drop SAMrul e drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.127.206. 147 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 151
77.127.206. 147 |israel 147.237.0.19 |nadimatal .idf.il ;‘;?l'\g'yzgg tlzs Sane Response Qode (404) in Session from B ock 149
46. 19. 86. 159 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 65
46.19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 44
46.19. 85. 219 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 36
208.113.136.63 |lLhited Sates |147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 208.113. 136. 63 Bl ock
185.32.179.49 |Israel 147.237.72.166|aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None
46. 19. 86. 234 | srael 147.237.0. 17 2; niyl- kosher - kravi . i Mitiple Il1egal Paraneter Encoding from46. 19. 86. 234 None 3
46.19. 85. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
37. 46. 46. 182 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
207.241.237. 211|Whited Sates [147.237.0.34 [ti kshuv.idf.il Lhaut hori zed URL Access to waw tikshuv.idf.il/error.htm B ock 2
2.54.6.216 I srael 147.237.77.243|nobi l e.idf . il Unaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
46. 19. 85. 239 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
79.183. 205. 168 |[lIsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
84.228.55.110 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/x?x™x@xex” x™x? B ock 2
2.54.171. 233 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
109. 253. 221. 37 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.19.86.46  |Israel 147.237.77. 234|hal ag. i df . i | ﬂ?f‘;g;’f;;ég;ﬁ‘mpgg:/fh;oe &bl let L, gi Bl ock 1
37.142.68.120 [Israel 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock
212.199. 107. 106|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
85. 64.230.121 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
31.44.143.141 |israel 147.237. 72. 156 |aman. i df . i | m“;:;’;_iizdiéiﬁtfggffmom_idf_iI/ B ock 1
157.55.30.53  |thited Sates [147. 237. 72. 166 |aka. i df . i | auizzult:forl ilffgj ntz‘i ;fljcsc/i?ZsL/Ogener o s Bl ock 1
107.178.194. 83 |Uiited Sates |147. 237. 77. 216 |dover . i df . | mzid?f’ti?‘; lfsg_tg’;gfﬂe%ﬁfzspz” Bock |1
46. 19. 85. 190 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
84.109. 17. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Unaut hori zed URL Access to
207.46.13.150 |Lhited Sates [147.237. 77. 176 [nat pash. i df . i | wa cogat . i df . i |/ public/i mages/ devi ces/ downl oad_on_t he_app_store_ |B ock 1
badge_se 135x40. svg
2.52.188. 220 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
176.13. 20. 55 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/newsitel english/ B ock 1
119. 139. 136. 201 |chi na 147. 237. 77. 216 [dover . i df . i | ShautRort zed R Ao0ees (O < header pper Bock |1
46.19. 86. 133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.142.68.120 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to wawu nakhal .idf.il/xmrpc. php B ock 1
220.160. 117. 10 |cnina 147.237.77. 216 |dover . i df . i | \';,IR‘W : prf’f’)’e Eﬁ;gd/rlﬁfégmml o/ header upper B ock 1
85.65.186.10  |Israel 147.237.77.234|hal ag. i df . i | 1D4§t ;g:“t??dzgl‘;"nggzﬂaﬁ /ﬁﬁsei f’;i . Bl ock 1
31.168. 11. 194 | srael 147.237.0.16 |ny- kosher-kravi 1 mux-olz(i)szrig-ﬁvﬁ:?gfs.si Itht enpl ates/ | ogi n/ | ogi n. aspx Bl ock !
185. 89. 217. 225 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
46.120.75.187 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
157.55.39.53  |United Sates |147. 237. 77. 176 |nat pash. i df . i | m{:;;ti.zii:.%pﬁﬁff:ﬁ rtT:geS/IOQOS/ hittae | ogo. svg Bock |1
107.178.194. 87 |United Sates [147. 237. 77. 216 |dover. i df . | D stri buted 1?;;_‘;%;;?36%\2??;‘)2” Bock |1
84.111.188.141 [Israel 147.237.0.15 |kosher-kravi.idf.il [Dstributed PHP Attenpt Bl ock 1
37.142.64. 20 I srael 147.237.77. 234 |hal ag. i df . i | PHP Attenpt Bl ock 1
176. 13. 22. 29 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
68.180.228.175 [lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
141.212.121. 176|wnited Sates |147.237.77. 233 |atal . i df .i | Unaut hori zed URL Access to 147.237.77.233/ B ock 1
89.139.237. 179 |Israel 147.237.76.86 |navy. i df.il P e T rel i dth Unicode Encoding on UR/Praneter(™) Naock 1
79.180.18.223 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.168.65.131 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 31. 168. 65. 131 B ock 1
197.211.50.122 [Ngeria 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar/fag. aspx |B ock 1
46.121.133.195 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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