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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3992
68.116. 5. 134 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets dr op 2
180. 97. 106. 36 Chi na 147.237.76. 196 e.sviva.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address
78.46. 174. 197

| Attacker Qountry

Ger many

Target Address
147.237.72. 166

|Site
aka.idf.il

| Sgnature

Devi ce Action

|Oount

C1000106: HTTP: naj estic bot B ock 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 202 e.halag.idf.il [13840: TLS (penSSL Heartbeat Packet Bl ock 1
62.210. 152. 87 France 147.237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66.249. 81. 139 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 81. 135 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
94. 102. 48. 195 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 104. 49. 211 147.237. 8. 46 Chi na e. chinuch. i df .il ET SCAN Potential SSH Scan 1
197. 157. 244. 243 147. 237. 76. 202 Sonal i a e halag.idf.il ET SCAN Potential SSH Scan 1
187. 210. 58. 215 147. 237.72. 166 Mexi co aka.idf.il ET SCAN Potential SSH Scan 1
187. 210. 58. 215 147.237.72.14 Mexi co dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147. 237.76. 30 Net her | ands hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
218. 104. 49. 211 147.237.77.121 Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
209. 236. 124. 188 147.237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
197. 157. 244. 243 147.237.0. 19 Somali a madi matal .idf.il ET SCAN Potential SSH Scan 1
187. 210. 58. 215 147. 237.72. 167 Mexi co i shurimaka.idf.il ET SCAN Potential SSH Scan 1
187. 210. 58. 215 147. 237. 72. 156 Mexi co aman. i df .l ET SCAN Potential SSH Scan 1
169. 54. 233. 121 147.237. 8. 27 Net her | ands e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 356
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 36
66.249.69. 122 |Wited Sates |147.237.77.234 |halag.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
66.249.93.103 |Lnited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 15
66. 249. 93. 99 Lhited Sates |[147.237.77.216|dover.idf.il {Bad TCP sequence Invalid ACK nunber alert 13
84.228.118. 118 |lsrael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 12
84.228.144. 160 |Israel 147.237. 72, 166 |aka icr.i1 | €@M NG Engi ne: TCP Invalid Invalid segnent retransnission. drop 12
Ret ransni ssi on Packet dr opped.
37.26.146.176 |Israel 147.237.77. 216 |dover.idf.il [SYN At t ack SYN - > SYN-ACK -> RST rej ect 11
66. 249. 93. 99 Lhited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence noni t or 11
66. 249. 93. 99 Wited Sates |147.237.77.216|dover.idf.il [Bad TCP sequence alert 11
2.54.59. 183 I sr ael 147.237.72. 156 [anan.idf.il [SYN At t ack SYN - > SYN-ACK -> RST rej ect 8
109. 253. 201. 217|I srael 147, 237. 77, 243 bl e, i o 1| LT €8M NG Engi ne: TCP Inval i d Invalid segnent retransnission. drop 8
Ret r ansn ssi on Packet dropped.
77.127.67.197  |israel 147.237.77.233|atal .idf.il |Bad TCP sequence i;;e”ansm with different wndow | oivor s
187. 64.233. 220 |mrazil 147.237.77. 216 |dover.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 8
37.26.146.128 |Israel 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
176. 13. 15. 77 | srael 147.237.77.233(atal .idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 7
37.26.146.174 |Israel 147.237.72. 156 |anan.idf.il |Bad TCP sequence noni t or 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
46. 19. 85. 56 | srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence I'nval i d ACK nunber alert 6
2.54.3.202 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 56 | srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 6
109.66.54. 111 | srael 147, 237. 77, 243 |rwbi L e, i o 1| T S2M NG Engi ne: TCP Inval i d Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
79.182. 119. 106 |Israel 147.237. 72, 166 |aka icr.i1 |2 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
2.54.11.94 I sr ael 147.237.72. 156 [anan.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
5.102. 254. 74 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il [SYN At t ack SYN - > SYN-ACK -> RST rej ect 4
37.46.39.87 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
176.13.4.32 | srael 147.237.77. 243 |mbi le.idf .il{Bad TCP sequence Inval i d ACK nunber alert 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il [SYN At t ack rej ect 4
84.228.146.198 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 4
176.13.4.32 | srael 147.237.77. 243 |mbi le.idf .il{Bad TCP sequence Inval i d ACK nunber noni t or 4
31.210. 186. 157 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.146.174 |Israel 147.237.72. 156 [anan.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
176. 13. 15. 77 | srael 147.237.77.233(atal .idf.il |[Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 160 | srael 147.237.77. 216 |dover.idf.i| |Bad TCP sequence I'nvalid ACK nunber noni t or 3
79.177.131. 239 i srael 147, 237. 72, 166 |aka icf.i1 |2 €AM NG Engine: TCP Inval i d Invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
109. 64. 179. 234 I srael 147237, 72. 166 |oka i i1 | SAM NG Engine: TCP Inval id nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
79.182.51.67  |israel 147, 237. 72, 166 |aka icf. i1 |2 €AM NG Engine: TCP Inval i d Invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
82.102. 169. 113 | srael 147.237.72. 166 |aka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3
79.177.198. 165 |Israel 147.237. 72. 166 |aka i or.i1 |2 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
185.32.179.49 |israel 147.237.72. 156 [anan.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.59. 183 I sr ael 147.237.72. 156 [anan.idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
2.54.11.94 I srael 147.237.72. 156 |anan.idf.i| |Bad TCP sequence Invalid ACK nunber alert
77.127.67.197 |israel 147237, 72. 166 |oka i 11 | €AM NG Engine: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
91.200. 12. 137 |Wkraine 147.237. 77. 216 [dover.idf il [dr op SAMrul e drop
2.54.59. 183 | srael 147.237.72. 156 |aman.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
109. 64. 159. 67 I srael 147237, 72. 166 |aka i i1 | SAM NG Engine: TCP Inval id nvalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.
79.177. 226. 140 i srael 147 237. 72, 166 |aka icf. i1 |2 €AM NG Engine: TCP Inval i d Invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 86. 160 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
217.132.33.77 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.54.29.58 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 16
91.200.12.136 |Wkrai ne 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 12
91.200.12.136 |Wkraine 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 91.200. 12. 136 B ock 11
62.210. 101. 170 |France 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 62.210. 101. 170 B ock 7
107.170. 42.128 |Wited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 107. 170. 42. 128 B ock 4
37.26.148.235 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.183.131.11 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 79.183.131.11 B ock 3
109. 253. 130. 155|I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index Bl ock 3
77.126.95.126 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31.168.89.159 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 31.168. 89. 159 B ock 3
207.241.237.211|thited Sates [147.237.0.34 |tikshuv.idf.il [Wauthorized UR. Access to www tikshuv.idf.il/error.htm Bl ock 3
80. 246. 140. 180 |l srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
84.229.154.49 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
204.13.200. 200 [United Sates |147.237.77. 216 |dover. i df .i | b stri bt oc ;f;;_t;ggisg_eﬁeﬁvﬁcl?:psn Bl ock 2
85. 64. 156. 185 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None

46. 19. 85. 184 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock

109. 253. 157. 2071 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
149.78.163. 189 [Israel 147.237.76.42 |refuah.idf.il [T areer pe Mol a fggﬂ;ﬁ?&f“ﬁxﬁcem der 1t xtLast hare i Bock |2
109. 226. 48. 152 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ Bl ock 2
46. 19. 86. 159 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.176.218. 165 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
109. 253. 204. 252|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 93. 32 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ | ayout dev. css  |B ock 1
107.178.194.87 |Uited Sates [147.237.77. 216 |dover . idf il [0 o7 Buted 1%";;};;;;;?&%&??5&” Bock |1
46.166.190.143 [Netherlands  |147.237.77. 216 [dover.idf.il [0 o7 Bted lfsgfggzgfﬂeﬁvﬁff;p;” B ock 1
149.88.151.82 |Israel 147.237.77. 233 |atal .i df . | L od Mot hoyized WL oo Bock |1
81.218.135.68 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 226. 48. 152 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/7/ B ock 1
77.75.76.171 g&%ﬂ . 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to ww i df .i |/ page/ 28/ B ock 1
66.249.69.81  [Israel 147.237.77.233atal .i df .il o aed Lahor zed W .A;:;:sﬁs on Bl ock 1
107.170. 42. 128 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/1133-22926-ar/i df gdover.aspx |B ock 1
2.54.180. 101 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waidf.il/ckfinder B ock 1
66. 249. 93. 35 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
109. 65. 181. 246 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
91.200.12.136 |lkraine 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/giyus/index. php B ock 1
46.166.190. 164 |Netherlands  [147.237.77. 216 |dover i df i1 | ST AR BN TR Fecess on Bock |1
40.77.167.5 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwn i df.il/english/ xxYAAYA A, Bl ock 1
176. 12. 150. 196 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
81.218. 208. 153 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt B ock 1
107.178.194.79 |Uited Sates [147.237.77. 216 |dover . idf il [0 o7 Buted 1%";;};;;5?&%&??5&” Bock |1
46. 19. 86. 184 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
207. 46. 13. 22 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwuidf.il/csp/dtag B ock 1
87.68. 43. 121 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80.179. 194. 201 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to vwwidf.il/https:/wwnidf.il/ Bl ock 1
128. 232. 110. 29 LKTi;gegom 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
109. 66.54. 111 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 1
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