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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3119
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack f orward 4

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp dr op 2

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Puple Gon Limt Htp drop 1

107. 150. 98. 131 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

49. 14. 84.61 147. 237. 8. 45 Indi a eeitanidf.il GPL SCAN nmap TCP 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
218. 104. 49. 211 147.237.8. 24 Chi na elifestyle.idf.il ET SCAN Potential SSH Scan 2
218. 104. 49. 211 147.237.0. 16 Chi na ny-kosher-kravi .idf . il ET SCAN Potential SSH Scan 2
134.213.133. 4 147.237.77.19 Uni ted Ki ngdom | awforumidf.il ET SCAN NVAP -sS w ndow 2048 1
131. 109. 15. 15 147. 237.8. 28 Lhited Sates €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
212.72.12.2 147.237.77. 212 Oman e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
131. 109. 15. 15 147.237.8. 28 Lhited Sates e.nobi | e-ks. i df.il ET SCAN NVAP -f -sS 1
198. 20. 69. 74 147. 237. 76. 202 Lhited Sates e halag.idf.il ET DRCP Dshi el d B ock Li sted Source 1
117. 25. 155. 164 147.237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
180. 153. 104. 125 147.237.77. 243 Chi na nobi | e. i df.il ET SCAN NMAP -sS wi ndow 2048 1
180. 153. 104. 125 147.237.77. 243 Chi na nobi | e.idf il ET SCAN NVAP -f -sS 1
180. 153. 104. 125 147. 237.76. 38 Chi na eenetav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
166. 63. 122. 229 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
134. 213. 133. 4 147.237.77.19 Uni ted Ki ngdom | awforumidf.il ET SCAN NVAP -sS w ndow 3072 1
218. 104. 49. 211 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
134.213.133. 4 147.237.77.19 Lni ted Ki ngdom | awforumidf.il ET SCAN NVAP -f -sS 1
131. 109. 15. 15 147. 237.8. 28 Lhited Sates €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
212.72.12.2 147.237.77. 212 Oman e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
117. 25. 155. 164 147. 237.77. 226 Chi na waw charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 3072 1
94.102. 48. 195 147.237.72. 14 Net her | ands dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
180. 153. 104. 125 147.237.77. 243 Chi na nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
180. 153. 104. 125 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN NMAP -sS wi ndow 4096 1
166. 63. 122. 229 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
166. 63. 122. 229 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

‘Attacker Country‘Target Address [Ste Signature
84.228.78.56 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt with different monitor |48
W ndow scal e
o SYNretransmit wth different
84.228.78.56 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ alert 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
66.249.69. 122 |Wited Sates  |147.237.77. 234 |nal ag.idf .11 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
79.177.116.62 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SN retransmt wih different monitor |22
W ndow scal e
46.19.85.160 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 12
77.126.99. 212 |Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
80.178. 157.42 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
s SYNretransnmit wth different .
87.69.225.64 |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence i ndow scal noni t or 9
109. 253. 142. 63 |1 srael 147.237.77. 234 |hal ag.i o i | Bad TCP sequence SN retransmt wih different monitor  [9
W ndow scal e
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
2.52.187. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
2.52.187.94 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
2.52.187. 94 I srael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
2.52.187.94 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
199.30.24.221 |Wiited Sates  |147. 237. 72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.52.187. 94 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 86. 33 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 33 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
141.0.14.85 Eur ope 147. 237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Vb Server Enforcenent HITP Ceni
207.241.229.99 |Wited Sates  |147.237. 72. 166 |aka i df .i | . Véb Servers S ow HITP Denial of . 4
Mol ation Service
2.52.4.53 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
37.26.146. 147 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence alert 4
31.154. 163. 48 |l srael 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
176. 13. 10. 247 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.39.108 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
77.125.91. 246 |Israel 147. 237.72. 166 |aka i f .| 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
2.54.57.221  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. 4 o 3
Ret ransni ssi on Packet dr opped.
82.102. 169. 113 [l srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.129 [Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i SSi
79.178.226.95 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
2.52.4.53 I srael 147. 237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
79.179. 26.169 |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
80. 246. 136. 219 |I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.176. 208. 111 |I sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
82. 102. 169. 113 |I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINHAK retransmt with different 1 ooipgr |3
W ndow scal e
Sreaning Engine: TGP Invalid i i ssi
79.182.29.233 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.177.116.62 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
176. 13. 10. 247 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
204.79.180.4 |Wited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
185. 89. 217. 231 147.237.77. 216 |dover.idf. i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 2
31.154.163. 48 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINHAK retransmt with different Jopniior |2
W ndow scal e
46.19.86.179  [lIsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.52.4.53 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
37. 46. 39. 108 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
5. 161. 108. 228 'F;‘S‘Ebl:z'zmc 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber dert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
213.57.159. 246 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.116. 159. 232 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
. . . Uhaut hori zed URL Access to
46.120. 107. 238 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
37.26.147.135 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode B ock 3
109. 160. 211. 84 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 109. 160. 211. 84 B ock 2
149.78.228.29 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
207.241.237.211|lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed UR. Access to ww tikshuv.idf.il/error.htm B ock 2
: . . D stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.57.221 | srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in URL from2.54.57. 221 B ock 1
. . D stributed Unaut hori zed URL Access on
213.61.149. 100 |Ger many 147.237.77.216|dover . i df .i | v i df i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
80. 246. 139. 199 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
66.249.78.153 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df .il/1153-13703-he/ mmmmmmm=d5079928nmmmmmmm _d5 |B ock 1
079928
66.102. 9. 81 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df.il/1294-en/vww idf.il/english [B ock
109. 253. 142. 63 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89.138.79.191 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai v sachar / mar ki veysachar . aspx None 1
. . D stributed Unaut hori zed URL Access on
46.19.85.122  |Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
79.177.102.36 |Israel 147.237.77. 243 |nobi l e. i df . i | Mil tipl e Unhauthorized URL Access from 79.177. 102. 36 B ock 1
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39.178 |Uhited Sates [147.237.72.166|aka.idf.il Mil tipl e Lhaut hori zed UR. Access from 157.55.39. 178 B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 131 | sr ael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shared/ cl i entscripts/jquery/jquery-1.4.2.nn.js B ock 1
46. 120. 107. 238 |[lIsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut horized URL Access from 46. 120. 107. 238 B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Uhited Sates [147.237.77.216|dover.idf .il v i dff . i | / 1133- 22638- he/ dover . aspx. B ock 1
2.54.176. 232 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None 1
217.194. 206. 38 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
81.218.116.129 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
74.82.47. 4 Lhited Sates |147.237.72.167|i shurimaka.idf.il |Unauthorized URL Access to 147.237.72. 167/ B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66.249.64.108 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
. ny- kosher-kravi . i df |s3 uniraceabl e Gnnection - Protocol viol ation
139. 196. 104. 39 |Chi na 147.237.0. 16 o (SSLCONN QLI ENT FI N SH) None 1
91.135.102. 190 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None
46.19. 86. 33 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SIL Sessi ons: sigal gs oS Attack None
. ; SIS Uhtraceabl e Gnnection - Protocol violation
2.52.183. 103 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN CLI ENT CERTI FI CATE REQUEST) None 1
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79.177.102.36 |Israel 147.237.77. 243 |nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
: . . Uhaut hori zed URL Access to
157.55.39.178 |Uhited Sates [147.237.72.166|aka.idf.il aka. i of i 1/ portal nil ui nit enpl at es/ v behazdaa. org i | B ock 1
. . Uhaut hori zed URL Access to
66.249.66. 191 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76, 42/ shar edl cl i ent scri pts/ | query/j query-ui .| s Bl ock 1
5.29.4.88 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
84.228.78.56 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_stor agel {1 es/ 6/ si ze100x0/ 3126. ] pg B ock 1
74.82.47. 4 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
66.249. 64. 233 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Uhited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
46. 19. 86. 139 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.187.29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
212.199.57.202 |[israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79. 177. 116. 62 | srael 147.237.72. 166 |aka. i df .i | Mil tiple Ful lwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) 8 ock 1
from79.177. 116. 62
. . D stributed Unaut hori zed URL Access on
171.25.193. 132 |Sweden 147.237.77.216|dover. i df . i | v i dff i | / 1133- 22638- he/ dover . aspx. B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1396- he/ at al . aspx Bl ock 1
46.121.242.236 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
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