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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3217
172.98. 67. 67 147.237. 76. 147 chi nuch. aka.idf.il B ock Np All _Net drop 1
180. 97. 106. 37 Chi na 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
198. 20. 70. 114 Lhited Sates 147. 237.76. 199 e. nakchal .idf.i| Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount |

66. 249. 64. 238 I srael 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Country

Signhature

66.249.69.85 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 114
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
218.104. 49. 211 [147.237.8.46 |hina e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 252. 84 [147.237.8.14 [China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
131.109. 15. 15 [147.237.0.35 |Wited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 3072 1
131.109. 15. 15 |147.237.0.35 |[lLnited Sates |akaws.idf.il ET SCAN NVAP -f -sS 1
61.160.247. 34 [147.237. 76. 147 [Chi na chinuch. aka.idf.il |SERVER APACHE Apache Tontat Vb Application Manager access 1
201 172, 137. 85 |147 237 8. 14 |Mexi co o orchot i df i1 ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 252. 84 [147.237.8.14 |[China e.orchot.idf.il ET SCAN NMAP -sS w ndow 4096 1
169. 54. 233. 125 |147.237.8.45  |Nether| ands eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
131.109. 15. 15 [147.237.0.35 |Uited Sates |akaws.idf.il ET SCAN NMAP -sS w ndow 2048 1
104.192. 0. 226 [147.237.76.39 |lLhited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
61.160.247. 34 [147.237.77. 216 [Chi na dover.idf.il SERVER APACHE Apache Tontat Vb Application Manager access 1
61.160. 247. 34 |147.237.76.86 |China navy.idf.il SERVER- APACHE Apache Tontat Wb Applicati on Manager access 1




12-25-2015-07:04:03 to 12-25-2015-08:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SMrule drop 36
Sreamng Engine: TCP Invalid i i ssi
46.19.86.182  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
213.57.130.8 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreamng Engine: TCP Invalid i i ssi
216. 218. 147. 195U ted Sates |147. 237. 76. 200 [ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 103 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
e SWNretransmit wth different .
176.12. 136. 184 |Israel 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e moni t or 6
46. 19. 85. 103 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
77.125.9.233 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
91.200.12.7 Lkr ai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5
91.200. 12. 141  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
5.29.164. 192 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
. . SYNtAXK retransmt with .
5.29.164. 192 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 4
37.26.146. 147 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |4
37.247.36.101 |Netherlands |147.237.77.227 |e. hanaz.idf . il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 4
enf or cenent
79.179. 145. 100 |l srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
109. 67. 178. 252 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.186.158  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 146 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26.146.147 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreamng Engine: TCP Invalid i i ssi
157.55.39.178 |Wnited Sates |147.237.72. 166 |aka. i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
37.26.149.251 |lIsrael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
66.249.64.169 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
91. 200. 12. 7 krai ne 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Sreaming Engine: TGP Invalid i i ssi
176.13.7.250  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 2
Ret ransni ssi on Packet dropped.
141. 212.122. 129|hited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
92.222.242.102 |Fance 147.237. 76. 148 |gqcenter. aka. i df .i | dr op drop 1
2.52.6.129 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
80. 246. 137. 217 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105.139. 84 |[Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
38.229.1.15 Lhited Sates [147.237.77.227|e. hanaz.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
139. 196. 104. 39 |Chi na 147.237.76. 177 |ncore.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.141. 57 I srael 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
80.178.157.42 |Israel 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 32 I'srael 147.237.77. 226 [} chamatz.aka.1df |pagq TGP sequence Inval i d ACK number moni tor |1
101.81.31.100 |China 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |[monitor |1
2.52.6.129 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
82.102. 169. 113 |Israel 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 111|thited Sates |147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |Chi na 147.237.76. 177 |ncore.idf . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
e . Geo- | ocati on i nbound
92.222.242.102 |Fance 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
80. 246.130. 64 |Israel 147. 237. 77. 170 |maar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
46. 19. 86. 132 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |1
37.187.114.171 |France 147.237.76.34 |yohal an.idf.il drop drop 1
2.52.58. 158 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
89. 138. 95. 95 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.28 Lhited Sates [147.237.76.198 e yohalan.idf. il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;uo”  nbound drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
207.241.237.211|lnited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wwu tikshuv.idf.il/error.htm Bl ock 5
176.13. 7. 246 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
87.69.81. 11 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
5.29.234. 22 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46. 19. 86. 214 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.149.78 I srael 147.237.0.19 |nadimatal .idf.il| [Suspicious Response Code B ock 2
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. | df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
. . D stributed Uhaut hori zed URL Access on
176.12. 136. 184 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 3 I srael 147.237.76.86 |navy.idf.il navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |Lhited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
41.203.18.4 South Africa 147.237.77.216|dover . i df . i | D stributed Waut hori zed LRL Access on wwa i df.il/xnirpc. php |B ock 1
} . . D stributed Uhauthori zed URL Access on
208.184.112. 74 [Wnited Sates 147.237.77.216|dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
85. 114. 115. 139 glcis;ilgéan Territory. 1147. 237.77. 176 |nat pash. i df .l |Unauthori zed LR Access to vew cogat . i df . i1/894-ar Bl ock 1
66.249.93.107 |[Israel 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df. il B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df . il I11egal HITP \ersion HITP B ock 1
61.160. 247.34 |China 147. 237. 76. 147 |chi nuch. aka. i df . i [|Unaut hori zed URL Access to 147.237.76. 147/ manager / ht m B ock 1
109. 253. 214. 29 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
101.99. 65.181 |\ aysia 147.237.77.216|dover . i df . il D stributed Lhaut hori zed URL Access on waw i df.il/xnbrpc. php |Bl ock 1
5.29. 85. 135 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.125.156.97 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
: . . D stributed Uhaut hori zed URL Access on
204.13. 200. 200 |hited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. ] Unaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover.idf . il 147.237. 7. 216/ 1133- 20422- he/ i df gdover . aspx Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.83 [United Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. ] Unaut hori zed URL Access to
46. 19. 85. 73 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] . - . Unhknown Paraneter &np;| in
216.218. 147. 198|Uhited Sates 147.237.76.200|ei tan. aka.i df .i | wiw ei tan, aka. i of i 1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx None 1
85. 130. 249. 160 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228. 112 |thited Sates 147.237.77. 216 |dover.idf . il v i df i 1/ 1397- en/ dover . aspx Bl ock 1
197.221.12.239 [South Africa 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt Bl ock 1
61.160. 247.34 |China 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ manager/ ht m B ock 1
141.212.122. 129|United Sates 147.237.0.15 |kosher-kravi.idf.i|Mal formed URL proxytest.zmap.io: 80 B ock 1
104. 219. 52. 250 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 1
: . . Unaut hori zed URL Access to
207. 46.13. 59 Lhited Sates 147.237.77. 176 |nat pash. i df . i | v cogat i df i1/t enpl at es/ nevs/ nevs. aspx Bl ock 1
83.170.118.9 Lhited Ki ngdom 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
. . Unknown Paraneter bc in
183.79.221.33 |Japan 147.237.72. 166 [aka. i df . i | v aka. i cf i |/ mai n/ i yus/ capt cha. ash None 1
66. 249. 66. 16 I srael 147. 237. 76. 147 |[chi nuch. aka. i df . i | |Uhaut hori zed URL Access to waww chi nuch. aka. i df.il/404. htm  [B ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |lLnited Sates 147.237.77. 216 |dover.idf .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
87.69. 49. 18 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
69.195. 124. 179 |Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 1
197.221.12.239 [South Africa 147.237.77.216|dover. i df . i | D stributed Whaut hori zed LRL Access on wwa i df.il/xnirpc. php |B ock 1
62.210.190.10 |France 147.237.77. 216 |dover.idf . il Ostributed PHP Attenpt B ock 1
162.205.92. 239 |thited Sates 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation ct| 005Cont ent Al acetbl der 1Stxt Bnai | in gy 1
waw i df . i |/ 1038- en/ dover . aspx
104. 219. 52. 250 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed URL Access on wwu i df.il/xnirpc. php |B ock 1
. . D stributed Uhaut hori zed URL Access on
5.79.68. 161 Net her | ands 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
83.170.118.9 Uhi ted Ki ngdom 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/xnirpc. php B ock 1
185. 27. 105. 146 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 66. 190 I srael 147.237.0.34 |tikshuv.idf.il thaut hor | zed URL Access to . B ock 1
wan ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
. . D stributed Unhauthori zed URL Access on
46.166. 190. 142 |Net her| ands 147.237.77.216|dover.idf .il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
109. 67.178. 252 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/main/signin Bl ock
69.195.124.179 [Wnited Sates 147.237.77.216|dover. i df . il D stributed Wauthori zed URL Access on v i df.il/xmrpc. php |B ock
199. 16. 156. 124 |Wiited Sates 147.237.77. 216 |dover. i df . i | tnaut hor | zed UR. Access to B ock 1

v i df . i | /sip_storagel fil es/ 2/ si ze220x0/ 13032. j pg
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