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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3561
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net drop 2
180. 97. 106. 162 Chi na 147.237. 76. 31 nakchal .idf.il |Bock Np Al Net drop 1
111.123.71.35 Chi na 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 1
171.88.11. 214 Chi na 147.237.76. 42 refuah.idf.il Bl ock_Udp Al _Nets drop 1




12-25-2015-06:04:09 to 12-25-2015-07:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

108. 59. 8. 70 Lhited Sates 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 69 147.237.72.166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
218.104.49.211 [147.237.0.33 |thina idf.il ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 184. 244. 105|147. 237.0. 33 |Mexi co idf.il ) 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237. 8. 24  [Turkey elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
109. 235. 254. 181|147. 237.8. 24  |Turkey elifestyle.idf.il ET SCAN NVAP -f -sS 1
87.197.159. 157 [147.237.0.16 [Yovakia ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 184. 244. 105|147. 237. 0. 15 Mexi co kosher-kravi .idf.il . 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237.8. 24  |Turkey elifestyle idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102.48.195 |147.237.8.46 |Netherlands |e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
, o SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
66.249. 78.165 [147.237.72.166 |Lhited Sates [aka.idf.il —
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
46. 19. 86. 105 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence I'nval i d AGK nunber noni tor |7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 6
94.230.86.154 |lsrael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber monitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |5
207.233.109. 102|Wnited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Russi an ) D Streaming Engine: TCP Inval i d |invalid segnent retransnission.
130. 193.51.91 Federat i on 147.237.76. 200 |eitan. aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
185.3.146.117 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
167.114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Russi an Lo Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
141.8.132.112  [C o 147. 237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i SSi
46.19.86.205 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.229.173. 217 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
213.57.132. 148 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[alert
213.57.132.148 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
157.55.39.53  |Wited Sates |147.237.76.200|eitan aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dr opped.
Lhi ted . S . Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237.8.50 |e.tikshuv.idf.il CGeo-| ocati on enf or cenent onf or coment drop 2
Sreaming Engine: TGP Invalid i i ssi
157.55.39.178 |Wited Sates |147.237.76.200|eitan aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
71.59. 141. 35 Lhited Sates |147.237.72.166 |aka idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i ssi
68.180. 229. 121 |Wnited Sates |147.237.76.200 |ei tan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
68. 180. 229. 239 |Wnited Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.0.181  [israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
74.82. 47. 30 Lhited Sates |147.237.76.31 |[nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 |Chi na 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 1
63.143.231.49 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
207.233.109. 102|thited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 |Fance 147.237.76.39 |[nobile. meitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 139. 104|Wnited Sates  |147. 237.77. 226 "‘i‘"l”“ha”atz' aka 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
92.222.242.102 |France 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 |Chi na 147.237.77. 243 |nobil e.idf .il dr op SAMrul e drop 1
68. 187. 88. 6 Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
176.13.14. 223 |l srael 147.237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence I'nval i d ACGK nunber nonitor |1
216.218.206.70 |Wited Sates |147.237.8.14 e orchot.idf.il Geo-l ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
46. 19. 85. 122 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 122. 133|Wnited Sates  |147.237. 76. 196 |e. sviva.i df . il Geo- | ocati on enf or cenent Sg;’;g;i'ﬂfn i nbound drop 1
185. 3. 144. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
2.54.164. 139 I srael 147.237.72. 167 |i shurimaka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
94.242.228.108 |Luxembourg 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 97. 106. 162 |Chi na 147.237. 77. 176 |nat pash. i df . | drop SAMrule drop 1
80. 246. 136. 111 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 |Chi na 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 1
66. 249. 64. 143 |l srael 147.237.0.33 |idf.il drop drop 1
37.187.114. 171 |France 147.237.76. 202 |e.hal ag. i df . Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
184. 105. 139. 110|Wited Sates  |147.237.77. 178|e. natpash.idf . i Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
92.222.242.102 |France 147.237.72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 |Chi na 147.237.0.19 |nadimatal.idf.il drop SAMrul e drop 1
180. 97.106. 36  |Chi na 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
216.218.206.82 |Wnited Sates |147.237.76.202 e hal ag.idf. il Geo- | ocati on enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
141.212. 122. 134|Wited Sates  |147.237.76.196 e sviva idf.il Geo- | ocati on enf or cenent Sﬁ?olggi'mon i nbound drop 1
2.54.164.139 | srael 147.237.72. 167 |i shurimaka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
40.77.167.5 g;g: 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww idf.il/1515-en/ show i mage. asp B ock 4
207.46.13.21 Lsh'mt:: 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.il/1515-en/ showi nage. asp B ock 3
40.77.167.5 g;g: 147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from40.77.167.5 B ock 3

85. 64. 52. 49 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None

66.249. 66. 183  [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ ei t an/ t nuna/ B ock

Unaut hori zed URL Access to
wawy, i df . i 1/1133-12847- he/ dover . aspxx3 Aj x3 A?" x3 (3 AANAE™(E 4€ x4,
-4t /Ex'é,-!A & At x'a€5A-x'a€ZACCH AONaE™C A¢x'é€§Aﬂq.lAi & E

40.77.167. 11 ;“;tteeg 147.237.77. 216 |dover.i df . il x'a,~ASG A€5(r A AMAE™( A€ x'4,-4,0C AR ACGP At x'a,-AS B ock 1
& A-G aE @ A & EMaE™EG A x'aESA-QUA; & Axa-ASCR A€ A G AE
OTae™( a€ x'a,-4,0C A ACC? Acx'a,~ASCr A-(P A€l (B Aj & AMAE™
& Acx’a€3A-QUA;] & /Bx'a,-ASCP A€5CP Avs
Lhi ted . . D stributed Uhaut hori zed URL Access on
204.13.200.200 fo . o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- hel dover . aspx. Block |1
141.212.122. 129 ;h;:ee: 147.237.76.200|ei tan. aka. i df . i | Mal formed URL proxyt est. zmap. i o: 80 B ock 1
66.249.78.246 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unhaut hori zed URL Access on 147.237.72. 166/ robot s. t xt B ock 1
66. 147. 244. 101 ;“;tteeg 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/xnirpc. php Bl ock 1
31.154.152.77 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 31.154. 152. 77 Bock |1
. . DO stributed Uhaut hori zed URL Access on
185. 100. 85. 61 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Block |1
85. 64. 170. 91 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessi ons from85. 64.170. 91 (sigal gs oS Attack)  |None 1
. . Unaut hori zed URL Access to
66. 249. 78. 67 I srael 147.237.77.233|atal .idf .il atal .icf.il/tenpl at es/ shar ed user cont rol s/ header upper/ B ock 1
41.203.18. 134 Zor“itcg 147.237.77.216|dover. i df . il PHP Attenpt B ock 1
Lhi ted Unaut hori zed URL Access to

207.46.13.9 147.237.77. 176 |mat pash. i df . i | Bock |1

Sates waw cogat . i df . i | /tenpl at es/ dynam c_nap/ dynanm c_nap. aspx
Lhi ted wwv. chamat z. aka. )
141.212.122.129|g - o 147.237.77. 226 o] Mil tiple Mal formed URL from 141.212. 122. 129 B ock 1
68. 180. 228. 112 g;g: 147.237.77.216|dover.i df .l Unaut hori zed URL Access to waw idf.il/mivtza B ock 1
66.249. 64.118 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 164- 5160- he/ pat zar . aspx B ock 1
31.154.152.77 |[israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/gen_204 B ock 1
195. 154. 194. 111 |France 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
85. 64. 170. 91 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
. . Unaut hori zed URL Access to
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp Bl ock 1
41.203. 18. 134 ?ﬁtcg 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
157. 55. 39. 54 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/fag. aspx B ock 1
68. 180. 230. 29 ;ﬂ;ttee: 147.237.77. 176 |mat pash. i df . i | Paranet er Type M ol ation PageNumin waw cogat . i df.il/1038-ar/ cogat.aspx |B ock 1
66. 249. 64. 230 | srael 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to 147.237.77.216/ 1133-13907- he/ dover . aspx |B ock
195. 154. 194. 111|France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock
Lhi ted . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 |dover.idf .l v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/prisha/ Bl ock 1
. . Unaut hori zed URL Access to
45.35.71.181 147.237.77. 176 [nat pash. i df . i | v cogat . i df .1 1/ shar edl user cont r ol s/ header upper / Bock |1
157. 55. 39. 186 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
80. 246.136.38 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Unaut hori zed URL Access on
66. 249. 66. 28 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
Lhi ted ] . D stributed Uhaut hori zed URL Access on
204.13.200.200 fo . 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Block |1
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
66.249.78.165 |[Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - Protocol violation (SSL_GONN GLIENT_HALQ |None 1
66. 147. 244. 101 ;h;:ee: 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1

. : Unaut hori zed URL Access to
185.3.146.117  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 421 appl e- t ouch- i con- pr econposed. png Block |1

12-25-2015-06:04:09 to 12-25-2015-07:04:09




