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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3454
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an. i df .il B ock Np Al Net dr op 2

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp drop 2

204. 42. 253. 2 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Bock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237. 76. 30 hi nush. i df .i | Block Np Al Net drop 2

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon_Limt Htp drop 1

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.165. 200 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |B ock Wdp All Nets dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 9 147.237.76.42 |Lnited Sates  [refuah.idf.il ET SCAN NVAP -sA (2) 2
97 1999 156 |147 237 8.27 |cnina o radi matal | df.HEI' SISAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 33. 3. 69 147.237.8.46 |[China e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
112.33. 3. 69 147.237.8.27 |[China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
112. 33. 3. 69 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
87.197.159. 157 [147.237.0.15 |Jovakia kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
46.161.40. 120 |147.237.76.198 gz::;”im eyohaan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
218.104. 49. 211 |147. 237.76.30 |China hi nush. i df .i | ET SCAN Potential SSH Scan 1
114 96. 166. 154 |147. 237 8. 50 |chi na e tikshov.id il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 33. 3. 69 147.237.8.28 |China e.nobi | e-ks.idf.il [ET SCAN Potential SSH Scan 1
112. 33. 3. 69 147.237.8.24 |China elifestyleidf.il [ET SCAN Potential SSH Scan 1
93.174.93.181 |147.237.77. 234 [Net her | ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41. 33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
172.56. 5. 146 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
70.24.178.254 |Canada 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.54.13.68 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
188. 166. 218. 89 RJF Sﬁ::ﬂ on 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |5
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.163 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
37.26.147.245 |Israel 147. 237. 77. 216 |dover . i f .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
Sreanming Engine: TCP Invalid i i ssi
84. 109. 90. 9 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
80. 246. 136. 37 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
149. 78. 106. 204 |Israel 147.237.77. 226 '} |" chanatz.aka.1df |pag TGP sequence Inval i d ACK number moni tor  [2
Streamng Engine: TCP Inval i d |invalid segnent retransnission
133.130.58.99  |Japan 147.237.76.86 |navy.idf.il - " dro 2
Y Ret r ansni ssi on Packet dropped. P
91. 200. 12. 7 Wkrai ne 147.237.77. 176 |nat pash. i df . i | dr op SAMrul e drop
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
Sreanming Engine: TCP Invalid i i ssi
68.180.228. 112 |lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
54.241.198.78 |lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |2
Sreaning Engine: TCP Invalid i i ssi
66.249.64. 169 |lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
141.212.122. 139|Whited Sates |147.237. 77. 170 [n@arachot . i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 33 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122.68 |Wited Sates |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
23.29.122.195 |lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |1
149, 78. 106. 204 |Israel 147.237.77. 226 '} " chamatz.aka.1df |padq TGP sequence Inval i d ACK number alert 1
67.227.163.231 |Lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122. 132|Wnited Sates  |147.237.8.50 e tikshuv.idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
131.253.26.251 |Wited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
198.27.82.182 |Canada 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
85.25.103.119 |Ger many 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
178. 32.53. 53 LK!i“r::gom 147.237. 77. 216 |dover.i df .il Drectory Traversal directory traversa overflow nonitor |1
71.6.165.200  |Wnited Sates |147.237.76.202 e hal ag.idf. il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 140|Wited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 230. 230. 230 |Wnited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122.69 |Wited Sates |147.237.77.61 |e cogat.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
23.96.208.137 |Lhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
93. 115. 95. 201 g”;(’;ymus 147. 237.77. 216 |dover. i df .1 Drectory Traversal directory traversal overflow  [monitor |1
193. 90. 12. 86 Nor way 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
81.7.16.13 Ger many 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or
68. 3. 86. 103 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber aert 1
141.212. 122, 138|Wited Sates  |147.237.76.201|e. atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
199. 87. 154. 255 |Canada 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
2.54.174.172 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
178.32.53. 94 E?';gegom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.6 Wited Sates |147.237.76. 200 [eitan. aka.idf i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212. 122, 140|Wnited Sates  |147.237.77. 170 |mmar achot . i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
149. 78. 13. 60 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 5
46.121.104. 234 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
158. 69.52.102 |Uited Sates 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 2
37.142.68.8 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
213. 8. 204. 30 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176. 13. 10. 52 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
149. 202. 74. 134 |Ger many 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/aman Bl ock 1
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
37.142.68.120 |[Israel 147.237.76.31 |[nakchal .idf.il [Wauthorized LRL Access to waw nakhal . idf.il/xmrpc. php B ock 1
} . . Uhaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates 147.237.77. 216 |dover.idf . il vowei i1/ p_storagel 11 es/ 3/ si ze220x0/ 16833 | pg B ock 1
. . D stributed Unaut hori zed LRL Access on
109. 201. 154. 241 |Net her | ands 147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
54.186.248.49 |lhited Sates 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
2.54. 158. 226 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
216. 163. 188. 223|nited Sates 147.237.77.233|atal .idf.il Distributed Unaut hori zed URL Access on 147.237.77. 233/ B ock 1
68.180.230.29 |United Sates  |147.237.77.176 |matpash.idf.i| |"2ameter Type Volation Pagellimin Bl ock 1
wanw cogat . i df . i | /1934- he/ cogat . aspx
. . URL is Above Root Drectory
37.187.129. 166 |France 147.237.77.216|dover.idf .i | wowvi o i1/ ./ shared/cli entscripts/j query/j query-1 4.2, min.| s B ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.i| v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
141.212.122. 129|United Sates 147.237.77.74 [lawidf.il Mal formed URL proxytest. zmap. i 0: 80 B ock 1
. . Uhaut hori zed URL Access to
66. 249.66. 131 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_storage/ fil es/ 6/ si ze100x0/ 3156. j pg Bl ock !
Russi an . . D stributed Unaut hori zed URL Access on
5.79.242. 126 e ot i on 147.237.77.216|dover.idf .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
158.69.52.102 |lhited Sates 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 158. 69. 52. 102 Bl ock 1
Anonynous . . D stributed Lhaut horized URL Access on
93.115.95.202 |5 0 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.19. 86. 177 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
} . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
141.212.122. 129|United Sates 147.237.77. 170 [maar achot . i df . i | [Mal formed URL proxyt est. zmap. i o: 80 B ock 1
. . Uhaut hori zed URL Access to
66. 249.66. 136 I srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ si p_storage/ fil es/ 8/ si ze100x0/ 3238. j pg Bl ock !
158.69.52. 102 |lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.83 |Wnited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
. ] Unaut hori zed URL Access to
66.249.66.191 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel f1 | es/ 7/ 2317. png B ock 1
37.142.68.120 [Israel 147.237.76.31 |nakchal .idf.il |Ostributed PHP Attenpt B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.87 [lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed LRL Access on
46. 166. 186. 226 |Net her| ands 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
216. 38.216. 197 |lLhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
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