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Attacker Address

|Attacker Country

Target Address

Device Action

Count

167. 114. 156. 16

Canada

147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

dest - r eset

3363

77.247.178. 132

Net her | ands

147.237.76. 44

e.refuah.idf.il

B ock Np Al Net

drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
157. 55. 39. 227 Lhited Sates 147.237.77. 233 atal .idf.il Q091: HTTP. Access to - adnin. asp Bl ock 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 44 e.refuah.idf.il [13840: TLS enSS. Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 218. 153. 20 [147.237.76.34 |Mexico yohal an. i df il . 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187.161. 213. 25 |147.237.8.14 Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
220. 231. 195. 122|147. 237. 76. 38 |hi na eeneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
_ L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
182.18.170.77 |147.237.0.200 [India . i df i | . . 1
Potential Scan or Infection
220. 231. 195. 122|147. 237. 76. 38 |China eeneitav.idf.il ET SCAN NVAP -f -sS 1
125.88.181.94 |147.237. 77. 226 |Chi na vwwu chanat z. aka. i df .i| |ET SCAN Potential SSH Scan 1
218.104. 49. 211 |147.237.77.19 |China | awforumidf . il ET SCAN Potential SSH Scan 1
74.143.224.18 |147.237.77.216|lhited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
218.104.49.211 |[147.237.8.46 [China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
206. 15.106. 34  |147.237.76.38 |lLhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
206.15.106.34 |147.237.0.15 |lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
193. 104. 41. 141 |147.237.76.31 g{'ﬁ;‘i’i’ of nakchal . i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
189, 218. 13 237 |147. 237 77. 234 |vexi co hel acLi df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T ard Potential Scan or Brute Force
185.130.5.231  |147.237. 72. 167 i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 76. 38 |Chi na eeneitav.idf.il ET SCAN NVAP -sS wi ndow 2048 1
125.88.181.94 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
218.200. 188. 213|147.237.0.35 [China akavs. i df . il ET SCAN Potential SSH Scan 1
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112.87.0. 159 147. 237. 8. 46 Chi na e.chinuch.idf.il . 1
Potential Scan or Brute Force
218.104.49.211 [147.237.76.44 |thina e.refuah.idf.il ET SCAN Potential SSH Scan 1
206.15.106.34 [147.237.76.86 |Lhited Sates navy. i df . il ET SCAN Potential SSH Scan 1
206.15.106.34 |147.237.0.33 |lhited Sates idf.il ET SCAN Potential SSH Scan 1




12-25-2015-02:04:00 to 12-25-2015-03:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaning Engine: TCP Invalid i i ssi
46.19.85.240  [Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. | 48
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
66.249.64.119 |Wnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g, 12
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
79.183.56.165 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46.19. 85. 168 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 86. 101 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |7
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
46.19. 85. 38 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 38 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber monitor |5
199.101.187.33 |Wnited Sates  |147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |5
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e comnection data [monitor |4
46. 19. 85. 202 I srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning BEngine: TCP Invalid i i ssi
199.30.25.202 |[Wiited Sates  |147.237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g, 4
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TP Invalid i i ssi
37.26.149. 244 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
68.156.159.10 |lhited Sates |147.237.77.176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
46. 19. 85. 202 | srael 147.237.72. 167 |i shuri maka. i df . il g .g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
91.200.12. 7 Lkr ai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.124 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39.178 |wited Sates  |147.237.72. 166 |aka.idf . il 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dr opped.
141.8.132. 112 R‘SIS::I”ion 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
185.3.146.170 |l srael 147.237.72.166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or
5.102.254.170 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
91. 200. 12. 7 Wkrai ne 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop
141.212.122.77 |Wited Sates |147.237.76.197|e.himsh.idf.il  |Geo-1 ocation enf or cenent Geo-locati on i nbound drop 1
enf or cenent
157.55.39. 118 |[wited Sates  |147.237.77. 176 |nat pash. i df .i | dr op SAMrule drop 1
141.212.122. 110|Wnited Sates  |147.237. 76. 177 ncore. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.67 |Wited Sates |147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocation enfor cenent ﬁ?o'rggi'mo” I nbound drop 1
82.221.105.7 I cel and 147.237.77. 205 |prisha.idf .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 113 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212. 122. 163|Wnited Sates  |147.237.72. 217 |e.idf i1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122.96 |Wited Sates |147.237.0.19 [madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
213.140.59. 153 |Ageria 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 111|wnited Sates  |147.237. 76. 177 [ncore. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 72 |wited Sates |147.237.76. 177 [ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.109. 3. 6 I srael 147.237.77. 170 [naarachot .idf .il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il dr op SAMrule drop 1
46. 19. 86. 121 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 163|wnited Sates  |147.237.76.202|e.halag.idf.il  |[Geo-1 ocation enf or cement S‘;?O'rggz;fn I nbound drop 1
141.212.122.97 |wited Sates |147.237.0.19 [madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 128|thited Sates |147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cerent Ceo-| ocati on i nbound drop 1
enf or cenent
5.22.131. 147 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 73 |wited Sates |147.237.76. 177 [ncore.idf i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 135. 65 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
50. 16. 0. 179 Lhited Sates  |147.237.77. 216 |dover. i of .il Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor |1
141.212. 122. 164|wnited Sates  |147.237.76.202|e.halag.idf.il  |[Geo-1 ocation enf or cement S‘;?O'rggz;fn I nbound drop 1
141.212.122. 109|Uhited Sates  [147.237.76. 176 |test.ncore.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.8.132. 112 |Ussian 147. 237.72. 166 |aka. i f . Bad TCP sequence SINA retransmt wih different | oovor |1
Federati on w ndow scal e
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wawy i df . i | /1133- 22461- he/ dover . aspx.

Country Action
109.30.25.202 |Wiited Sates |147.237.76.200|ei tan. aka. i df .i| [100 M of the Sane Response Code (404) in Session from B ock 38
199. 30. 25. 202
77.126. 87.59 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 77.126. 87.59 B ock 22
199.101. 187.33 |[lhited Sates [147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 4
157.55. 2. 158 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 3
79.183. 205. 168 |[lIsrael 147.237.0.19 |madi matal . i df.il|Suspicious Response Code B ock 3
79.177.57.91 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
: ; . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
157.55.39.221 |uhited Sates [147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 221 B ock 1
112.196. 159. 10 [india 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/xmrpc. php Bl ock 1
98.143.148. 135 |[lhited Sates |[147.237.76.200|ei tan. aka.idf.il |Miformed LR B ock 1
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . D stributed Uhaut hori zed URL Access on
150. 70.173.57  |Japan 147.237.77. 216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194. 87 |UWited Sates |[147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
77.126.87.59 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to www i df . il /1133-23036- he/ dover. asp B ock 1
157.55.39. 221 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to v atal .idf.il/js/js_askhitup. aspx B ock 1
131.253.25.201 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed HTTP Met hod B ock 1
98.143.148.135 |lhited Sates |147.237.76.200|eitan. aka.idf.il |Uknown HTTP Request Method [[#1]]120100 in URL Bl ock 1
68.180.228.112 |[hited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1397-en/ dover.aspx  |B ock 1
: . . D stributed Unaut hori zed LRL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
. . D stributed Unaut hori zed URL Access on
150. 70.173.57  |Japan 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
109. 201. 154. 166|Net her | ands 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df .il/1133- 22461- he/ dover . aspx. B ock 1
] . . . Unknown Parameter &np;l in
174.49.73. 68 United Sates |147.237.76.200|ei tan. aka. i df . i wwy ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
61.186. 21. 49 Chi na 147.237.77. 170 [maar achot . i df . i | |Uhaut hori zed HTTP Met hod B ock 1
131.253.25.201 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/i/jot B ock
: ; . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover. i df .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.229.173 [lnited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 201. 154. 194 |Net her | ands 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/1133-22638- he/ dover . aspx. B ock 1
199.30.25.202 |lhited Sates [147.237.76.200|eitan. aka.idf.il [Too Miny 404: Response Code per Session B ock 1
66. 249. 64. 243  [Israel 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/newsitel english/021904- 1. stm |B ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216|dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.230.20 |United Sates [147.237.77.176|matpash.idf. il  [*raeter Type Molation Pagehumin Bl ock 1
wan cogat . i df . i |/ 901- he/ cogat . aspx
: . . D stributed Unaut hori zed LRL Access on
208.184.112.74 |lWited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39.178 |Uhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
112.196. 159. 10 [India 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 1
08.143.148.135 |lLnited Sates |147.237.76.200|eitan. aka.idf.il |Illegal Byte Gode Character in Mthod [[#1]]120100 B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p_st or age/ fi | es/ 1/ 63141. doc B ock 1
. . D stributed Unaut hori zed LRL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
107.178.194.83 |[Wiited Sates |147.237.77.216|dover.idf.il Distributed thaut hori zed LR Access on B ock 1
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