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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3141
198. 50. 250. 4 Canada 147.237.76. 200 eitan.aka.idf.il [Bock Np Al Net drop 1
198. 50. 250. 4 Canada 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure Devi ce Action |Oount
106. 38. 241. 147 Chi na 147.237.77.216 |dover.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113.154 |China 147.237.77.216 |dover.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
186. 213. 6. 138 Brazil 147.237.72.166 |aka.idf.il |Q41: HITP. Access to - index. php?option=comj ce B ock 1
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|Top Attackers In |D|

Target Address

At acker
Country

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
82.117. 208. 243 |147. 237. 76. 176 test.ncore.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 76. 197 |France e.hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
218.108. 132. 58 [147.237.0.34 |hina tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
61.244.49. 137 [147.237.76. 201 |Hong Kong e.ata.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
208. 80. 155. 223 |147.237.77. 74 |lhited Sates [lawidf.il Tehila - Perl LW with fake user agent 1
58.56.98.132  |147.237.77.216|Chi na dover.idf.il ET SCAN NVAP -f -sS 1
185.130. 5. 231 |147.237.76. 200 eitan.aka.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 244, 78 |147.237.8.45 |Netherlands eeitanidf.il |ET SCAN NVAP -sS wi ndow 1024 1
123. 232. 26. 132 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
87.197. 159. 157 [147. 237. 76. 198 | ovaki a e.yohal an.idf.iI[ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 (147.237. 0. 34 tikshuv.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
66.249. 78. 158 |147.237.72.166|lhited Sates [aka idf.il SER\/ER'_APAO_E Apache nod_ssl non-SSL connection to SS. port denial 1
of service attenpt
218. 104. 49. 211 |147. 237.72. 14 |China dover.idf.il (o dET SCAN Potential SSH Scan 1
58.56.98.132 [147.237.77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
001 172. 7660 1147 237 0.34  |Mexi co Cikshv.idf il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130.5. 231 |147.237.77.61 e.cogat.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 244,82 |147.237.8.45 |Netherlands eeitanidf.il [ET SCAN NVAP -sS wi ndow 1024 1
165. 215. 209. 15 [147.237. 77. 216 |Whited Sates |dover.idf.il  [Tehila - Perl LWP with fake user agent 1
123. 232. 26. 132 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
213.57.128.60 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence ;ﬁ;‘gﬁtrs\:;ggz?&gth moni tor (17
213.57.128.60 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 17
213.57.128.60 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
84.108.27.234 |israel 147.237.77. 233 |atal i df i Bad TCP sequence mdrostvrsa:;”lt wth different monitor |7
2.54.1.181 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
46.19. 85. 177 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invali d ACK nunber alert 5
46.19. 85. 177 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
80.178.215. 74 |lIsrael 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
104. 223.34.231 |wited Sates [147.237.77.216|dover.idf.il Bad TCP sequence nonitor |4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
5.102.254.201 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
5. 102. 254. 210 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
89.47.79. 216 Ronani a 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
149.78.27.230 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 90 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
79.180. 141. 193 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransnmission. |y 3
Ret ransni ssi on Packet dropped.
128.127.107.99 [Netherlands [147.237. 72. 166 |aka.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
31.168.186.14 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransnmission. | 3
Ret ransni ssi on Packet dropped.
81.218.132.8  |Israel 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Invalid ACK nunber aert 3
79.176. 128. 160 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransnmission. |y 3
Ret ransni ssi on Packet dropped.
128.127.107.99 |Netherlands |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
81.218.132.8  [Israel 147.237.77. 226 | "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK number monitor |3
79.183. 149. 241 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
77.125.140. 101 i srael 147. 237. 72. 166 |aka i of . i Streaning Bngine: TCP Invalid finvalid segnent retransmssion. |, o, 3
Ret ransni ssi on Packet dropped.
185.3.144.159 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
128.127.107.99 [Netherlands [147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop
80. 178. 157. 105 |l srael 147.237.76.86 |navy.idf. il Streamng Engi ne: TCP Inval id invalid segnent retransmission. | 2
Ret ransni ssi on Packet dropped.
128. 232. 110. 28 z‘i;;gom 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;uo”  nbound drop 2
46. 19. 86. 148 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
178.39.191.63 |Swtzerland  |147.237.72.166 |aka idf.il Bad TCP sequence Inval i d ACK nunber alert 2
46. 19. 86. 148 I sr ael 147. 237. 72. 156 |anan. i df . | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
217.132.103.23 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 2
5.22.129.116 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
128.127.107.99 [Netherlands |147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
104. 223.34.231 |Uited Sates |147.237.77.216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
178.39.191.63 |Sntzerland 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 141. 2321 sr ael 147.237.77. 243 |nubi le.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransnmission. | 2
Ret ransni ssi on Packet dropped.
104. 223.34. 231 |Uited Sates |147.237.77.216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
79.177.104.44 i srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence wﬁtrs\:;ﬁ?&fth monitor |2
109. 253. 205. 65 |I srael 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
95. 86. 66. 222 | sr ael 147. 237. 72. 156 |anan. i df . | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
84.109.3.6 | srael 147.237.77. 170 |n@arachot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
104.223.34.231 |Wited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
54.219.106. 162 |Uhited Sates |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |1
141.212.122. 163|W0ited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.109. 18. 33 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.128.120 | srael 147.237.0.19 |madimatal . i df.i||Suspicious Response Code B ock 15
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | vaww cogat i df i 1/si p storagelfil es/ O/ si 2e220x0/ 3410. | pg. St C Bl ock 6
. . . Unaut hori zed URL Access to
93.118.79.249  [Romani a 147.237.77. 176 |nat pash. idf.il W cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 4
128.127.107. 99 |Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
66. 249. 64.233  |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 2
2.52.145. 11 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 2
77.125.113.189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
40.77.167. 37 Uhited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
69. 163. 152. 114 |lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ Bl ock 1
208.113.160.8 |[lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/test/wo-adnmin/ B ock 1
37.26.147.190 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
141.212.122. 129|United Sates |147.237.77.216|dover.idf.il Mal formed URL proxyt est. zmap. i o: 80 B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ edi i | i br ary/ gener al doc. asp Bl ock 1
195. 154. 227. 118|France 147.237.77. 176 |n@at pash. i df . i | Ill1egal HITP Version HITH B ock
41.101.133.26 |Ageria 147.237.77.216|dover.i df .i | Lhaut hori zed LRL Access to wawidf.il/arr/ Bl ock 1
109. 65. 190. 121 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
. . D stributed Whaut hori zed URL Access on
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
] . . D stributed Uhaut hori zed LRL Access on
208.184.112. 74 |UWited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
37.230.110.17 |Turkey 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-adnmin/ B ock 1
149.78.78.178 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
97.100.147.132 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan idf.il/sip storagel/files/2/4912.png |B ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df.il/1133-he/ dover. aspx  |B ock 1
195. 154. 227. 118|France 147.237.77. 176 |nat pash. i df . i | Mitiple Illegal HITP Version from195. 154. 227. 118 Bl ock 1
46.117.10.112 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
109. 92. 17. 220 147.237.77.216|dover . i df . i | D stributed PHP A tenpt B ock 1
84.108.27.234 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1412- he/ at al . aspx B ock 1
. . D stributed Unaut hori zed LRL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |[aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 1
212.179. 61. 123 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waw idf.il/https:/wawnidf.il/ B ock 1
184. 168. 193. 218|lhited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admn/ B ock 1
40.77.167. 20 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/chanatz/klali/default.asp None 1
107.155.87. 163 |[Uhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/bl og/ wp-admin/ B ock 1
: . . Unaut hori zed URL Access to
68.180.228.112 |lWnited Sates [147.237.77.216|dover.idf.il vy i df i 1/ hebr ew or gani zat i onV si gnal s/ at ar/ Bl ock 1
. . D stributed Uhaut hori zed URL Access on
198.50. 200. 135 [Canada 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed LRL Access on
46.166. 190. 174 |Net her| ands 147.237.77.216|dover.i df .i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54.163. 181 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
109. 92. 17. 220 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
84.108.207.172 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter docl.. in www aka.idf.il/main/giyus/general .aspx [None 1
212.235.8.225 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
185. 3. 144. 118  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
40.77. 167. 20 Lhited Sates |[147.237.76. 147 [chi nuch. aka. i df . i|Mil ti pl e Unaut horized URL Access from 40. 77. 167. 20 B ock 1
: . ] DO stributed Uhaut hori zed URL Access on
107.178.194.79 |[lhited Sates [147.237.77.216 |dover. i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.230.224 [thited Sates |147.237.76.31 [nakchal .idf.il | =50 o S 1117 hel nakhal aspx Bl ock 1
: . ] DO stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . . D stributed Unhaut hori zed LRL Access on
61.6.1.112 Ml aysi a 147.237.77. 216 |dover.i df . i | vow i df i1 /si p storage/fil es/ 2/ 4912. png B ock 1
5.29.79. 227 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
87. 113. 42. 100 Ei"";gegom 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 1
. . S3. Whtraceabl e Gonnection - Protocol violation
66.249. 78.158 |l srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
194. 72. 238. 241 Ei"";gegom 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to i df.i1/xyzzy B ock 1
107.178.194.79 |Uited Sates |147.237.77. 216 |dover.idf. il Distributed thaut hori zed LR Access on B ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.
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