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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3267
79.177.152. 157 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
178.122.141. 202 Bel arus 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 2
217.34. 35. 31 Uhi t ed Ki ngdom 147.237.76. 197 e hinush.idf.il Bl ock Udp Al Nets drop 1
175.139.91. 171 Ml aysi a 147.237.76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
77.247.178. 132 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
173.195.0. 21 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
173.195. 0. 22 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1

66. 249. 78. 234 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
217.34.35.31 Uni ted Ki ngdom 147. 237.76. 196 e svivaidf.il Bl ock Udp All Nets drop 1
141. 212. 122. 195 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il|B ock Udp Al Nets drop 1
173.195. 0. 23 Lhited Sates 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1
77.247.178. 132 Net her | ands 147.237. 76. 38 eeneitav.idfi.il |[Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 215. 106 Lhited Sates 147. 237.72. 166 aka.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
149. 202.54. 6 Ger many 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
... |ET DOB Large anount of TCP ZeroWndow - Possible Niller2 DDos
132.74.95. 21 147.237.77. 170 |l srael naar achot . i df . il 1
attack
88.249.106. 23 |147.237.76.42 |Turkey refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 76. 200 |France eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.142.64.59  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
218. 104. 49. 211 (147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 208 [147.237.72. 156 aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
, , . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
96.57.217.187 |147.237.8.27 |lnited Sates |e.nadimatal.idf.i . 1
Potential Scan or Brute Force
87.69.59. 6 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
65. 61.135. 250 |147.237.77.216|lhited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 64 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 28
46.19.86.186 | srael 147. 237.76. 200 [ei tan aka i o 11 || S3M NG Engine: TP Invalid Jinvalid segnent retransmssi on drop 21
Ret r ansni ssi on Packet dropped.
79.183. 191. 234 |I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁrs‘ﬁnlt Wth different monitor |20
2.54.141. 57 I srael 147.237.0.19 |nadimatal.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 20
109. 67. 202. 65 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁlrf:jit wth different moni tor |18
87.66.154. 102 |Bel gi um 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 16
87.66. 154. 102 |Bel gi um 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 16
109. 186. 187. 98 |I srael 147. 237. 72. 166 |aka.i dof .i | Bad TCP sequence noni t or 12
79.183. 60. 254 |l srael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 12
94. 230. 86. 220 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 11
79.182.176. 173 |l srael 147.237.72. 167 |i shuri maka. i df . i |dr op First packet isn't SN drop 10
93.173.236.12 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
85. 130. 247. 227 |l srael 147.237.76.42 |refuah.idf.il Bad TCP seqguence Invalid ACK nunber noni t or
109.64.24.1  |isradl 147237, 77, 243 |mbi e icr i1 | €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
2.54.141. 57 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d sequence nunber moni t or 8
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
2.54.141.57 I 'srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber alert 8
2.54.141. 57 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 8
37.26. 146. 246 |Israel 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 8
46.163.68.111 |Ger nany 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mdﬁr::;rit wth different moni tor |7
85. 130. 247. 227 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop
41.33.232.66  |Egypt 147.237.77. 216 [dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
109. 186. 187. 98 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
109. 65. 100. 153 |I srael 147.237. 72. 166 |aka. i df . Streaming Engi ne: TCP Invalid  finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.182. 176. 173 [l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence noni t or
85. 130. 247. 227 |I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
89.138.64.19 |Israel 147.237.77. 243 |moti 1 e i op iy | SAMNG Engine: TP Invalid  finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
87.68.255.3  |Israel 147.237. 77, 243 bl e i o 11 | €M NG Engine: TCP Invalid  invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
109. 186. 187. 98 |I srael 147.237. 72. 166 |aka. i df . | Bad TCP sequence I'nvali d ACK nunber alert 6
109. 186. 187. 98 [l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.182.176. 173 |l srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 5
79.182.176. 173 |I srael 147.237. 72. 167 [i shuri maka.i of . i [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85.45 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
2.54.141. 57 I srael 147.237.0.19 |nadimatal.idf.il|SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 45 I sr ael 147.237.77. 233 |atal .idf il Bad TCP sequence I'nvali d ACK nunber noni t or 5
79.182. 176. 173 [l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert 5
94.230. 86. 197 |l srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 4
5.102. 254. 217 |Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.147.188 |Israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
5.102. 254. 103 |Israel 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.19.86.122 |Israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
94.230. 86. 216 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 4
46.19.85.196 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.26.146.221 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SmAae el reanS"“ wehdifferent oonitor |
199.30.24.40 |uited Sates [147.237.76.200 |eitan akaict.it [ SN ng Er?gl ne: TCP Invalid Invalid segment retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
94. 230. 86. 150 [l srael 147. 237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 4
82.132.212. 222 LKri“r:;gom 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
79.177. 220. 153 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 159
87.68.247.99 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 119
87.68.247.99 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 104
2.54.141. 57 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 77
79.177. 220. 153 |I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 54
2.54.13. 224 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 21
. . Too Many of the Sane Response Code (404) in Session from
93.173. 161. 180 |l srael 147.237.72. 166 |aka. i df . i | 93. 173. 161. 180 B ock 14
87.68.247.99 [Israel 147.237.0.19 |madimatal .idf.i| |10 My of the Same Response Code (403) in Session from Bl ock 8
87. 68. 247. 99
5.29.199.229 |lsrael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock
87.68.255. 3 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock
. - Unhaut hori zed URL Access to
87.26.147.188 I srael 147.237.72.156 [anan. i df . i | wawe anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/error. htm Bl ock 2
2.54.10. 85 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
213.8.204.66 |Israel 147.237.0.19 |nadi matal .idf.il |Dstributed Suspicious Response Code B ock 2
94. 230. 86. 220 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
46.121.82.166 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.29. 243. 84 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
’ . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Whited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
80. 246. 136. 83 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
68.180. 228. 112 |lhited Sates 147.237.77.216|dover . i df .i | Paraneter Type M ol ation PageNumin v idf.il/1381-he/ dover.aspx |B ock 1
128. 127. 107. 99 [Net her | ands 147.237.77. 216 |dover. i df . i | Miltiple thtraceabl e SSL Sessions from128.127.107.99 (thknown — f 1
S Sessi on)
. ’ . . D stributed Unauthori zed URL Access on
46.166.170.3  |Lithuania 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
93. 173. 161. 180 |l srael 147.237.72. 166 |aka. i df . i | Too Many 404: Response Code per Session B ock 1
85. 64. 88. 65 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . D stributed Unauthori zed URL Access on
46.19. 85. 45 I srael 147.237.77.233(atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
213.57.57.185 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235-he/ at al . aspx B ock 1
79.178.201. 117 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
2.54.63.177 | srael 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Gode Character in URL from2.54.63.177 B ock 1
176. 12. 148. 174 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . . D stributed Unauthori zed URL Access on
107.178.194. 83 |Lhited States  |147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. - Unhaut hori zed URL Access to
66. 249. 64. 230 [l srael 147.237.77. 216 (dover.idf . il 147. 237.77. 216/ 1133- 19915- he/ dover . aspx Bl ock 1
87.69.51.18 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.121.102. 66 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mvde None
’ P -|Uhaut hori zed URL Access to
207.46.13.18 [Wited Sates  |147.237.0.15 |kosher-kravi .idf.i kosher-kravi .i df .1 1/t enpl at es/ general / general . aspx Bl ock 1
84.108. 237. 221 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180. 228. 112 [Lhited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df . il/navy/ B ock 1
128. 127. 107. 99 |Net her| ands 147.237.77.216|dover. i df . il SSL Wntraceabl e Gonnection - Unknown SSL Session None 1
63.143.34.37 |liited Sates 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Brors None 1
46.19. 86. 41 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
213.57.244.84 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
185.32.179. 74 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.182.52.51  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited States  |147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. B ock 1
46.121. 158. 192 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 46.121. 158. 192 B ock
87.69.190.81 [Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww aman.idf.il/ |B ock 1
. . DO stributed Unauthori zed URL Access on
37.26.147.204 |israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
] . - D stributed Lhaut hori zed URL Access on
208. 184. 112. 74 |Wnited Sates 147.237.77. 216 (dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
84.111.127.21 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.125.10.73  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
141.8.142. 14 gj:;;ﬂ o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessions: si gal gs DoS Attack None 1
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