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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3109
37.26. 148. 216 | srael 147.237.76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn |drop 87
66. 249. 64. 153 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 67
84.109. 10. 117 I 'srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
115. 230. 124. 164 Chi na 147.237.76. 147 chinuch. aka.idf.il |JLM Under Attack Con_Tcp drop 2
180. 97. 106. 37 Chi na 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp Al _Nets drop 1
180. 97. 106. 162 Chi na 147.237. 76. 30 hi nush. i df .i | Bl ock_UWp Al _Nets drop 1
180. 97. 106. 162 Chi na 147.237. 76. 42 refuah.idf.il B ock_Udp Al _Nets dr op 1
172. 98. 67. 67 147.237.76. 196 e.sviva.idf.il Bock Np Al Net drop 1
107. 150. 98. 131 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock_Udp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Signature

‘ Target Address

Gountry

79.177.102. 126 (147. 237. 72. 166 || srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 12
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil |l er2 DDos

212.199. 57. 204 [147. 237. 77. 233 I srael atal .idf.il 6
attack

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

79.179. 214. 116 |147. 237. 72. 156 I srael anan. i df.i| ET SCAN NVAP -sA (2) 2

182.18.170.77 |147.237.8.14 |india e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1

87.197. 159. 157 |147. 237. 76. 176 |9 ovaki a test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1

78.193.2.8 147.237.77.19 [France lawforumidf.il |ET SCAN NMAP -sS wi ndow 1024 1

_ L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port

66.249. 78. 158 |[147.237.72.166 |lhited Sates |aka.idf.il _ _ = 1
deni al of service attenpt

218. 104. 49. 211 (147.237. 76. 39 [Chi na nobi | e.nei tav.idf.i|[ET SCAN Potential SSH Scan 1

218.104. 49. 211 [147.237.0.35 [China akavs. i df .i | ET SCAN Potential SSH Scan 1

, o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

123. 122. 141. 54 |147. 237. 77. 212 |Chi na e.dover.idf.il . 1
Potential Scan or Brute Force

80. 246. 130. 230 (147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1

78.193.2.8 147.237. 76. 176 |France test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1

61.244.49.137 [147.237.0.19 |Hong Kong nadimatal.idf.il [ET SCAN NMAP -sS wi ndow 1024 1

218.104. 49. 211 (147.237.8.46 [China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
reamn ine: T i i ssi
79.177.169. 100 |Israel 147. 237. 77. 243 |robi l e i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. Packet drop 36
Inval id Retransm ssion dr opped.
87.69. 204. 89 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
109. 67.202.65 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmit wth different windowscale [nonitor |31
41.33.231. 90 Egypt 147.237. 77. 216 |dover . i df . i | drop SAMrule drop 30
46. 19. 85. 158 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 19
2.54.141. 57 I srael 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
83.130. 106. 46 |l srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 18
213.57.130.8 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
79.179.189.91 |[Israel 147.237.0.16 |n|y kosher-kravi .Tdf. |pag TOP sequence SN retransmt wth different wndowscale [monitor (16
188. 120. 148. 207l srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid ACGK nunber noni tor |15
87.69. 204. 89 | srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 13
149. 50. 75. 56 g“'af(f;’ 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |12
176. 13.6. 99 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 10
176. 13. 6. 99 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |10
188. 120. 148. 207 |1 srael 147.237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber monitor |10
S reamng Engi ne: TCP i i ssi
46.19.85.122  |israel 147. 237, 77. 243 |nobi 1 e. i of . i | mng tngine. 1 Invalid segnent retransmssion. Packet drop 9
Inval i d Retransm ssion dr opped.
62.219.111. 141 |Israel 147.237.72. 167 |i shurimaka.i df . i | dr op Frst packet isn't SN drop 8
149. 50. 95. 41 gq;:eeg 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 7
149. 50. 95. 41 ?attee: 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni tor |7
46. 19. 85. 156 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACGK nunber aert 6
S reaning Enai ne: TCP TCP segnent with urgent pointer. U gent
79.177.102. 126 |Israel 147.237.72. 166 |aka.idf. il 9 9 data indication was stripped. A ease refer t{drop 6
Wgent Data Enforcenent (g a6a69.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop
46. 19. 85. 156 I srael 147.237.77. 216 |dover.i f .i | Bad TCP sequence Inval id AGK nunber moni t or
S reamng Engi ne: TCP i i ssi
79.176.101.86 |Israel 147.237.72. 166 |aka. i df . mng tngine. 1 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransm ssion dr opped.
2.54.141.57 | srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df il Bl ock HTTP Non Conpl i ant |Failed to handl e connection data noni t or
S reaning Enai ne: TCP TCP segnent with urgent pointer. U gent
79.177.102. 126 |Israel 147.237.72. 166 |aka.idf. il 9 9 data indication was stripped. Aease refer t{aert 6
Wgent Data Enforcenent (g a6a69.
46.117.121. 253 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engi ne: TCP i i ssi
79.178.27.245 |israel 147. 237.72. 166 |aka i of . i mng tngine. 1 Invalid segnent retransmssion. Packet drop 6
Inval id Retransm ssion dr opped.
213.57.130. 8 | srael 147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
149. 78. 120. 244 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 34 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACGK nunber noni tor |5
5.102. 254. 34 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant |Failed to handl e connection data monitor |5
2.54.141. 57 | srael 147.237.0.19 |nadimatal .idf.il drop First packet isn't SN drop 5
2.54.141.57 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
109. 253. 138. 40 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber monitor |4
2.54.141.57 I srael 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Invalid sequence nunber noni tor |4
79.182.186.37 |lsrael 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop 4
172.56. 41. 186 g;:: 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.141. 57 | srael 147.237.0.19 |nadimatal .idf.il SYN Attack rej ect 4
S reaning Engi ne: TCP i i ssi
109. 253. 141. 232|i srael 147.237.77. 243 |robi L e, i of . i1 mng Ehgine. Invalid segnent retransmssion. Packet drop 4
Inval i d Retransnission dr opped.
68. 180. 231. 40 g‘;ttees 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreamng Engi ne: TCP i i ssi
79.181. 107. 140 i srael 147.237.76.86 |navy.idf.il mng tngine. 1 Invalid segnent retransmssion. Packet drop 3
Inval id Retransm ssion dr opped.
S reaming Engi ne: TCP i i ssi
79.178.55.165 |Israel 147.237.72. 166 |aka.i df . i1 mng tngihe- 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnissi on dr opped.
Sreamng Engi ne: TCP i i ssi
2.54.172. 58 I'srael 147. 237.72. 166 |aka i of . i mng tngine. 1 Invalid segnent retransmssion. Packet drop 3
Inval id Retransm ssion dr opped.
S reaming Engi ne: TCP i i ssi
77.127.233.251 |israel 147.237.72. 166 |aka.i df . i1 mng tngihe- 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnissi on dr opped.
157. 55. 39. 118 g“;:sd 147. 237. 77. 176 |nat pash. i df . i | drop SAMrule drop 3
S reaming Engi ne: TCP i i ssi
79.179. 214. 116 |Israel 147.237.72. 166 |aka.i df . i1 mng tngihe- 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnissi on dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 114 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 89
79.177.220. 153 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 24
2.54.146. 15 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 22
46.10.85.114  |[israel 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Code (404) in Session from Bl ock 18
46.19. 85. 114
. . . Dstributed Paraneter Type Mol ation on
79. 183. 6. 109 I srael 147.237.77.243|nobi | e.i df . i | nobi | e. i df . i 1/ sachar/ changepassvor d par amet er Repeat Passwor d B ock 16
46. 19. 86. 83 I srael 147.237.77. 243 |nobi | €. i df . i | Paraneter Type Vol ation Repeat Fassword in Bl ock 6
nobi | e. i df . i |/ sachar/ changepassword
2.54.141. 57 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
5. 29. 199. 229 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
37.142.156. 148 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 180 I srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unaut horized URL Access from 46. 19. 86. 180 B ock 3
37.26.149.212 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
216.104. 160. 77 |lLnited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 216. 104. 160. 77 B ock 3
. - . DO stributed Whaut hori zed URL Access on
79.183. 163. 181 |Israel 147.237.77.243|nobi | e.i df . i | nobi l e.i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1745 B ock 3
. . . Unaut hori zed URL Access to
46. 19. 86. 180 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1432 B ock 3
79.177.182.79 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
2.52.149. 78 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
46.19. 86. 151 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
] . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
79.177.221. 173 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
. - Uhaut hori zed URL Access to
79. 176. 209. 207 |Israel 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 2
176.13.9. 118 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
80.246.137.62 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None
77.127.249.52 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |Wnited Sates [147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
37.142.68.54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 186. 30. 130 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
. . D stributed Uhauthorized URL Access on
212.199.57.204 |israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
176.13.23.212 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.33. 211 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
m ny- kosher-kravi .id
98.143.148. 135 |lhited Sates |147.237.0.17 f inly Mal forned URL B ock 1
. . O stributed Whaut hori zed URL Access on
46.166.186.199 |Netherlands  |147.237.77.216|dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
149. 88. 103. 234 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
84.108. 14. 2 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
ny-kosher-kravi .idf.i |wauthori zed LR Access to
79.179.189.91 | srael 147.237.0.16 | W ny- kosher - kravi . i df . i1/1746-he/ | i festyl e. aspx Bl ock !
217.132.42.36 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kravi . i d j i
109. 253.199. 53 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
79.134.157. 250 |Jordan 147.237.77. 176 |nat pash. i df . i | PHP At t enpt Bl ock 1
109. 64. 34. 138 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . D stributed Uhauthorized URL Access on
91.228.151.52 [Netherlands  |147.237.77.216|dover. i df. il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - Uhaut hori zed URL Access to
66.249.78.18  |Israel 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 994- 7237- he/ at al . aspx Bl ock 1
. . . D stributed Uhauthorized URL Access on
176.10.104. 240 [Swtzerland  [147.237.77.216 |dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
141.212.122. 129|thited Sates [147.237.76.86 [navy.idf.il Mal formed URL proxytest. zmap. i 0: 80 B ock 1
80. 246. 136. 143 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.117.45.106 | srael 147.237.72. 166 |aka. i df . | thauit hor | zed Mt hod PCST for Bl ock 1
wwn aka. i df . i |/ mai n/ sachar/ nas. aspx
. . Mil ti pl e Uhaut hori zed Method for Known URL from
109. 186. 173. 101|l srael 147.237.72. 166 |aka. i df . i | 109. 186. 173. 101 B ock 1
213. 8. 204. 23 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
77.125.10.73 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 3. 146. 239  |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
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