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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site |Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3107
178. 250. 35. 60 Li t huani a 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets drop 2
77.247.178. 132 Net her | ands 147.237. 76. 31 nakchal .idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
190. 208. 55. 250 [147.237.8.50 |aiile e.tikshw.idf.il |ET SCAN Potential VNC Scan 5900- 5920 2
77.125.10. 73 147.237. 72. 166 |I srael aka idf.il portscan: TCQP D stributed Portscan 1
183. 82. 106. 200 |147.237.76. 199 |Indi a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 4096 1
46.151.52. 16 147.237.76. 34 |Wkraine yohal an.idf . il ET SCAN NVAP -sS w ndow 1024 1
183. 82. 106. 200 |147.237.76. 199 [Indi a e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
37.143.82.50 147.237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
162. 222. 185. 165(147. 237. 76. 200 |Lhited Sates |eitan.aka idf.il |ET SCAN Potential SSH Scan 1
5.230.134.108 |147.237.77.61 |Germany e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
196. 47.173.21 |147.237.76.197 |[®te DIvoire |e.hinush.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
162. 222. 185. 165(147. 237. 76. 42 |Whited Sates [refuah.idf.il ET SCAN Potential SSH Scan 1
190. 208. 55. 250 |147.237.76.200|Chil e eitan.akaidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
162. 222. 185. 165(147. 237.76.30 |[Lhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
190. 208. 55. 250 |147.237.72. 167 |Chile ishurimaka.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
113.59. 33. 61 147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 208. 55. 250 |147.237.8.45 |[Qiile eeitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102.48.195 |147.237.72. 167 |Net her| ands ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 1024 1
190. 208. 55. 250 |147.237.0.34 |Gile tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.164.250.73 |147.237.8.28 |Qoatia e.nobi | e-ks.idf.il|ET SCAN NVAP -sS w ndow 1024 1
189, 198, 118. 62 1147 237 77. 72 | co Lawid il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
46.151.52. 16 147. 237. 77. 212 |krai ne e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.76. 199 I ndi a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
37.143.82.50 147. 237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
182.18.170. 77 |147.237.0.34 |india tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147. 237.77. 212 |Net her | ands e. dover.idf.il ET SCAN NVAP -f -sS 1
162. 222. 185. 165|147. 237. 76. 147 [Wited Sates |chinuch. aka.idf.il|ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76. 31 |lhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
190. 208. 55. 250 |147.237.76. 197 [Qhil e ehinsh.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
113. 59. 33. 61 147.237.77. 61 |[China e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
113. 59. 33. 61 147.237.77. 61 |[China e.cogat.idf.il ET SCAN NVAP -f -sS 1
190. 208. 55. 250 [147.237.0.35 |[Quile akavs. i df il ET SCAN Potential WNC Scan 5900- 5920 1
93 122 188. 184 |147. 237 77. 243 |Formni a ol e idh il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189,198, 118. 62 |147. 237 77. 234 |vexi co bl ag, i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
89.32.111.106 |Ronania 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
89. 32. 111. 106 Romani a 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 31
89.32.111.106 [Romani a 147.237. 77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber moni tor |31
213.57.137.168 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
213.57.137.168 | srael 147. 237.77. 216 |dover. i df .1 Bad TCP sequence m@efsg ’ea”s”“ wth different monitor  [18
66.249.69.122 |United Sates|147. 237. 77. 234 |hal ag, i o . i Streaning Bngine: TCP Invalid finvalid segnent retransnission. Pecket 12
Ret r ansni ssi on dr opped.
37.26.148.135 |israel 147.237.77. 233 |atal i df .1 Streamng Engine: TCP TOP segnent out of naxi numallowed 1, ) 12
Segrent Limt Enf orcenent sequence. Packet dropped.
46.19. 85. 179 I srael 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber monitor |12
66.249. 64.163 |United Sates|147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransnission. Packet drop 10
Ret r ansni ssi on dr opped.
46. 19. 86. 90 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
94.230.86.246 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |8
79.177.158. 6 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid AGK nunber monitor |8
188. 120. 148. 196 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |8
46.19. 85.43 I srael 147.237. 72. 156 |anan.i of . i | Bad TCP sequence Invalid ACK nunber monitor |7
149.78.173. 64 |lIsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid AGK nunber monitor |7
46. 19. 86. 90 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |7
84.110.35.212 | srael 147. 237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Inval id invalid segnent retransmission. Packet |y 6
Ret r ansni ssi on dr opped.
84.228.61.142 |[Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
5.29.113.93 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber monitor |6
109. 66. 35. 160 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 108 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
149.78.173.64 |l srael 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber aert 6
84.228.61.142 |lsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
109. 66. 35. 160 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber monitor |6
46.19. 85. 108 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id ACK nunber noni tor |6
83.130. 106. 46 |l srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |6
37.26.148.135 |[lsrael 147.237. 77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.19. 85. 88 I srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
37.26.148.135 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
5.29.113.93 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 6
85. 64. 25. 115 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
85.64.25.115  |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsg reansmt with different moni tor |5
149. 78. 236. 201 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 250 | srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
5.102. 254,230 |l srael 147. 237. 76. 147 [chi nuch. aka. i df .i1|Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |4
173.252. 113. 116|thited Sates |147. 237. 77. 176 |natpash.idf.il  |dr op First packet isn't SN drop 4
2.54.27.122 I srael 147. 237. 77. 216 |dover i df .i | SYN At tack rej ect 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
157.55.39.227 |Wited Sates|147. 237. 77. 234 |hal ag.i df .| Streamng Engi ne: TCP Inval id imvalid segnent retransmssion. Packet drop 4
Ret r ansni ssi on dr opped.
84.228.172.130 |Israel 147.237.76.42 |refuahidf.il  [Bad TOP sequence i;';e”ansm wth different wndow Joniior |4
109. 64.176.21 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid AGK nunber monitor |4
2.54. 63. 54 I srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 24 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
46.19. 85. 171 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
91.200.12. 137 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
46. 19. 85. 24 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid AGK nunber monitor |4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 205. 246 |1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 62
213.8.204.60  |Israel 147.237.72. 166 |aka. i df . i | ;‘ig ";%:ff;ghe Sane Response (ode (403) in Session from Bl ock 13
46. 19. 85. 28 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 3
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df . i | D stri bt oc 1?;52;22?&%&??;&” Bl ock 2
46.19. 86. 29 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 2
176.13. 13. 53 I srael 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df . i D stri but e 1T§;f£'§gi3g?ﬂef:(‘)fe°rc_zsssp£” Bl ock 2
79.177.182.79 [israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
84.108.207.94 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None

207. 46. 13. 51 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 2
85.64.230. 121 |l srael 147.237.72. 166 |aka. i df . i | chaut horl zed R ﬁ;e;uss/tv\;w ey, . Bl ock 2
84.109.17.205 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
62.219.13.180 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
192. 116. 140. 62 |l srael 147. 237.72. 166 |aka. i df . i | m”;kh;ri ! d?‘.??l /'\’::;jhn‘j‘; (;jg gfh;irl cati onservi ce. asm! get aut huser | 9K 1
46.19. 85. 125 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
109. 253. 142. 124|i srael 147.237.0.17 ;nlnly -kosher-kravi . id ?r‘iﬂ lfo;:;r _EI'("rC;‘/jii .r;gdf-. iﬁ""/‘rtzm ‘Zrt:eﬁto‘; ?].ua'spi(” B ock 1
79.183. 216. 117 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.102. 254. 246  [Israel 147.237.76.30 |hi nush.idf.il PHP At t enpt Bl ock 1
89.139. 42.233 |[lIsrael 147.237.77.216|dover.idf .i | Uhaut hori zed LRL Access to wan i df.il/https:/wwidf.il/ Bl ock 1
79.177.49.119 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed LRL Access from 68. 180. 228. 112 Bl ock 1
84.228.64.189 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.120. 5. 59 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
176.13.11. 15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
84.95.208. 158 |[lsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: (Qpen Mde None 1
79.178. 202. 145 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.148.219 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
107.178.194.87 |Uited Sates [147.237.77. 216 |dover. i df . i D stri bt oc 1?;;}:;2;;?&%&?2?&” Bl ock 1
2.54.63. 196 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
85.64.230.121 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
77.125.85.169 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
217.194.207.24 [israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Unhknown SSL Sessi on None 1
84.109. 216. 135 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 1
66.249. 64.233 I srael 147.237.77. 216 |dover . i df . i | chaut erl' szld dﬁnfgiccefjr o nages) 200 mayl 22mayoL 1dotjpg  |P 0K 1
195. 154. 194. 111|France 147.237.76.200(ei tan. aka. i df . i | Distributed PHP Attenpt Bl ock 1
80. 246. 137. 207 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.102. 254. 246 |l srael 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to chinush. atal .idf.il/xnrpc. php Bl ock 1
94.230. 86.246 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.177.158. 6 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68.180. 228. 112 [United Sates [147.237.77. 216 |dover.idf .il mﬂtd??:illzgfpﬁygcg;eﬁﬁ ;S‘/’ﬂwwidf_” Bl ock 1
212.116. 177. 130|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
84.228.172.130 |Israel 147.237.76.42 |refuah.idf.il O ted autnorized ﬁaﬁcng; on Bl ock 1
84.108. 70. 53 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.120.72.147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179. 5. 232 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
37.187.129. 166 [France 147. 237.77. 216 |dover . i df . i | D stri buted 1?;;}:%;;?&%&?212” Bl ock 1
109. 64.176.21 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs oS Atack None 1
5.28.175. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
85.64.230.121 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
77.126.34.183 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
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