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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3684

79. 182. 20. 205 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
207.46.13. 21 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

130. 75. 2. 26 Cer many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

66. 240. 192. 138 Lhited Sates 147.237. 76. 44 e.refuah.idf.il |B ock Wp Al Nets drop 1

162. 230. 56. 209 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets drop 1
77.247.178. 132 Net her | ands 147.237.76. 34 yohal an.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

| Sgnature

Devi ce Action |Oount |

216.17. 111. 245 Lhited Sates 147.237.76. 31 nakchal .idf.il |16634: HITP. Apache HTTP Server nod_status Request B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113. 154 |[China 147.237.77.216 |dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 153  |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
61.149. 161. 186 [147.237.0.16 [China ny-kosher-kravi.idf.il |GPL SCAN nmap TCP 2
199. 191. 56. 188 |147.237.72. 156 [Lhited Sates |anan.idf.il ET SCAN NVAP -f -sS 1
196.47.173.21 |147.237.72. 156 |Qte Dlvoire |aman.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |147.237.77.226|Netherlands  |waw chamat z. aka.idf.i1 [ET SCAN NVAP -sS wi ndow 1024 1
212.179.227.181|147.237.0.34 |[lIsrael tikshuv.idf.il ET SCAN NMAP -sS w ndow 3072 1
212.179.227.181|147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -f -sS 1
199. 191. 56. 188 [147.237.72. 156 |Lhited Sates |aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.72.156 |te Dlvoire |anman.idf.il ET SCAN NMAP -sS w ndow 2048 1
195. 154. 154. 131|147. 237. 76. 86 |France navy. i df .il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
186. 5. 200. 94 147.237.76.30 |Argentina himsh i df | ET SOAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |[147.237.77.227|Netherlands  |e. hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.69.132. 134  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 227.181|147.237.0.34 [l srael tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
61 184, 165. 121 |147. 237 76. 86 |chi na ey, i f i1 ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 191. 56. 188 [147.237.72.156 |Lhited Sates |anman.idf.il ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
141. 0. 14. 105 Eur ope 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 38
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
15. 203. 169. 108 |Eur ope 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 26
80. 246. 136. 6 I srael 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 25
80. 246. 136. 6 I srael 147.237. 72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout aert 23
s SWNretransmit wth different .
192.115.141.1 |israel 147.237.77.234 |halag.idf .il Bad TCP sequence wi ndow scal e moni t or 20
141. 0. 14. 105 Eur ope 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engine: TCP Invalid i i ssi
79.176. 206. 131 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. 18
Ret ransni ssi on Packet dr opped.
80.246.136.6 I srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence SYNHACK retransmt with monitor (17
di fferent w ndow scal e
R SYNtACK retransmt wth .
5.29.150. 118 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different vi ndow scal e nonitor |16
77.125.112. 219 |l srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
s SN retransnmit wth different .
109. 253. 145. 52 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence wi ndow scal e nonitor |15
reamng Engi ne: TCP Invali i i ssi
85.130. 182. 144 |Israel 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCP alid |invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
100. 127. 150. 249 147.237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 11
149.78.236.23 |l srael 147.237.76.42 |refuah.id.il Bad TCP sequence Sretransmt wth different 5o 10
wi ndow scal e
Kor ea, . . SWNretransmit wth different .
115. 144. 107. 6 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
reanin ine: TCP Invali i i ssi
5.102.254.90  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.
87. 69. 32. 107 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 8
87. 69. 32. 107 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber nonitor (8
2.54.171.38 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
109. 64.141. 173 [Israel 147.237.76.42 |refuah.idf. | Bad TCP sequence S retransmt wih different — opnitor |6
wi ndow scal e
93.172.160.24 |lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
66.249. 64. 163 |lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dropped.
84.94.56. 141 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
5.144.55.181  [Israel 147.237.77. 226 "} chamatz.aka.1dt |paq TGP sequence Inval i d ACK number moni tor |6
Sreamng Engine: TCP Invalid i i SSi
149.78.46.118 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
40.77.167.54  |Uwited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dr opped.
2.52.33. 207 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TP Invalid i i ssi
87.68.54.223  |Israel 147.237.77. 243 |mubi le.i o .11 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19. 85. 39 I'srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46. 19. 86. 98 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |6
94.230.86.251 |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |5
2.52.34.3 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.210. 186. 132 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |5
79.179.9. 45 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SYN drop 5
37. 46. 39. 252 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |5
79.179.9. 45 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 98 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
82.145.217. 228 |Europe 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79. 183. 56. 60 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84.109.73.125 |lsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor (4
46.19. 85. 222 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
109. 65. 29. 141 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi
46.120.233.91 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. 4
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
40.77.167.27  |wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 4
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.15.16  |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
. . SYNtACK retransmt wth .
84.94.56. 141 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence di fferent w ndow scal e noni t or 4
Sreamng Engine: TCP Invalid i i ssi
109. 253.203.0 [Israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. 4

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
79.180. 174. 143 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 55
192. 116. 159. 87 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 38
79.183.8.57 I srael 147.237.77. 243 |nobi | e. i df . i | Eﬁ;ﬂf o T?/F/eszcﬁ!—ﬁ 'cﬁgngi‘gz‘z\iﬂd n Bl ock 18
185.32.179. 154 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 64.51.176  |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wwu aka. i df.il/mai n/ sachar/undefi ned B ock 4
207.46. 13. 21 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 3
46.19. 86. 19 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.142.156. 148 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
46.116.177. 149 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
5.29.32.131 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
77.127.64.79 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
109. 66. 195. 115 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte QGode Character in Method from 109. 66. 195. 115 B ock 2
192.116.140. 62 |l srael 147.237.72. 166 aka. i df . i muatl::ri Id?.eidl /’\,:Ta:aihn(;dgi ?Z-Is-; z?u\tsh;rgri cat i onser vi ce. asnx/ get aut huser B ock 2
176. 13. 10. 65 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
185. 89. 217. 230 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 66. 195. 115 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Ml formed UR B ock 2
109. 66. 195. 115 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 109.66.195. 115 B ock 2
176.12.145.84  |Israel 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/894-he B ock 2
2.54. 60. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
109. 65. 62. 177 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 2
2.54.176.208  [Israel 147.237.76.42 |refuah.idf.il  [ramer Tybe M olat! fglgféx?ﬁﬁn;szxacem' der 13t xt Last R i Bl ock 2
2.52.29. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
213.57.42.252 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 64. 118 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
157. 55. 39. 59 Lhited Sates |147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
122.224.8.111 |China 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to v i df . il/ckfinder B ock 1
87.69.132.142 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
194. 135. 154. 180|Azer bai j an 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.29.248.126 |l srael 147.237.77. 234 |hal ag.i df . i | i;t r2i3[;.m7§<.j232«7?;232572?1a%/ﬁ1ﬁ2 fgi . Bl ock 1
109. 66. 195. 115 |l srael 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Gode Character in Header Nane from 109. 66. 195. 115 |B ock
185.32.179.49 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
176.13.2. 134 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
2.54.150. 4 I srael 147.237.77. 234 |hal ag. i df . | i;t ;g?ggﬁézg;??gggsﬁiaﬁl/:)cufff; 1‘_’3 . Bl ock 1
109. 65.217.12  |Israel 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.117.152.29 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
149. 88. 226. 192 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
95. 86. 121. 82 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Cust om Tenporary Bl ock 1
85.64.112.80  |Israel 147.237.72. 166 |aka. i df . i | m";‘g’_'i (;"fa_ri"’l“;er;f;/ %ﬁwﬁfﬁmfﬂ; on. asp None 1
192.115.141.1  [Israel 147.237.77. 234 |hal ag.i df . i | ?;t rz'sgmgd2;27?‘;:32572%%/@?5?5; f;i . Bl ock 1
37.142. 68. 87 I srael 147.237.77. 176 |mat pash. i df . i|  |Unauthori zed URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
Unknown HTTP Request Met hod A?<A...[[#19]] A ABACAFA™/ i mA"l
109. 66. 195. 115 |l srael 147.237.72. 166 |aka. i df . i | #A[ [ #18]] [ [ #15]] @\fOA] | SA—~_A—A° AtA?SA«[ [ #3] ]/ AGEp6SKAEA- (Bl ock 1
AA in URL
109. 66. 195. 115 |l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header VAl ue Bl ock 1
79. 180. 53. 38 I srael 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
176. 13. 23. 60 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.187.177 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.5.110 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
109. 65. 25. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.66.28  |Israel 147. 237.72. 166 |aka. i df . i | i;t rzist;tl’tf;.‘ 1%%?“;;‘1:} gzie;ustzexrc;s.sazgx B ock 1
157.55.39.131 |Uhited Sates |147.237.77.216|dover. i df . i mmmfv“f gf_:'fﬁiﬂﬁéﬁfgﬁ;;‘; user cont ol o header Upper Bl ock 1
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