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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 78. 254 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12029
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3153
212. 29. 246. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18

46. 19. 86. 69 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 11
146.185.57. 7 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

96. 44. 187. 181 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

70. 39.187. 124 Satellite Provi der 147.237.77. 216 dover.idf.il F Dover _Under Attack _Con Htp drop 2
188.119. 26. 176 Tur key 147.237.76. 34 yohal an.i df .il B ock_Wp Al _Nets drop 1
157.161.177. 76 Sn tzerl and 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
2.93.241.251 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

188. 119. 26. 176 Tur key 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1

70. 39.187. 124 Satellite Provi der 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1

188. 119. 26. 176 Tur key 147.237.76. 30 hi nush. i df . i | B ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |
96. 44. 187. 181 Lhited Sates 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to locate existing FCkedi tor Bl ock 36
96. 44.187. 181 Lhited Sates 147.237.77.216 |dover.idf.il 0854: HTTP. upl oad* Access Bl ock 11
62.0.54.2 | srael 147.237.77.170 |mmarachot.idf.il [ClL000122: HITP. Access to - .exe or .dl| Per it 1
96. 44. 187. 181 Lhited Sates 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Execution over HTTP/ WbDAV B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.93.15 [147.237.76.42 |Uhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
37.26.147.213 |147.237.0.19 |[Israel nedi matal.idf.il [ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
81.218.101.3  [147.237.77. 216l srael dover.idf.il http_i nspect: MLTI PLE HOST HEADERS DETECTED 1
137. 116. 113. 55 |147. 237. 76. 201 |Wi ted States |e.atal .idf.il ET SCAN Potential SSH Scan 1
137.116. 113. 55 [147. 237. 76. 148 |Lhited Sates |gqcenter.aka idf.il|ET SCAN Potenti al SSH Scan 1
137.116. 113. 55 |147.237.76. 38 |Uhited Sates |e.eneitav.idf.il |ET SCAN Potential SSH Scan 1
2.52.33.61 147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
137.116. 113. 55 |147.237.0. 200 |Uhited Sates |mu.idf.il ET SCAN Potential SSH Scan 1
222.186. 42. 207 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
109. 66. 106. 110 [147. 237. 77. 216 || srael dover . idf.il portscan: TP D stributed Portscan 1
213.8.204.57  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
109. 64. 172. 233 |147. 237. 77. 216 | srael dover.idf.il portscan: TGP D stributed Portscan 1
186, 14. 185. 223 |147. 237 76. 30 Nenezuel a hivmsh i df i | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93. 173. 159. 205 |147. 237. 77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
176.13.2.110  [147.237.77. 216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
82. 80. 150. 246 [147.237. 77. 216 |l srael dover . idf il portscan: TCP D stributed Portscan 1
137.116. 113. 55 |147. 237. 76. 202 |Lhited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
79.181.211. 21 |(147.237.77. 216l srael dover.idf.il portscan: TGP DO stributed Portscan 1
137.116. 113. 55 |147.237.76. 177 |Uhited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
62.0.54.2 147.237.77. 170 I srael nearachot.idf.il [WEB- FRONTPAGE / _vti _bin/ access 1
137.116. 113. 55 |147. 237. 76. 147 |Uhited Sates |chinuch.aka.idf.il [ET SCAN Potential SSH Scan 1
31.210.179.53 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
137.116. 113. 55 |147. 237. 72. 167 |Whited Sates |ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
137.116. 113. 55 |147.237.0.19 |Whited Sates |madimatal.idf.il |ET SCAN Potential SSH Scan 1
213.57.180. 74 |(147.237.77. 216l srael dover . idf il portscan: TCP D stributed Portscan 1
109. 65. 110. 24 |147.237.77. 216 | srael dover.idf.il portscan: TQP D stributed Portscan 1
94.102. 48.195 |147.237.77. 205 [Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 208 |147.237. 76. 44 erefush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
84. 109. 215. 128 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stri buted Portscan 1
143. 176. 244. 40 [147.237. 77. 216 |Netherl ands ~ |dover.idf .i | portscan: TGP DO stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address ‘Site ‘Signature
70.39.187.124 |Satellite Provider 147. 237.77. 216 [dover. i df.i| [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 120
70.39.187. 124 |Satellite Provider 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 96
93.184.7. 34 zlcis;ii:;a“ Territory, 1147, 237, 77. 216 |dover. i df. i1|dr op SAMrule drop 64
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df .il [dr op SAMrul e drop 36
96.44.187.181 [Lhited Sates 147.237.77. 216 |dover.idf.i1|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 30
213.57. 130. 170 |I srael 147.237.72. 166 [aka idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout alert 22
213. 57. 130. 170 I srael 147.237.72. 166 [aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 22
213.57. 130. 170 |I srael 147.237.72. 166 |aka.idf.il |[Bad TCP sequence mﬁﬁsgfmm wehdifferent | onitor |22
80. 246. 137. 188 | srael 147.237.72. 166 [aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 18
46. 19. 85. 86 | srael 147.237.77. 216 |dover.idf.il|[SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
46.19.86.116 |[Israel 147.237.77.233atal .idf.il [Bad TCP sequence Invalid ACK nunber noni t or 15
5.102.197.244 |israel 147.237.77. 234 |nal ag.idf .il[Bad TCP sequence mdﬁrsa:;me” wWth different moni tor |15
79.181.97.188 |[lsrael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 15
77.126.15.125 |Israel 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 14
46. 19. 86. 92 I srael 147.237.72. 156 |aman.iof .i1 |Bad TCP sequence I'nval i d ACK nunber nonitor (13
84.228.88.187 |[lsrael 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 12
176.228. 7. 49 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber alert 12
109. 253. 145. 52 |l srael 147.237.77. 234 |nal ag.i o .i1|Bad TCP sequence Vﬂdﬁr;n;ngt Wth different moni tor |12
176.228.7.49 |Israel 147.237.72. 166 aka idf.il [Bad TCP sequence Invalid ACK nunber noni t or 12
37.46.39.73 I srael 147.237.77. 234 |hal ag.idf.il|Bad TCP sequence Invalid ACK nunber nonitor |10
46.19.86.223 |[Israel 147.237.72.166|aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
46.19.86.151 | srael 147.237.72. 166 |aka it i1 | €3M NG Engine: TCP Invalid invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.
87.68.37.221 | srael 147.237.72. 166 |aka.idf.il |dr op First packet isn't SN drop 9
84.228.59.49 |Israel 147.237.77.233|atal .idf.i1 [Bad TOP sequence md;it’rsac”;rit wth different moni tor |9
2.52.33.61 I srael 147.237. 77. 216 [dover. i df.i| [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
212.143. 142. 56 [l srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 8
2.52.33.61 | srael 147.237.77. 216 |dover.idf .il [SYN At t ack rej ect 8
2.52.33.61 I sr ael 147.237.77. 216 |dover.idf.il|Bad TCP sequence I'nvalid ACK nunber alert 8
2.52.33.61 I srael 147.237.77. 216 |dover.icf.i||Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.33.61 | srael 147.237.77. 216 |dover.iof .il [Bad TCP sequence Inval i d sequence nunber moni t or 8
46. 19. 86. 223 | srael 147.237.72. 156 |anan.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
84.228.56.112 |Israel 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 15 | srael 147.237.77. 216 |dover.iof .il [Bad TCP sequence Invali d ACK nunber alert 7
46. 19. 85. 15 | srael 147.237.77. 216 |[dover.iof .i| [Bad TCP sequence I'nval i d ACK nunber noni t or 7
87.69.32.107 |[lIsrael 147.237.72.166|aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
79.177.25.10  |israel 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
109. 67. 127. 251 |l srael 147, 237.72. 166 |aka i of 11 | €AM NG Engi ne: TCP Ivalid  finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
46.117.66.51 |[Israel 147.237.72. 166 |aka idf.il [Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.133 [Israel 147.237.77. 216 |[dover.i of .il [Bad TCP sequence Invalid ACK nunber alert 6
46.117.66.51 |Israel 147.237.72. 166 |aka.icf.il |Bad TCP sequence I'nval i d ACK nunber nonitor (6
80. 178. 150. 219 |I srael 147.237.72. 166 |aka idf.il [Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.133 |[Israel 147.237.77. 216 |[dover.i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 6
77.125. 144. 201 |I st ael 147.237.72. 166 |aka it i1 | €AM NG Engine: TP Invalid invalid segnent retramsnission. |, oo 6
Ret ransni ssi on Packet dr opped.
31.210.179.53 [israel 147.237.72. 166 |aka i i1 |/ €3M NG Engine: TCP Invalid - invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
87.68.53.87  |Israel 147, 237.77. 243 |rvi e i o | | €AM NG ENgine: TP Invalid - invalid segnent retransnission. |, o 6
Ret r ansni ssi on Packet dr opped.
46.19.85.119 |Israel 147.237.77. 216 |dover.iof .il [Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 92 I sr ael 147.237.72. 166 |aka.icf.il |Bad TCP sequence Invalid ACK nunber nonitor |6
87.69.32.107 |[lIsrael 147.237.72.166|aka idf.il |Bad TCP sequence Invalid ACK nunber alert 6
66.249.93.123 |thited Sates 147.237.77.233atal .idf.il |drop drop 6
212.29.246.85 |Israel 147.237.77. 216 |dover.idf.il|Bad TCP sequence I'nval i d ACK nunber nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.147.213 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 246
46. 19. 85. 233 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 205
46.19. 85. 233 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 153
37.26.147.213 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 147
84.94. 22. 199 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 90
46.19.85.233  |Israel 147.237.0.19 |nadimatal .idf.il 12?1?'2’5_0;3;“ Sane Response Code (404) in Session from Bl ock 65
213.57.216.57 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 62
37.26.147.213 |[israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 49
84.94.22. 199 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 40
96.44.187.181 |lhited Sates|147.237.77.216|dover.idf.il Mil tipl e Uhauthorized URL Access from 96.44.187. 181 B ock 29
80.246.130.92 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 246. 130. 92 Bl ock 17
37.26.147.213 |Israel 147.237.0.19 |nadimatal .idf.il ;3?2'\:?’4?2;29 sane Response Qode (403) in Session from Bl ock 14
109,255,208 se0liran .237.0.17 [ O e D a n  we o [Book
46. 19. 85. 233 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Same Response Code (403) Bl ock 6
109. 67. 4. 118 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 4
149. 88.252.34 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 3
192. 116. 159. 87 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
176.13.15. 123  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
96.44.187.181 |Lnited Sates|147.237.77.216|dover.idf.il Dstributed PHP At tenpt Bl ock 2
87.69.67.209  |Israel 147. 237. 72. 166 [aka. i df . i | Dstr buted thadt :/Oéii ;js‘j/ g'\ekrfe?‘;?. ;‘S’;XK”OW‘ R on Bock |2
80. 246.130. 92 |l srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed URL Access on www aka. i df . i/ mai n/ Bl ock
31.210.187.152 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None

109. 253. 130. 152|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None

79.183. 153. 107 |israel 147.237.0.17 ?fnlyl kosher-kravi- 11 i buted Ilegal Paraneter Encoding None 2
66.249. 64. 233 |l srael 147.237.77.216|dover.idf . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock

149.78. 161. 202 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None

31.154. 9. 62 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
77.126.61.12  |Israel 147.237.0.17 EI:‘"E/I kosher-kravi.i 1, & i ed Illegal Paraneter Encoding None 2
84.228.54. 84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
80.246.130.92 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/main/giyus/general .aspx [None 2
176.13.12. 20 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
79.179. 5. 232 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 85. 58 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
107.178.194.79 |Wited Sates|147.237. 7. 216 |dover. i of . i | D stri bt ec 1?;;};;;5?&%&??:&” Hock |2
217.132.34.56 | srael 147.237.72. 166 |aka. i df . i | m“;f;’riidzf?l /u:; ﬁf;ie;js/ww T Bl ock 2
204.13.200. 200 [United Sates|147.237. 77. 216 |dover. i df .i | D stri bt ec 1?;;};;;5?&%&??:&” Hock |2
46.121.213.94 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
84.228.219.189 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
176.13.12.194 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
79.182.53.190 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
109. 65. 25. 31 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
5.29.164. 176 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.179. 30. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
213.57.189.19 | srael 147.237.77. 234 |hal ag. i df . i | igt ;gg”;‘;dzgjfﬂ“r;g;';zf‘aﬁlﬁf?ij 1(.); . Bl ock 1
46. 19. 86. 204 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.108.184.84 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
2.54.23.66 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
72.46.133.242 |whited Sates|147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
192. 114. 5. 10 I srael 147.237.77.243|nobi l e.idf . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
46.19.85.112  |Israel 147.237.77. 234|hal ag. i df . i | Dstributed thaut horized URL Access on Bock |1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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