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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3136

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 520
84.109. 189. 127 | srael 147.237.77.176 natpash.idf.il |Bl ock Udp All Nets drop 3

168. 235. 197. 172 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
84.109. 189. 127 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

128. 234.119. 17 Rormani a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.142.206. 180 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 2
81.218. 138. 132 |[147.237.76.86 |l srael navy.idf.il ET SCAN NVAP -sA (2) 2
79.178.207.11 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
220.231.195. 122|147.237.0.33  |China idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.117.221. 119 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 253.132.89 |147.237.77.216|Agentina dover.idf.il portscan: TCP D stributed Portscan 1
187.161. 122. 177(147.237. 77.19 |Mexi co lawforumidf.il ET &‘AN Behavi oral Lhusual ly fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
149.78.19. 144  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
195 27 62 144|147 237 0.33  |hai 1 and il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
107. 158. 113. 124|147.237.0. 19 |Lhited Sates [nadimatal.idf.il SERVER WEBAPP sear ch. cgi access 1
84.228.132.44 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
220.231.195. 122|147.237.0.33  |China idf.il ET SCAN NVAP -sS wi ndow 4096 1
46.121. 220. 238 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
220.231. 195. 122(147. 237.0.33  |China idf.il ET SCAN NVAP -f -sS 1
46.19. 85. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
177.21.107. 124 |147.237.0.17 |Razil mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
132. 70. 66. 12 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 67. 136. 8 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
94.102.48.195 |147.237.76.44 |Netherlands [e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.109. 185. 152 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Sreamng Engine: TP Invalid i i ssi
66.249.64. 119  |Lnited Sates |147.237.76.86 |navy.idf.il g =g Invalid segnent retransnission. drop 18
Ret r ansmi ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
46.19. 86. 159 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
s SYN+AXK retransmit with different .
46.19. 85. 177 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence i ndow scal noni t or 12
reamn ine: TCP Invali i i ssi
176.13.0.140  |israel 147.237. 77, 243 |t Ve i1 | €M g Engine P Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
Lhited S -
81. 144. 132. 166 Ki ngdom 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 10
reamn ine: TCP Invali i i ssi
46.19.86.149  |israel 147, 237.72. 167 [i shurimaka i i | | €A NG Engine: TQP Invalid invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dropped.
46. 19. 86. 49 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85.35 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
172.56. 26. 16 Wited Sates [147.237.72.166|aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
188. 120. 148. 202|l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 41 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 41 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
37.26.149.172 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
reamng BEngi ne: TCP Invali i i ssi
46.19.85.107  |Israel 147.237.77. 243 |mbi e i1 | S Ng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 123. 131 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 223 | srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
82.81.25.221  |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
80. 178. 160. 244 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 207 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 79 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop 5
185. 3. 146. 250 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
185. 3. 146. 250 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 213 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 4
66.87.116.118 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
. . SYN+AXK retransmit with different .
149. 78. 116. 216 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal & noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.19. 85. 213 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.134. 166 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
213.57.134.166 |l srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SIAK retransmt with different Jopniior g
w ndow scal e
85.130. 129. 175 |lIsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
85.130. 129. 175 |l srael 147. 237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
82.102. 169. 113 |israel 147.237. 72. 156 |anan. i df .| Bad TCP sequence SINHAX retransmt with different | o0 |y
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
89.138.75.12  |Israel 147. 237, 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransnission. drop 4
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
5.102.194.182 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.9.8 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
79.180. 145. 182 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 63. 142 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.
37.26.149.172 |lIsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
. . SYN+AXK retransmit with different .
213.57.129. 222 |[Israel 147. 237. 72. 156 |anan.i df .i Bad TCP sequence i nddow scal e noni t or 3
Sreaning Engine: TQP Invalid i i ssi
79.177.128. 115 |Israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 121. 240 |Israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
91.200.12.139  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
5. 102. 254. 90 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.196  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmission. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 86. 116 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 66
212.199.57.194 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 19
46.19. 85. 154 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
176.13. 2. 103 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
176.13. 10. 52 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.52.176. 192 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 0. 140 | srael 147.237.77.243|mobi | e. i df . i | Suspi ci ous Response Code B ock 3
185.32.179.12 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
80. 246. 137.120 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.73.192  [Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
176.13.21. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
81.144. 132. 166 LK?ir::gom 147.237.77. 176 |nat pash. i df . i|  |Unauthorized LR Access to wan cogat.idf.il/sip_storagelfiles/6/4616.j pg |Bl ock 2
84.109. 132. 138 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/nai n/ gi yus/ general . aspx  [B ock 2
185. 3. 146. 250 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 2
176.13.23.132 |Israel 147.237.77.243|mobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
37.26.146.155 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
83.130. 113. 253 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.181.173.92 |Israel 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
173.48.236.71 |Uited Sates |147.237.77.74 [lawidf.il eMai | Hoar di ng B ock 1
109. 201. 154. 133[Netherl ands  [147.237. 7. 206 |dover i df i1 [ ot MG OSSR e Teeees on Bock |1
66.249.73.155 I srael 147.237. 77. 216 |dover . i df . i | e R e e he/ dover . aspx HBock |1
84.111.191.49 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
46.19. 85. 89 I srael 147.237.77. 216 |dover . i df . i | 1;951:?;223’5;5%;2—“ Uvs=567¢118e2b5cf 602000, Bl ock 1
204.13.200.200 [Uited Sates [147.237.77. 216|dover . idf.il [0 Bted f{fgtg‘g;geﬂeﬁvﬁcip)?” Bock |1
5.22.134. 74 | srael 147.237.72.166|aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
149. 78. 116. 216 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.125.91.162 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
46.19. 86. 19 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
107.178.194.87 |Uited Sates [147.237.77. 216|dover. i df . il [0 o7 ted ff?‘f‘;‘_tz“;’g;;f’ﬂe}ﬁv’;‘iﬁspﬁ” Bock |1
84.108.177.46 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/wan tikshuv.idf.il Bl ock
37.26.148.159 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
183.79.221.13  |Japan 147.237.77. 216 |dover . i df . i | :J;a;;thg.r_i;iikm‘ Access to wawidf.il/nevsitefenglish/1113-2. st Bl ock 1
79.182.100. 94 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.32.89 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
173.48.236.71 |[lhited Sates |147.237.77.176|matpash.idf.il |Enail collector robots 14 B ock 1
109. 253.141. 25 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&???/g;esgfﬁzm e/ 1 st chi | ddocument s/ 1071 Bl ock 1
87.68.19. 178 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
46. 19. 85. 89 | srael 147.237.77.216|dover. i df . il Mal formed URL _ at uvc=0 B ock 1
208.184.112.74 |Uited Sates [147.237.77.216|dover . idf il |0 oIS 1?;;}:222;?&%&?222;” Bock |1
5. 29. 153. 252 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.176.28.136 |lsrael 147.237.72.166|aka. i df . i | Too Many 404: Response Code per Session B ock 1
157.55.39.131 |Whited Sates [147.237.77.216|dover. i df.i| mult S;’_ﬂ'fﬁiﬁﬁ’;‘;ﬁﬁ;;& user cont ol s header Upper B ock 1
109. 64. 140. 197 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
Unknown Par arret er
84.108.250.60 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
41.140.86.196 |Morocco 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw idf.il/894-ar B ock 1
185. 3. 146. 176 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
79.183.26.76 | srael 147.237.72.166|aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
173.48.236.71 [lhited Sates |147.237.77.176 matpash.idf.il |eMai| Hoarding Bl ock 1
138. 134. 102. 16 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to waw idf.il/nilnet B ock 1
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