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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3117
212.199. 149. 78 | srael 147.237. 72. 167 i shurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 168
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 90
66. 249. 73. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9

31. 210. 186. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
169. 54. 244. 84 Net her | ands 147.237.76. 197 e. hinush.idf.il Bl ock_UWp Al _Nets drop 1

82. 80. 141. 188 | srael 147.237.77. 74 lawidf.il B ock_Udp Al _Nets drop 1
123. 151. 42. 61 Chi na 147.237.76. 148 gocenter.aka.idf.il |Bock Udp All Nets Con Limt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country

Ste

|Signature

64. 62.219. 148 147.237.76. 42 Lhited Sates refuah.idf.il http_i nspect: MLTI PLE HOST HEADERS DETECTED 2
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
68.180.229.239  |147.237.72.166 |lLhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 158 147.237.77.216 |israel dover.idf.il portscan: TCP DO stri buted Portscan 1
223. 4. 144,212 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 73 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
176.12.142.190  |147.237.72.166 |[lIsrael aka.idf.il portscan: TQP D stributed Portscan 1
109. 160. 213. 71  |147.237.72.166 |[Israel aka.idf.il portscan: TGP DO stributed Portscan 1
95. 86. 74. 216 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
87.197.159.157  |147.237.77.243 |Yovakia nobi | e.i df . il ET SCAN NVAP -sS w ndow 1024 1
87. 69. 81. 207 147.237.72.166 [Israel aka.idf.il portscan: TGP DO stributed Portscan 1
78.193.2.8 147.237.0. 16 France ny- kosher - kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
223. 4. 144,212 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 109 147.237.77.216 [Israel dover.idf.il portscan: TGP D stributed Portscan 1
125. 65. 165. 215  |147.237.76.200 [Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
109. 64. 160. 200  |147.237.77.216 |[Israel dover.idf.il portscan: TQP D stributed Portscan 1
94.102. 48. 195 147.237.77.176  [Nether| ands nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
87.197.159.157  |147.237.0.16 S ovaki a ny- kosher - kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
79.182.215. 3 147.237.77.216  [Israel dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
212.143.44.5 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid sequence nunber noni tor |87
46. 19. 85. 64 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
212.199.149.78 |lsrael 147.237.72. 167 |i shurimaka. i df .i | drop First packet isn't SYN drop 34
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .il drop SAMrule drop 30
S reamng Engi ne: TCP i i ssi
37.26.147.242 |israel 147.237.0.19  |nadi matal i of . il mng Engine: 1 Invalid segnent retransmssion. Packet drop 15
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i SSi
79.183. 181. 250 |israel 147.237. 72. 166 |aka. i df . i mng thgine. 1 Invalid segment retransmssion. Packet drop 12
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
46.19. 85.5 I'srael 147.237.72. 167 |i shuri maka. i of . i mng Engine: 1 Invalid segnent retransmssion. Packet drop 12
Inval i d Retransnission dr opped.
S reaning Engi ne: TCP i i SSi
85.130. 244. 140 |israel 147.237. 72. 166 |aka. i df . i mng thgine. 1 Invalid segment retransmssion. Packet drop 12
Inval i d Retransmission dr opped.
185.32.179. 106 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Sacretransmt wWith different wndow fooo;por |12
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 8
46. 19. 85. 235 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |7
94.188.248.70 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber aert 6
S reamng Engi ne: TCP i i ssi
79.177.32.28  |israel 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransnission dr opped.
46.19. 85. 44 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber aert 6
reamn ine: T i i ssi
213.8.173.121 |israel 147. 237. 72. 166 |aka. i of . i | Streamng Engine: TP |inval id segnent retransnissi on. Packet drop 6
Inval i d Retransmission dr opped.
S ream ng Engi ne: TCP i i ssi
82.81.12. 16 I srael 147. 237. 72. 166 |aka. i of . i | M Nng Engine: 1 Invalid segnent retransmssion. Packet drop 6
Invalid Retransmission  |dropped.
31.210. 186. 147 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
94.188.248.70 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
46.19. 85. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
S reamng Engi ne: TCP i i ssi
93.172. 169. 202 |israel 147.237.72. 166 |aka. i df . i mng gl ne. 7 Invalid segment retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
95.35.132.226 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |6
S reaning Engi ne: TCP i i SSi
2.54.43.130 I'srael 147.237. 72. 167 |i shuri maka. i df . i | mng tngine- 1 Invalid segnent retransmssion. Packet drop 6
Inval i d Retransmission dr opped.
87. 69. 244. 40 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
S reaning Engi ne: TCP TCP segnent with urgent pointer (no data).
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il 9 ) Ugent data indication was stripped. Fease |aert 5
Wgent Data Enforcenent | efer 1o sk36869.
185. 3. 146. 212 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACGK nunber noni tor |5
o S reani ng Engi ne: TCP TCP segnent _V\it_h urgent poi nt_er (no data).
46. 19. 85. 205 | srael 147.237. 77. 216 |dover.idf.il Ugent data indication was stripped. Hease |drop 5
Wgent Data Enforcement | ofer to sk3sses.
) o Bl ock HTTP Non ) ) )
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 4
Conpl i ant
46.19. 85. 158 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni tor |4
46.19.86.7 I srael 147. 237.77. 226 "f"l"”ha”atz' aka.1df 1pad TOP sequence Invali d ACK nurber moni tor |4
46. 19. 85. 235 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 10 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Whi ted L Sreanming Engi ne: TCP Invalid segnent retransmission. Packet
207. 46. 13. 89 147.237.77. 234 |hal ag.idf i1 ) . dro 4
Sates ag Invalid Retransmission  |dropped. P
46. 19. 86. 64 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or
185. 3. 146. 237 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber noni t or
S reaning Engi ne: TCP i i SSi
2.54.191.225  |Israel 147.237.72. 166 |aka. i df . mng tngine- 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
188. 120. 148. 131l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber noni tor |3
62.219. 166. 249 I srael 147. 237.72. 166 [aka. i o . | Bad TCP sequence SPwAGCretransmt with different Wndow fpnior 3
S reamng Engi ne: TCP i i ssi
46.19.85.109  |israel 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
St reanmi ng Engi ne: TCP i i ssi
79.181.61. 156 |l srael 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 nvalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
37.26.148.171 | srael 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
St reanmi ng Engi ne: TCP i i ssi
46.19.85.231  |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
79.183. 208. 103 I srael 147. 237. 72. 166 |aka. i o . i mng tngine- 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
St reanmi ng Engi ne: TCP i i ssi
79.177.176.73  |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
S reamng Engi ne: TCP i i ssi
37.26.147.139  |israel 147. 237. 72. 166 |aka. i o . i mng tngine- 1 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransnission dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
S reamng Engi ne: TCP i i ssi
80. 178. 206. 222 |l srael 147. 237. 72. 166 |aka i of . i | mng Enhgine: 7 Invalid segnent retransmssion. Packet drop 3
Inval i d Retransmission dr opped.
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A tacker .
Attacker Address count ry Target Address |[Ste Signature
S reamng Engi ne: TCP i i ssi
37.26.149.226 |Israel 147. 237. 72. 166 |aka. i of . i | mng Enhgine: 7 Invalid segnent retransmssion. Packet drop
Inval i d Retransnission dr opped.
31.210. 186. 149 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.242 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Too Miny of the Sane Response Code (404) B ock 276
37.26.147.242 |Israel 147.237.0.19 |[nadi matal .idf.il|Dstributed Suspicious Response Code B ock 167
185. 32. 179. 215 |Israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 76
46.19. 85. 192 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 64
185. 32.179. 215 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 31
46.19. 86. 40 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 15
109. 253. 147. 180l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
185. 32.179. 215 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 9
46.19. 85. 147 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 8
37.26.147.146 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
46. 19. 86. 65 | sr ael 147.237.77. 176 |mat pash. i df . il  |Whauthorized LR Access to www cogat. idf.il/894-ar B ock 5
109. 66. 203. 1 I srael 147.237.77. 170 |maar achot . i df . i | |Uhaut horized URL Access to maarachot.idf.il/xnirpc. php B ock 3
149. 78. 150. 218 |l srael 147.237.77.74 |lawidf il ;jarwarzsvelr dfTYFF/\zﬁsgl-ﬁtei/th 'r;St Z;ﬁ;bader 18uckbader Search$txt Search in gy oo 3
109. 66. 203. 1 I srael 147.237.77. 170 |n@aarachot . i df . i | |Ostributed PHP Attenpt B ock 3
204.13.200.200 |United Sates [147.237.77. 216 [dover. i df .i 111 1155, 2461 nel dover. s Bock |2
149.78.94.119 [Israel 147.237.76.42 [refuah.idf.il ~ |Taarier e Molay fglgf;;ﬁ?lgﬁngszxacem' der 13txt Last Nane i n Bl ock 2
204.13.200.200 |United Sates [147.237.77. 216 [dover. i df .i 111 1155, 25636 nel dover. s Bock |2
176.12. 142. 190 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
80.246.139.75 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
37.26.149.243 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
176.12.134.13 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
95.35.171.13 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
46.117.116.43 |Israel 147.237.72.167|i shuri maka. i df . i[l11egal HITP Version B ock 1
46.19.85.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS At ack None 1
176.13.18.244 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
85.234.189.190 |[Latvia 147.237.77. 216 |dover . i df .i | Dstributed Lhaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 1
37.26.146.176 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.178.151. 148 |israel 147.237.72. 166 |aka. i df . i | mnzk":lﬁr?ﬁ;: nf;;g?:f/t;angicE:.N:is;fmhsamar$°t'33 in None 1
65.19.167.130 [United Sates |147.237.77.216|dover. i df .i | b stri buted lT:;f;ggsg?ﬂe%ﬁ‘ffsspfn Bl ock 1
213.151.36.80 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
107.178.194.79 |Uiited Sates [147.237.77.216|dover . i df .i| D stri utec ltfga;_t;géigg?ﬂe%ﬁ‘??:pﬁn Bl ock 1
90.148.217. 208 |Saudi Arabia [147.237.77.176|nat pash.idf.il |Ostributed PP Atenpt B ock 1
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . i |/ x’x™xex; Bl ock 1
37. 60. 43. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
176.12. 136. 181 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.41. 143 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
66.249.81.130 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407- he/ at al . aspx B ock 1
103. 10. 22. 34 Mongol i a 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
46.117.116.43 |[Israel 147.237.72.167|i shuri maka. i df . i|[Mal formed URL http/ 1.1 B ock 1
178.255. 215. 87 |France 147.237.77. 216 |dover. i df . i | ot 0 | 111 1155 20200 he/ kkkkkkk=e0b4577dkkkkkkk_eobas77d |5 oK !
87.68.248.177 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None
79.180.117.66 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249. 66. 186 || srael 147.237.0.34 |tikshuv.idf.il m“ttlhlfsrr"jf‘? dﬁlfcn;fjase;/oform_fr i v muser det ai | 5. aspx Bl ock 1
217.194.199. 74 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
107.178.194.83 |Wited Sates |147.237.77.216|dover. i df .i | b stri buted lT:;f;ggsg?ﬂe%ﬁ‘ffsspfn Bl ock 1
90. 148.217. 208 |Saudi Arabia [147.237.77.176 |nat pash.idf.il Unaut hori zed URL Access to www cogat . idf.il/xnrpc. php Bl ock 1
46. 19. 86. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
199. 203. 240. 37 |Israel 147.237.72. 166 |aka. i df . i | Unknown Par anet er ut m nedi umin waw aka. i df . i |/ main/ gi yus/ None 1
82.166.81.221 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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