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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3559
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 838
62.219. 165. 105 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets

drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry ‘Target Address |Site |Sgnature Devi ce Action |Oount |
36.69. 127. 249 | ndonesi a 147.237.72.166 |aka.idf.il 9221: HTTP: PUT Method Execution over HTTP/ VbDAV Bl ock 1
36. 69. 127. 249 I ndonesi a 147.237.77.216 |dover.idf.il 9221: HTTP: PUT Met hod Execution over HTTP/ VbDAV B ock 1

106. 38.241. 106 |Chi na 147.237.77.170 |maarachot.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
36.69. 127.249  |147.237.72.166 |Indonesia aka.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) 4
36.69. 127.249  |147.237.77.216 |Indonesia dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 3
36.69.127.249  |147.237.77.74  |Indonesi a lawidf.il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 3
93.174.93.181  |147.237.77.178 |Netherl ands e.matpash.idf.il |ET SCAN Potential SSH Scan 1
31.168.238.10 |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
93.174.93.181  |147.237.0.19 Net her | ands nedi matal .idf.il |JET SCAN NVAP -sS wi ndow 1024 1
2.54.139. 3 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
202.124.48.157 |147.237.8.14 Japan e.orchot.idf.il [ET SCAN NVAP -sS w ndow 3072 1
81.218.200.17  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
185.130.5.208  |147.237.77.170 mearachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.183.116. 129 |147.237.72.166 |Israel akaidf.il portscan: TGP D stributed Portscan 1
185.120. 126. 40 |147. 237. 72. 166 akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 189 147.237.72. 166 |[lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
176.13.5. 228 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
43.245.183.201 [147.237.76.176 |Japan test.ncore.idf.il |ET SCAN NVAP -f -sS 1
147.27.11.143  |147.237.72.14 |Geece dover.idf.il(old) |[ET SCAN NMVAP -sS w ndow 4096 1
135.23.221.218 |147.237.77.216 |Canada dover.idf.il portscan: TGP D stributed Portscan 1
93.174.93.181  |147.237.77.234 |Netherl ands hal ag.idf.il ET SCAN Potential SSH Scan 1
36.69.127.249  |147.237.0. 34 | ndonesi a tikshuv.idf.il  |Tehil a defacenent attenpt (-Hacked By- sent to Vb Server) 1
93.174.93.181  [147.237.77.176 |Netherl ands natpash.idf.il  [ET SCAN Potential SSH Scan 1
5.102.254. 189  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
218.104.49.211 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
84.228.46.226  |147.237.72.166 |Israel akaidf.il portscan: TGP D stributed Portscan 1
192.114.23. 211 |147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
81.218.33.195 [147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
185.130.5.208  |147.237.77.19 lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.116. 214,120 |[147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
176.13.16. 109  [147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
43.245.183. 201 [147.237.76.176 |Japan test.ncore.idf.il [ET SCAN NVAP -sS w ndow 2048 1
149.78.154.69  |147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149.243  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
147.27.11.143  |147.237.72.14 [Geece dover.idf.il(od) [ET SCAN NVAP -sS wi ndow 3072 1
36.69.127.249  |147.237.77.170 |Indonesi a mear achot .idf .il |Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 1
132. 65. 249. 203 [147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

46.19. 85. 111 | srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 111

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

62.219.235.192 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

82.166.57.226 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber moni tor |12

46. 19. 85. 152 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 9

46. 43. 96. 159 ga:lcisgi':éa” Termitoryly 47, 237. 77. 176 |ratpash. idf.il  |dr op First packet isn't SN drop 9

46. 19. 86. 222 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

66.249. 78. 254 |Lhited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.

46. 19. 85. 68 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or

46. 19. 85. 68 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or

82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

46.19.85.192  |israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.

58.9.189.201  |Thailand 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval id ACK nunber noni t or

185. 3. 146. 250 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 21 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber noni t or

reaming BEngine: TCP Invali i i ssi

82.81.17. 28 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval i d finvalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.182. 214. 162 | srael 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.

46.19. 85. 72 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval id ACK nunber alert

79.179.11.131 |israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

79.183. 116. 129 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

185. 3. 146. 250 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber alert 6

2.54.172. 211 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |6

46.19. 85. 72 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval id ACK nunber nonitor |6

85. 130. 223. 241 |Israel 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber nonitor |5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

62.219.231. 14 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46.19. 85. 52 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber nonitor |5

82. 80. 196. 44 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |4

82. 80. 196. 44 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber alert 4

reanmn ine: TCP Invali i i ssi

192. 114. 163. 184/ srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP al i d finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.195  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.183. 189. 117 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.

5.102. 254. 78 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |3

195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreaning Engine: TCP Invalid i i ssi

109. 66. 25. 206 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

46.19. 85. 51 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

5.28.174.160 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

37.26.148.242 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.176.24.102 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

84.228. 245. 109 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.

46. 19. 85. 87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

2.52.31. 37 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.

79.182.214. 162 |Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi

46.19.86.28  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

5.102. 254. 58 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

37. 46. 39. 166 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

79.176. 113. 210 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.

5.102.254.113 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or

46.19. 85. 215 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
77.127.240.83 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 47
80. 246. 137. 206 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
217.132.95.238 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 15
185.32.179.55 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 9
62.0.34. 177 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 62. 0. 34. 177 B ock 7
80.246.138.26 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
149. 78. 197. 227 |Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL Bl ock 3
109. 253. 198. 127|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212. 150. 215. 254/1 srael 147.237.77. 170 |maar achot . i df . i | |Unhaut hori zed LRL Access to maarachot.idf.il/pdf/files/7/113267. pdf  |B ock 3
2.54.33.119 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 255 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 255 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
2.52.5.70 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2. 54.181. 200 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 142. 236|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
93.173.157.38 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 2
79.179.150.32 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.102.254.199 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
69.58.178.56  |Lnited Sates |147.237.77. 216 |dover.idf. il mult ;"lriilzliiaﬁlﬁggfisn:fd of header upper | B ock 1
93.173.244.216 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.166.186.224 |Netherlands  |147.237.77.216 |dover.idf .il e L1 1155, 23650 el dover. aue B ock 1
192.118.78.57 |lIsrael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mvde None 1
37.26.147.130 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176.12.143.79 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.144. 170 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
138. 134. 102. 15 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df.il/nil net B ock 1
79.177.201.43 |lsrael 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock 1
66.249.66.191 I srael 147.237.76.42 [refuah.idf.il |05 00" g?;gg?ﬂeiidefﬁhﬁgzis on B ock 1
109. 160. 198. 231l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 1
176.13.23.208 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85.65.7.178 I srael 147.237.77.216|dover.idf . il D stributed Unauthorized URL Access on wwwvidf.il/https:/wwidf.il/ [B ock 1
79.182.121.109 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
23.235.221.158 |Wited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
175. 143. 14. 129 |Mil aysi a 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 1
114.98.230. 247 |China 147.237.77. 176 nat pash. i df .i | muigg;iﬁed‘iﬁs’;ff?ﬂ gfog' aspx! 1 ackback! Bl ock 1
107.178.194.79 |Uited Sates [147.237.77.216 |dover. i df .i | D stri butec 1T§;f2§2gi?ﬂeﬁvﬁff;p;” B ock 1
193.34.56. 101 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
37.26.147.194 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176. 13.10. 91 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.151. 84 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141.212.122. 129|United Sates |147.237.76.31 |nakchal .idf.il Miltiple Ml formed URL from 141. 212. 122. 129 Bl ock 1
79.177.201.43 [israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.i|/xmrpc. php B ock 1
66.249.73.146 I srael 147.237.77. 216 |dover . i df .i | D e e e el adover . aspx Bl ock 1
212.179. 218. 166|l srael 147.237.72. 166 |aka. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
109. 160. 198. 231 ]I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/styl el 1. he/ B ock 1
85. 65.230.215 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
46.19.86.9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 3. 146. 250 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
80. 246. 130. 188 I srael 147.237.76.31 |nakchal .idf.il i;t ;gg%‘;ﬁ’?ﬁzﬁg;iozrzgefi‘lfsjf/sm%g doc B ock 1
23.235.221.158 |lhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on www i df . i|/xmrpc. php B ock 1
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