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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3280
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 63
84.108. 251. 236 | srael 147.237.8.28 e.nobil e-ks.idf.il B ock Wp Al Nets drop 2
84.108. 251. 236 | srael 147.237.8.27 e.nadi matal .idf.il B ock_Udp Al Nets dr op 2
185. 130. 5. 201 147.237.76. 34 yohal an.i df .il B ock_Udp Al _Nets drop 1
52.91.59. 24 Lhited Sates 147.237.8. 50 e tikshuv.idf.il L4 Source or Dest Port Zero drop 1
52.91.59. 24 Lhited Sates 147.237.0. 17 mny- kosher -kravi .idf . il Invalid L4 Header Length drop 1
52.91. 59. 24 Lhited Sates 147.237. 8. 28 e.nobi | e-ks.idf.il Invalid TGP H ags dr op 1
52.91.59. 24 Lhited Sates 147.237.76. 31 nakchal .idf.il Invalid TGP H ags drop 1
52.91.59. 24 Lhited Sates 147.237.0. 19 nadi matal .idf.il Inval i d TP H ags drop 1
141.212. 122. 197 Lhited Sates 147. 237.76. 197 e. hinush.idf.il B ock Udp All _Nets drop 1
52.91.59. 24 Lhited Sates 147.237.8. 45 eeitanidf.il Invalid TGP H ags drop 1
52.90. 91. 65 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Invalid TGP H ags drop 1
54.85. 116. 185 Lhited Sates 147.237.77. 74 lawidf.il L4 Source or Dest Port Zero dr op 1
52.91.59. 24 Lhited Sates 147.237.0. 33 idf.il Invalid TGP H ags drop 1
52.91.59. 24 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il Inval i d TP H ags drop 1
52.90. 91. 65 Lhited Sates 147.237.8. 46 e. chinuch.idf.il L4 Source or Dest Port Zero drop 1
52.91.59. 24 Lhited Sates 147.237.8. 24 elifestyle.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
2.90.19. 38 Saudi Arabia 147.237.77. 216 dover.idf.il |Q91: HITP. Access to - adnin.asp B ock 14
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

59. 45.79. 117 147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 253 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
178. 169. 143. 78 |147.237.76.42 |Bilgaria refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
46.19. 85. 6 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
109. 253. 134. 217|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
5 141 212165 |147 237 828 |RuSSian o robil e ks, idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Federation Potential Scan or Brute Force

93.174.93.181 |147.237.8.24 |Netherl ands elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.182. 146 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180. 103. 154 |[147.237.77. 216 || srael dover. i df.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 78 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 13. 5. 247 147.237. 77. 216 |I srael dover. i df.il portscan: TCP D stributed Portscan 1
31.168. 85.156 [147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
95. 35. 179. 59 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.39.222. 253 147. 237. 76. 201 [Net her | ands e.aa.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 178. 195. 207 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
62.219. 115. 220 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 |China | aw f orumi of .i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
reamn ine: TCP Invali i i ssi
79. 180. 160. 128 |I srael 147, 237.76. 200 [ei tan aka i o 11 || S2M NG Engine: TP Invalid invalid segnent retransmssion drop 432
Ret ransnm ssi on Packet dropped.
46. 19. 85. 27 I srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 58
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
Sreamng Engine: TCP Invalid i i ssi
199.30.25.119 |Wited Sates 147.237.77. 234 |nal ag.i of .11 9 =g Invalid segnent retransmssion. 26
Ret ransnm ssi on Packet dropped.
46. 43. 96. 159 2;5;'2;6‘” Territory. 47, 237.77. 176 |atpash.icf.il  |dr op First packet isn't SN dr op 20
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 254 |United Sates 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 18
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.179 |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. | 18
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
81.4.163.106 |Qyprus 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 18
Ret ransn ssi on Packet dropped.
80.178.101. 40 |lsrael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 16
reamn ine: TCP Invali i i ssi
79.181.109.57 |israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 15
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.242 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 15
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54.174.203 |Israel 147 237.72. 167 | shurimaka i o i | | S N9 Engi ne: TQP alid invalid segnent retransnission drop 12
Ret ransnm ssi on Packet dropped.
85. 130. 227. 57 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor (10
84.228. 146. 198 |l srael 147.237.72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
77.127.222.4  |isradl 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. 9
Ret ransn ssi on Packet dropped.
46.19. 85. 71 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (9
reamn ine: TCP Invali i i ssi
46.19.86.32 |l srael 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 27 |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dr opped.
Pal estinian Territory, . . -
46. 43. 96. 159 Qecupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
5.102. 254. 246 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber nonitor (8
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
5.102. 254. 210 |[lsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber moni tor |7
46.19. 85. 14 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (6
46. 19. 85. 138 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
79.178.5.63 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
66.249.66.75 |lited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
46.19.85.115 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |6
85. 130. 227. 57 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
173.252.75. 113 |Lhited Sates 147.237. 72. 166 |aka. i df .i | drop First packet isn't SWN drop 6
46.19.85.146 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 76 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
Sreaming Engine: TGP Invalid i i ssi
79.179.131. 45 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
46.19.85.146 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber monitor |6
46.19. 85. 14 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.138 |lsrael 147.237. 77. 216 [dover.i df i | Bad TCP sequence Invalid ACK nunber aert 6
82.80. 144.24  |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
46.19.85.115  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
85.64. 117. 103 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
2.54.5.37 I srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 32 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber monitor 5
2.54.5.37 | srael 147. 237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor (5
2.54.5.37 | srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d sequence nunier noni t or 5
82.80.196.44 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
o SYN+tACXK retransmt wth .
2.54.5.37 I srael 147. 237. 72. 156 |aman. i df .i | Bad TCP sequence gifferent v ndow scal e monitor |5
173.252. 75. 117 |Lhited Sates 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |4
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46.19.85.179 |[Israel 147.237.72. 156 |aman.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
176.13. 17. 65 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 108
46. 19. 86. 236 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock |99
2.54.159. 163 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 41
46. 19. 86. 236 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 41
79.180. 160. 128 |l srael 147.237.76.200|ei tan. aka. i df . i | |Too Many of the Sane Response Code (404) in Session from 79.180.160.128 [Bock |38
2.90.19. 38 Saudi Arabi a|147.237.77. 216 |dover.idf . il Ml ti pl e Unaut horized URL Access from2.90. 19. 38 Bl ock 35
62.219.99.130 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
2.90.19. 38 Saudi Arabia|147.237.77. 216 |dover. i df . i | Mil tipl e Admin Bl ocking from2.90.19. 38 Bock |22
176.13.17. 65 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 22
46. 19. 86. 179 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
217.132.95. 238 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bock [6
176.12.138.78 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
213.57. 90. 90 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 3
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bock |3
109. 253. 217. 31 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
132.74.244. 161 |l srael 147.237.0.19 |nadimatal .idf.i gd?:nze;te;] .TiydrfiY/?loZE L}ogsg(l 008Cont ent M acekbl der 19t xt Gapt cha i n Bock |2
84.94. 38. 200 | srael 147.237.72.166 |aka. i df . i | mu;gri Id??idl /N:re;jhrzc::]i (333 SU\IB ht:nc:ri cat i onser vi ce. asnx/ get aut huser Bl ock 2
77.127.222. 4 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
109. 253. 207. 104/l sr ael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LR. Access to nobil e.idf.il/sachar/index Bl ock
107.178.194. 79 [J1 1 147.237. 77. 216 |dover . i df .i| [0Sl Buted H’;;_t;;;g_eﬂeﬁviﬁc_f:p;” Bock |2
79.178.128.48 |[Israel 147.237.76.31 |nakchal .idf.il |Dstributed Unhauthorized HTTP Met hod B ock
125. 46. 26. 253  |Chi na 147.237.77.233|atal .idf.il PHP Att enpt Bl ock
2.54.140. 12 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None
204.13.200. 200 [J11€ 147. 237.77. 216 |dover . i df . i | D stri bt ec 1?;;}:;;;?&%\2‘;‘??;;” Hock |2
125. 46. 26. 253  |Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/wp-adnin/adnin-aj ax. php Bl ock
66.249.78. 153 |Israel 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
176.13. 3. 38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
i ted ) ) LhauF hor i_ zed URL Access to _ o

8.37.70.96 Sates 147.237.77.216|dover.idf .i | vy i df . i | /1133- 23036- he/ dover . aspx&usg=al kj r hhnl huhbut 4uymi nfi - 71rotc |B ock 1

so0g
109. 64. 113. 121 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 1
2.52.190. 65 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
79.183.168.75 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
194.150.168.79 |Germany  [147.237.77.216 [dover.idf.il [0S Bted 1?;:};§g;§?geﬁv§°f:pﬁn Bock |1
109. 253. 159. 204 |1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
37.142. 68. 87 I srael 147.237.77. 176 |mat pash. i df . i|  |Unaut hori zed URL Access to wwn cogat.idf.il/xnirpc. php Bl ock

Illegal Byte Qode Character in Header Nve

[[#22] ] [[#30]] >A8A?[ [ #21] | A~AsAAAYAARAEA Az AEAAce )

Al Aa | Au=8A3 AVASATA® Cx» HAce5vA? UA—H [ #2] ] A'SA [ [ #29] ] E' AuP\ 9- A™
109. 66. 153. 225 |Israel 147. 237.72. 166 [aka. i df . i | ;g?;gxfg)[] fﬁ{ﬂﬁoﬂﬂﬁ%&gﬁﬁ?—? ['L\;;[E‘][ f%l_i] Ju ig]?%\/&’;éﬁ;ﬁgg’%z’\*“r Bock |1

B\ py5UA- r AVAGAT] A [ [#18]] [ [#30]] APAMAR AA-Re AAS Y[ [#3]] Ao(nK

[ [ #24] ] AE=A%05&ALA'g4XA° ALA DRASAZ] [ #0]] YT ?A—A?bU[ [ #7]] Aj NA

[ [ #18] ] AEA?ATdCA+HA?; [ [ #29] ]
176.13.15.201 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
2.90.19. 38 Saudi Arabia|147.237.77.216|dover.idf .i | Adnin Bl ocki ng Bl ock 1
91.228. 196. 139 |Pol and 147.237.77. 176 |nat pash. i df . i | [Wauthorized UR. Access to www cogat.idf.il/index. php B ock 1
66.249. 66. 136 [l srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx Bl ock 1
155.94.222. 12 |11 147.237.77.233|atal . i df . i | Wnaut hor i zed URL Access to 147.237.77. 233/ Bock |1
46.166.137.207 [Netherlands [147. 237. 7. 216 |dover i df il [DS!T1PHeC lfggfggggfﬂe%ﬁ??:pﬁ” Bock |1
125. 46. 26. 253  |China 147.237.77.233|atal .idf.il Adnin Bl ocki ng Bl ock 1
80. 246. 140. 180 |I srael 147. 237.72. 166 |aka. i df . i | \;Twax;e: f??/ﬂfv\ga‘zhjri/?;gii;r ot o zor o r e st . aspx None |1
205. 186. 139. 218 g‘ialt:g 147.237.77. 216 |dover. i df .i | Ostributed PHP At tenpt Bl ock 1
46.19.85.213  |Israel 147.237.76.42 [refuah.idf.il |50 D0 haut hori zed ﬁaﬁc‘;‘fpi on Bock |1

Unknown HTTP Request Method 9/ { MAf[[#6]] AA™ A'A c[ [ #23]] AVAY(A-A:
109. 66. 153. 225 |Israel 147.237.72. 166 [aka. i df . i | g;éﬁtﬁgg\[jl[g g&ﬁ%&;ﬁﬁ;&%ﬁ%&%ﬁﬂ[} [A;;fij ]AAaA;Q;{A*‘M A Bock |1

A ATQA?A+AYA¥pAu in URL
79.179.131.45 | srael 147.237.0.34 |tikshuv.idf.il gugl_tli%_elg'_ '4"; dhv el fwi deh Ui code Encoding on LR/ Parameter (+) from g o |y
184. 168. 200. 221 g;g: 147.237.77. 216 |dover.idf .il Ostributed PHP At tenpt Bl ock 1
176. 13. 4. 232 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
36.101.253.41 [China 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed HTTP Met hod Bock |1
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