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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3328
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 111
52.91. 186. 48 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Invalid L4 Header Length drop 1

54.85. 116. 185 Lhited Sates 147.237. 0. 33 idf.il Inval i d TP H ags dr op 1
31.223.13. 163 Tur key 147.237.76. 147 chinuch.aka.idf.il |B ock Udp All Nets drop 1

107. 150. 98. 125 Lhited Sates 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1
52.91.59. 24 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount
216. 249. 104. 246 Lhited Sates 147.237.77. 233 atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
216. 249. 102. 195 Lhited Sates 147.237.77.233 atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 1
216.249. 104. 194 Lhited Sates 147.237.77. 233 atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
216. 249. 104. 246 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select Fom 3
216. 249. 102. 195 147.237.77. 233 Wited Sates atal.idf.il SQ Injection - Select From 2
216. 249. 104. 194 147.237.77. 233 Wited Sates atal.idf.il SQ Injection - Select From 2
193. 104. 41. 54 147. 237.76. 42 Mol dova, Republic of refuah.idf.il ET SCAN Potential SSH Scan 1
109. 253. 210. 188 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
84. 229. 154. 238 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
193. 104. 41. 54 147. 237.76. 196 Mol dova, Republic of e svivaidf.il ET SCAN Potential SSH Scan 1
109. 253. 210. 203 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 66. 152. 109 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.95. 21. 74 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
193. 104. 41. 54 147. 237. 76. 198 Mol dova, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi

79.176. 177.135 | srael 147, 237.76. 200 |ei tan aka.iof. i1 || SAM NG Engine: TP Invalid — invalid segnent retransnissi on dr op 459
Ret ransni ssi on Packet dr opped.

46. 19. 85. 250 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 41

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22

46. 19. 86. 16 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 19

46. 19. 85. 70 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 16
Sreanming Engine: TCP Invalid i i ssi

81.4.163.106  |oyprus 147. 237. 72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.

31.154.174. 220 |l srael 147.237.72. 166 [aka i df .| Bad TCP sequence noni t or 11

81.218. 241. 26 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 10
Sreanmng Engine: TCP Invalid i i ssi

2.52.61.178  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.

reaming BEngine: TCP Invali i i SSi

84.95.21.74 I srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i sSi

2.54.135.191 | srael 147. 237. 72. 167 |i shuri maka i f . i 9 =9 Invalid segent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.

185. 3. 146. 208 |l srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6

31.168. 125. 237 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6

62.0.197. 105 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6

31.168. 125. 237 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 6

46. 19. 85. 117 | srael 147.237.76. 31 |nakchal .idf.il drop First packet isn't SYN drop 6

2.52.23.206 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6

. . SYNPAXK retransmit with different .

31.154.174. 220 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning Engine: TAP Invalid i i sSi

80. 246. 139. 124 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 253. 145. 1441 sr el 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i sSi

46.19.86.153  |Israel 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

185. 3. 146. 205 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or

31.168.89.106 |[lsrael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid sequence nunber noni t or

31.168.89.106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

109. 253. 151. 1251 sr ael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.

94.230.86.134 |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

195.34.150. 18 |Austria 147.237.77. 216 [dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or

46. 19. 86. 135 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or

46.19.85.128 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo o g

W ndow scal e

199. 203. 132. 2 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 4
Sreanming Engine: TCP Invalid i i ssi

46.19.85.145  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

84.110. 109. 144 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

81.218. 135. 160 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

2.52.61.42 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 3

185. 89. 217. 227 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3

31.154.174.220 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 3

2.52.23. 206 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber alert 3
Sreanmng Engine: TCP Invalid i i ssi

84. 228. 146. 214 I srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

31.154. 174. 220 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

46.19.85.226  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

109. 66. 101. 183 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

185. 89. 217. 229 147.237.77. 216 [dover. i df . i1 Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 3
Sreaning Engine: TCP Invalid i i ssi

37.26.146.173 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

46.19.85.232  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

213.8.43.89 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

2.52.61. 22 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

2.52.145.120 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 3

37.26.146.227 |lIsrael 147.237.0.19 [madimatal.idf.il[Bad TCP sequence noni t or 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
79.176.177.135 |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from Bl ock 47
79.176.177.135
37.26.146.227 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 19
DOstributed Parameter Type Mol ation on
89. 139. 8. 69 I srael 147.237.0.19 |madimatal .idf.il nadi matal .idf.il/1088-he/ neretz. aspx paraneter Bl ock 6
ct1 00$Qont ent M aceHbl der 1t xtd ty
192. 115. 177. 203|I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in LR B ock
109. 253. 202. 219|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
217.132.95.238 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
m ny- kosher - kravi . i
2.54.30.141 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 2
37.142.68.74 I srael 147.237.0.19 |madimatal .idf.il D stribut ed Suspi ci ous Response Code B ock 2
. . Paranet er Type M ol ation ct|00$Cont ent A aceHbl der 1t xt Bvai | in
46. 19. 85. 78 I srael 147.237.76.42 [refuah.idf.il vown ref Ua, atal i df i1/ 1518 he! ref uah. aspx B ock 2
109. 253. 195. 137|l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
m ny- kosher - kravi . i
176.13.21.31 | srael 147.237.0. 17 of niyl Dstributed |11 egal Paraneter Encodi ng None 2
66. 249. 66. 16 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 2
79.176.177.135 |lsrael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
176. 12. 148. 209 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 85. 226 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock 1
2.54.143. 151 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
207.46.13.184 |wnited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
79.182.161.110 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
-kosher - kravi . i i i
176.13. 21. 31 srael 147 237.0.17 m n)/ oshe a Par aneter Type \/1_ oI_aIl on ct|00$ContentH acetbl der 1$t xt Personal Id in B ock 1
df.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
157.55.39. 131 |Uited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249.73.137 |l srael 147.237.77. 216 |dover . i df . i | 147.237. 77, 216/ 1133- 19396- he/ i df gdover . aspx B ock 1
] - - D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
195. 154. 194. 111|France 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
. . Unaut hori zed URL Access to
81.218.241.26 |lsrael 147.237.77.74 |lawidf.il vw | aw i cf i 1/si p, st oragel il es/ 8 208, pe B ock 1
. . Unaut hori zed URL Access to
176. 13. 15. 33 I srael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ nai 1V sachar/ tf asi m aspx. B ock 1
46. 19. 86. 54 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
. . D stributed Lhaut hori zed URL Access on
109. 253. 203. 2251 sr ael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
94.242.246.24  |Luxenbourg |147.237.77.216 [dover.idf.il wiw i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
2.54.153. 156 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
2.52.29.127 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . . D stributed Lhaut hori zed URL Access on
180.76.15.34  |China 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
80.178.204.68 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
176.12.136. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.73.192  |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wanidf.il/error. htm B ock 1
37.26.147.165 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.33.26 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None
195. 154. 194. 111 |France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df .il/wp-1ogin. php B ock 1
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
79.177.112.27 [israel 147.237.72. 166 |aka. i df . | thknoun Paranet er __\I BEABTATEENCRYPTED i n None 1
wn aka. i df . i |/ mai n/ sachar/ mai | box. aspx
176.13.18.218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
109. 253. 210. 188]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.117.20.212 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
104.217.216. 173|Wnited Sates |147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
31.154.80.209 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed URL Access from 31. 154. 80. 209 B ock 1
2.52.146.35 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
185.32.179. 94  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
80. 246. 130. 208 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
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