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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3699
66. 249. 78. 153 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2974
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonmal y-TLS renegoti ation-Q i dest - r eset 88
82. 145, 217. 193 Eur ope 147.237. 76. 86 navy.idf.il B ock Ip V¢b In drop 15
46. 165. 216. 65 Cer many 147.237.76. 39 nobi | e. nei tav. i df.il| TGP handshake viol ation, first packet not syn |drop 9
118. 240. 23. 236 Japan 147. 237. 76. 202 e halag.idf.il B ock Wp Al _Nets drop 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

193. 106. 206. 10 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
87.197. 159. 157 147.237.77.178 9 ovaki a e. nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
196.0. 13. 26 147. 237.77. 176 Uganda mat pash. i df .i | ET SCAN Potential SSH Scan 1
87.197. 159. 157 147.237.0. 15 9 ovaki a kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 0. 13. 26 147. 237. 76. 202 Uganda e halag.idf.il ET SCAN Potential SSH Scan 1
31.19.116.8 147. 237. 76. 86 Ger many navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 0. 13. 26 147. 237. 76. 147 Uganda chi nuch. aka. i df .i| ET SCAN Potential SSH Scan 1
196. 0. 13. 26 147. 237.76. 38 Uganda eeneitav.idf.il ET SCAN Potential SSH Scan 1
196. 0. 13. 26 147. 237. 72. 156 Uganda anan. i df . il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147. 237.76. 38 eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147. 237.76. 202 Lhited Sates e.halag.idf.il ET CROP Dshiel d B ock Listed Source 1
87.197. 159. 157 147.237.77. 212 9 ovaki a e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 0. 13. 26 147. 237. 77. 226 Uganda waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
87.197. 159. 157 147. 237.8. 45 9 ovaki a eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 0. 13. 26 147.237.77.19 Uganda | awforumidf.il ET SCAN Potential SSH Scan 1
31. 168. 227. 248 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
196. 0. 13. 26 147. 237. 76. 201 Uganda eatal.idf.il ET SCAN Potential SSH Scan 1
196. 0. 13. 26 147. 237.76. 39 Uganda nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
196.0. 13. 26 147. 237.72. 217 Uganda eidf.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
104. 219. 238. 10 147.237.77. 226 waw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
94.127. 33. 68 147.237.77. 233 Sweden atal.idf.il SQ Injection - Select From 1
196. 0. 13. 26 147.237.77. 233 Uganda atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35

46.19.86.141  |[Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d ACK nunber noni t or 35

141.0.14.72 Eur ope 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 26

reamn ine: TCP Invali i i ssi

176.13.16. 235 |Israel 147.237.77. 243 |t ei o i1 |7 SAMNG Engine: TCP Invalid invalid segnent retransnission drop 18
Ret ransni ssi on Packet dropped.

185. 120. 125. 42 147.237.72. 166 |aka. i df.i | drop SAMrul e drop 15
Sreaning Engine: TQP Invalid i i ssi

66.249. 64. 250 |Uhited Sates |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.

46. 19. 85. 57 I 'srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 12

46. 19. 85. 57 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12

46.19.86.236 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 11

62.90.193. 162 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invali d sequence nunier noni t or

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop

reamn ine: TCP Invali i i ssi

46.19.85.145 |Israel 147.237.72. 167 |i shurimaka i i | ' €M NG Engine: TCP Invalid —inval i d segnent retransnissi on dr op 9
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

95.86. 124. 108 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion drop 8
Ret ransmi ssi on Packet dropped.

46.19.85.102 |Israel 147.237.77. 216 |dover . i df i | Bad TCP sequence Inval i d ACK nunber noni t or 6

212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

46. 19. 85. 57 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

31.210. 186. 149 |I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

82.81.31.80 |Israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion drop 6
Ret ransmi ssi on Packet dropped.

46. 19. 85. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

194.90.178. 37 |[Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunier noni t or 6

46. 19. 86. 38 | srael 147.237.72. 167 |i shurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 6

46.19.85.102 [Israel 147.237. 77. 216 [dover.i df i Bad TCP sequence I'nvalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

66.249. 64.172 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. dr op 6
Ret ransni ssi on Packet dropped.

157.55.39.164 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 5

66.102. 9. 54 Lhited Sates [147.237.77.176|matpash.idf.il dr op First packet isn't SN drop 5

213. 204. 101. 24 |Lebanon 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 5

46.19.85.145 [Israel 147.237.72. 167 |ishurimaka. i df.i[Bad TCP sequence Invalid ACK nunber noni t or 4

2.52.145. 26 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 4

2.52.145. 26 I 'srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.52.145. 26 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 4

195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

46. 19. 86. 69 I 'srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

84. 228. 220. 222 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

185. 27. 105. 160 |I srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransni ssi on Packet dropped.

46. 19. 85. 46 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TQP Invalid i i SSi

79. 183, 168. 183 |I srael 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

217.132. 14. 168 |I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi

77.127.14.180 |israel 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.142.125 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Bngine: TQP Invalid i i SSi

79. 176. 218. 165 |I srael 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.144.77  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi

79. 180, 249. 173 |I srael 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 64. 213. 232 |I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.

82.80.196.44 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence noni t or 3
Sreamng Engine: TCP Invalid i i ssi

79.182. 173. 125 |I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.

5.29.6.135 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi

176.13.11.151 |Israel 147. 237.77. 243 |mobi l e. i f i 9 =g Invalid segnent retransmssion. dr op 2
Ret ransni ssi on Packet dropped.

46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert

37.26.149. 232 [l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

62.128.48.42 |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.10. 137 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 140
176.13.10.137 [Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bl ock 101
176. 13. 10. 137
95. 86.124.108 |[Israel 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 85
. . . Unhaut hori zed URL Access to
176.13.11.186 |[lIsrael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 3
. . . Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1$txtd ty in
2.52.178.65 I sr ael 147.237.0.19 [nadimatal .idf.il nadi matal i df il /1088- hel ner et z. aspx B ock 3
2.54.153. 156 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock
’ . . D stributed Unauthori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
62.128. 48. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
. . . Unhaut hori zed URL Access to
2.52.178. 65 I srael 147.237.0.19 |nadimatal .idf.il naci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
46. 120. 80. 39 I srael 147.237.72. 166 |aka. i df . i | Dstributed I1legal Byte Gode Character in URL Bl ock 2
. . . D stributed Lhaut hori zed URL Access on
2.54,25. 85 I srael 147.237.77.243|nobi l e. i df . i | nobi | e.i o i 1/ cat egoryt enpl at es/ | { st chi | ddocunent s/ 1071 B ock 2
91. 199. 69. 254 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
37.26.148.144 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. . D stributed Lhaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
wawv. chanat z. aka. i d |unaut hori zed URL Access to
199.203. 174. 161 |l st ael 147.237.77. 226 f.oil vwwv chanat z. aka. i df . i1/si p_storage/ fil es/ 9/2479. ) pg Bl ock 1
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut horized LRL Access from 61. 135. 190. 200 B ock 1
. . D stributed Unhauthori zed URL Access on
46.166. 137. 197 |Netherlands  |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
2.54.130. 254 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
- . Unhaut hori zed URL Access to
81.218.241.26 |lIsrael 147.237.76.86 [navy.idf.il v navy. i df . i 1/ nages/ shar ed/ nai nbackbi g, j pg Bl ock 1
66. 249. 73. 208 | srael 147.237.77.216|dover.idf . il Lhaut hori zed LRL Access to waw idf.il/international _training B ock 1
184. 105. 247. 196|lhited Sates |[147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/text.css |B ock 1
157. 55. 39. 55 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
. . D stributed Lhaut hori zed URL Access on
94.242.246.23 |Luxenbourg |147.237.77.216|dover.idf.il v i df i | / 1133 22461- he/ dover . aspx. Bl ock 1
37.26.148.189 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
2.52.29. 127 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
80. 57. 244. 39 Netherlands  |147.237.77.216 |dover.idf.il PHP Attenpt B ock
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ 960. css  |B ock
. - D stributed Lhaut hori zed URL Access on
46.166.190. 155 |[Netherlands  [147.237.77. 216 |dover.idf.il w1 1] 1133- 22638- he/ dover . aspx. B ock 1
] . . D stributed Unauthori zed URL Access on
107.178.194.87 |lhited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . Unknown Paraneter sQpenLinkln in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ el tan prati npi rteychayal / None 1
185.32.179.94 |Israel 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
’ . . Unhaut hori zed URL Access to
157.55.39.247 |Whited Sates [147.237.76.86 [navy.idf.il W navy. i of i1/ navy/ si p. storagelfi | es/ 8 69778, xI s/ B ock 1
Unaut hori zed URL Access to
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il 147. 237. 0. 34/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. equal hei gh|Bl ock 1
ts.js
46. 19. 86. 149 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
80. 57. 244. 39 Netherlands  |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
176.13.19. 112 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
52.21.220.170 |thited States [147.237.76.86 |navy.idf.il Drectory Traversal (In WR) Bl ock 1
109. 253. 210. 188|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
82.81.31. 80 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/nai mgiyus B ock 1
2.54.174.70 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] . . Paraneter Type M ol ati on PageNumin
68.180. 228. 112 |[Whited Sates |147.237.77.216|dover.idf.il v i df i 1/1283- en/ dover . aspx B ock 1
192. 115. 177. 203]I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock
176.13.1.125 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . . . Unhaut hori zed URL Access to
61.135.190. 197 [China 147.237.0.34 |tikshuv.idf.il 147. 237. 0. 34/ sharedl ¢l i ent scri pt s/ ui / ui . dat epi cker .| s B ock 1
] . . D stributed Unhauthori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
46.19. 86. 199 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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