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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3175
109. 66. 120. 225 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Under Attack Con Htp drop 2

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon Limt Htp drop 1
71.6.167. 142 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock_ Udp All _Nets drop 1

123. 195. 141. 35 Tai wan 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1




12-24-2015-07:04:06 to 12-24-2015-08:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry

Target Address

|Site

|SlgnaIure

Devi ce Action |Oount |

123.126.113.80 [China 147.237.72.166 |aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
175.126. 165. 66 |Korea, Republic of |147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VébDAV Bl ock 1
79.134. 3. 158 Russi an Federation |(147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106  [Chi na 147.237.77.170 |maarachot.idf.il |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\

37.8.34.144  |147.237.77.216 ?Cis;iig;a” Territory | over i d. il ET SCAN NVAP -SA (2)

79.134. 3. 158 147.237. 72. 166 |Russi an Federation aka.idf.il SQ Injection - Select Fom 3

66.249.93.113 |147.237.76.86 |Wited Sates navy.idf.il ET SCAN NVAP -sA (2) 3

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3

111.73.46. 137 |147.237.76.34 |[China yohal an.idf.il ET SCAN Potential SSH Scan 1

104. 219. 238. 10 |147. 237. 76. 200 eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1

73.17.14. 46 147.237.0.17 |lhited Sates mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1

66.249. 78.158 |147.237.72.166 |Lhited Sates aka.idf.il SERVER APAO£ Apache @d_ssl non-SSLconnection to 1
SSL port denial of service attenpt

193. 105. 134. 220|147. 237. 8. 27  |Sweden e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1

59. 45. 79. 117 147. 237.76. 198 |Chi na e.yohal an.idf .il ET SCAN Potential SSH Scan 1

189. 221. 241. 253(147. 237. 77. 178 |Mexi co e. mat pash. i df .i | ET SOAN Behavi oral _uﬂusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

46. 19. 85. 95 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1

167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1

112. 196. 49. 101 |147.237.77. 234 |Indi a hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1

111.73. 46. 137  |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1

109. 253. 135. 204(147. 237. 77. 176 |I srael nat pash. i df i | EI' DOS Large arount of TGP ZeroWndow - Possi bl e 1
Nki Il er2 DDos attack

59. 45. 79. 117 147. 237.77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1

189. 221. 241. 253|147. 237. 77. 235 |Mexi co sviva.idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force

59. 45. 79. 117 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1

189. 221. 241. 253|147. 237. 77. 74 |Mexi co lawidf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

40.115.58.160 |147.237.72. 156 |Lhited Sates aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1

124.163.82.68 [147.237.76.30 |China hi nush. i df .i | ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

112.196. 49. 101 |(147.237.77. 234 |Indi a hal ag.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaming Engine: TCP Invalid i i SSi
2.52.28.170 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 429
Ret ransni ssi on Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
66.249.64.250 |Wnited Sates |147.237.77.234|nalag.idf. il 9 =g Invalid segnent retransmssion. | o 28
Ret ransm ssi on Packet dropped.
185. 120. 125. 42 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
207.241. 226. 209|Uhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop 10
r eam n ine: TCP Invali i i ssi
2. 54. 44. 86 I srael 147.237.0.19 |nadimatal .idf.il Streamng Engi ne: TCP alid Jivalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
46. 19. 85. 40 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates |147.237. 72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |[monitor |4
46.19. 85. 151 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber monitor (4
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber monitor 3
2.54.20. 159 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber monitor 3
46. 19. 85. 100 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
2.54.20. 159 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 3
Lhi ted . . -
80. 192. 220. 130 Ki ngdom 147.237.77.176 |nat pash. i df . il dr op First packet isn't SYN drop 3
46. 19. 85. 151 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert
37.46.39. 22 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
66.249.78.216 |Uited Sates |147.237.77. 243 |nobile.iof i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
195.191.52.10 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
40.77.167.21  |wited Sates |147.237.77. 243 |mbile.idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
R SYN+tACK retransnmit wth .
95.35.170. 188 |l srael 147.237. 72. 166 |aka.i df .i Bad TCP sequence di fferent vi ndow scal & monitor 3
2.54.20. 159 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 135. 123|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
199.30.25.188 |United Sates |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.54  |Wnited Sates |147.237.76. 200 |eitan. aka.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
66.249. 65.109 |Wnited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. | 2
Ret ransni ssi on Packet dropped.
213.57.238.7 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 72 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or
. s . Geo- | ocati on i nbound
61.135.190. 198 |China 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent enf or coment drop 2
195. 191. 52. 10 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 1
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i | drop First packet isn't SN drop 1
46.19. 85. 151 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
46. 19. 85. 32 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 1
2.54.159. 86 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
77.237.138. 202 gpeufjric 147.237.77. 170 |n@ar achot . i df . i | B ock HTTP Non Conpl i ant Response out of state monitor |1
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
46. 19. 86. 46 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
193.106.54.21 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 1
5.102. 254. 207 |Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
61.135.190. 197 |China 147.237.0.33 [idf.il drop drop 1
199.203.215.1 |l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
45.33.61. 138 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
2.54.34.88 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
46. 19. 86. 83 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46.19.85.71 I'srael 147.237.77. 226 [} chamatz.aka.1df |pag TGP sequence Inval i d ACK number moni tor |1
80. 246. 133. 142 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 161 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 149
. . Too Many of the Same Response Code (403) in Session from
94. 159. 156. 135 |l srael 147.237.72. 166 |aka. i df . i | 94. 159. 156. 135 B ock 96
46.19.85.161  |Israel 147.237.0.19 |madimatal .idf.i| |/°° M of the Same Response Code (404) in Session from Bl ock 67
46. 19. 85. 161
2.54. 44. 86 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 59
2.52.28.170  [israel 147.237.76. 200 |ei tan. aka. i df .| |1°0 MW of the Same Response Qode (404) in Session from Bl ock 38
2.52.28.170
176.12.138.78 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 18
85.65.214. 214 [Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 11
81.218.241.26 |[Israel 147.237.77. 216 |dover.i df . il Ml tiple Unauthori zed URL Access from 81.218. 241. 26 B ock 6
176.13.3.121 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 3
80. 246. 136. 186 [l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response CQode B ock 3
176.13.10. 137 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response ode Bl ock 2
2.54. 46. 202 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
46.19. 85. 175 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
79.180. 155. 221 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS At ack None 2
193.202.91.11 |France 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from193.202. 91. 11 B ock 2
37.26.146.255 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
’ . . O stributed Unaut hori zed URL Access on
162.221.184.64 |Wnited Sates  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46. 35. 253. 161 RJSf;;”i o 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation lang in ww i df.il/1393-en/ dover. aspx H ock 1
37.26.147.198 |[Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |Bl ock
85.130. 132. 171 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
77.237.138.202 |Czech Republic |147.237.77.170|m@arachot.idf.il [Unauthorized URL Access to / B ock 1
. . Unhaut hori zed URL Access to
66.249.64.250 |Israel 147.237.77. 234(hal ag. i df . i W | ogi stics. atal .idf.il/tenplates/shared usercontrol s/ navnenu/ Bl ock !
109. 232. 107. 116 RJSf;;”i o 147.237.0.34 |ti kshuv.idf.il Parameter Type Vol ation catld in wwtikshuv.idf.il/site/general . aspx |B ock 1
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237. 77. 233/ 1234- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
176.12.137.183 |[Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 20387- he/ dover . aspx Bl ock 1
. ] Distributed Lhaut hori zed URL Access on
46.166. 190. 144 |Nether| ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
37.142.64.35 I srael 147.237.77.234|hal ag.i df . i | PHP Attenpt B ock 1
Russi an . . Uhaut hori zed Met hod PCST for
79.134. 3. 158 er ati on 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ i n/ dr ushi i i nf o, aspx Bl ock 1
. . Unknown Paraneter 4d9c6f40 in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx None 1
188.138.1.218 |Germany 147.237.77. 170 |maarachot . i df . i| [Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
155.94.222.12 |lhited Sates  |147.237.77.19 |lawforumidf.il |Wauthorized URL Access to 147.237.77.19/ B ock 1
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df.il/images/ 1. he/ back. png B ock 1
2.54.141.101 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.243.173. 24 RJSIS;;ni o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wanidf.il/nazi' a=0 B ock 1
37.142.64.35 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to ww | ogistics.atal.idf.il/xnrpc. php B ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
79.178.152. 205 |l srael 147.237.76.86 [navy.idf.il vow navy. i of i 1/si p storagel il es/ 8 si 2338x0/ 1668, | pg B ock 1
2.52.28.170 | srael 147.237.76.200|ei tan. aka. i df .i| |[Too Many 404: Response Code per Session B ock 1
. . Unaut hori zed URL Access to
66.249.73.137 |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 7. 216/ 1133- 19916- he/ i df gdover . aspx Bl ock 1
193.202.91.11 |France 147.237.72.166 |aka. i df . i | llegal Byte Cde Qaracter in URL [nain/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
157. 55. 39. 54 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/kanar/sitemap B ock 1
46. 35. 253. 161 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin www i df.il/1393-en/ dover. aspx |B ock 1
2.54.160. 174 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
84.110.37.147 |[israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
. . S Untraceabl e Gonnection - Protocol violation
66.249.78.158 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
61.135.190.69 [China 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
41.182.252.102 |Nanibia 147.237.77. 216 |dover. i df . il Lhaut hori zed URL Access to waw idf.il/anan B ock 1
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