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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3148
66. 249. 64. 186 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 64
128. 74. 49. 245 Russi an Federati on 147.237.76. 86 navy.idf.il |Block Udp All Nets

drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

23.91.70.77 Lhited Sates 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

|Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
23.91.70.77 147.237. 72. 166 Lhited Sates aka.idf.il QA Injection - Select From 3
46.151. 52. 16 147.237.77. 233 krai ne atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 115. 58. 160 147. 237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 74. 68. 35 147.237.0. 34 I'ndi a tikshuv.idf.il ET SCAN Potential SSH Scan 1
182. 74. 68. 35 147.237.0. 19 Indi a nadi matal .idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147. 237.0. 35 Net her | ands akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
77.241.83. 142 147.237.77.19 Bel gi um | awforumidf.il ET SCAN Potential VNC Scan 5900- 5920 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
31.19.116.8 147. 237.76. 30 Ger many hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.0. 16 Sweden ny- kosher - kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
182. 74. 68. 35 147. 237.0. 33 Indi a idf.il ET SCAN Potential SSH Scan 1
182.74.68. 35 147.237.0. 16 I ndi a ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
87.197. 159. 157 147.237.72. 14 S ovakia dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 215 I srael 147.237.72.167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 34
207.241. 226. 209|hited Sates |[147.237.77.74 |lawidf.il drop SAMrul e drop 18
46. 19. 86. 38 | srael 147.237.72.167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 14
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HITP Non Conpl i ant Failed to hand e connection data  |nonitor
46.19. 85. 133 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
79.183. 146. 193 I srael 147.237.72. 166 |aka i f . Streamng Engine: TCP Invalid invalid segnent retramsmssion. |, o) 3
Ret r ansni ssi on Packet dr opped.
109.67.7.173  [israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
62. 219. 235. 135 |Israel 147.237.72. 166 |aka i f . Streamng Engine: TCP Invalid invalid segnent retramsmssion. |, o) 3
Ret r ansni ssi on Packet dr opped.
199.30.24.103 |wnited Sates [147.237.72. 166 |aka.idf. il Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
128.127.107.81 [Netherlands  |147.237.72. 166 |aka i df .i | Streamng Engine: TCP Invalid invalid segnent retramsmssion. |, o) 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 133 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber alert
23.29.122.222 |Uhited Sates |[147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor
172.56.19.145 |UWited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence mﬁsg reansrf“ wehdifferent | onitor |2
54.224.149.230 |Whited Sates |[147.237.77.216|dover.idf.il drop SAMrul e drop
46.19.85.171 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.168. 140 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert
46.117.123.34 |Israel 147.237.77. 243 |nobi l e.i df .| Stream ng Engl ne: TP Invalid finvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
2.54.168. 140 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
66.249.64. 169 [Uited Sates [147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid Jinvalid segnent retransmssion. dr op 2
Ret r ansni ssi on Packet dr opped.
2.54.168. 140 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
54.151.42. 39 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 2
210. 44.144.55 |China 147.237.8.27 |e.madimatal .idf.i|Geo-| ocation enforcenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
79.177.36.233 [Israel 147.237. 72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
54.196.208. 206 [Lhited Sates [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 1
84.108. 120. 110 |(Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
73.194.189. 221 [Lhited Sates [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 1
46.19. 86. 117 | srael 147.237.72.167 |ishurimaka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 1
24.218.80. 94 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105. 139. 108|lhited Sates |147.237.76.198|e.ychalan.idf.il |[Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
198. 20. 69. 74 Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
73.194.189.221 (thited Sates |[147.237.77.216 [dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
213.57.128.150 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mg?\f;c: ;ansm't wthdifferent | onitor |1
184. 105. 247. 223|lhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
84.108. 120. 110 |Israel 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence I'nvali d ACK nunber aert 1
73.194.189.221 |Wited Sates |[147.237.77.216|dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
50.87.113.190 |thited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |noni tor 1
216.218.206. 112|lhited Sates [147.237.76.44 le.refuah.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
42.62.74.76 Chi na 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 1
184. 105. 247. 251 |hited Sates [147.237.0.33 [idf.il drop drop 1
84.108. 120. 110 |Israel 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 23 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.52 Lhited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
184. 105. 247. 251 |Uhited Sates [147.237.76.199|e.nakchal .idf.il [Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
84.108.120. 110 [lIsrael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber alert 1
66. 249. 69. 18 I sr ael 147.237.0.33  [idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
. . Too Many of the Sane Response Gode (403) in Session from
94. 159. 156. 135 |l srael 147.237.72. 166 |aka. i df . i | 94. 159. 156. 135 B ock 92
m ny- kosher - kr avi . i _ _
109. 253. 218. 166l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 4
128.127.107.81 |Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock
2.54.51.112 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 2
Unhaut hori zed Met hod GPTI ONS for
84. 94. 38. 200 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai i/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut h |Bl ock 2
user
} . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |Uhited Sates 147.237.77.216|dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 2
85. 65. 39. 195 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 2
. . . D stributed Unaut hori zed URL Access on
66. 249. 66. 16 I srael 147.237.76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i 1 /404 htm B ock 2
: . . D stributed Unaut hori zed URL Access on
173.254.216.68 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- hel dover . aspx. Bl ock 1
54.154. 209. 228 |lhited Sates 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 1
. . D stributed Unaut hori zed URL Access on
109. 201. 154. 130Nt her | ands 147.237.77. 216 |dover . i df . i | v i dff i | / 1133- 22461- he/ dover . aspx. Bl ock 1
. . . Uhaut hori zed URL Access to
86.182.180. 80 |United Ki ngdom 147.237.77. 176 [mat pash. i df . i | wiw cogat i df .i1/si p. st oragel i | es/ 6/ 4616, j pg Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 183  |lIsrael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
: . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
. . D stributed Unaut hori zed URL Access on
37.48.74. 44 Net her | ands 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
: . . Uhaut hori zed URL Access to
157.55.39.5 Lhited Sates 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 15512- he/ dover . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
94.242.246.24 |Luxenbour g 147.237.77.216|dover.i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79.181. 101. 238 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . Uhaut hori zed URL Access to
176. 12. 144. 230 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css B ock 1
. . . Uhaut hori zed URL Access to
54.154.209. 228 [Wited Sates 147.237.72. 166 [aka. i df . i | aka. i df i1 /vp-incl udes/ si npl epi e/ t here-opt i ons. php Bl ock 1
. . Mil tiple Untraceabl e SSL Sessi ons from 94. 159. 156. 135
94. 159. 156. 135 |l srael 147.237.72. 166 |aka. i df . i | (Protocol viol ation (SSL QONN CLI ENT FIN SH) None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
37.205. 0. 65 Tur key 147.237.72. 166 |aka. i df . i | MBSQ Dota Retrieval with Inplicit  Qonversion Erors None
157.55.39.6 Lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock
: . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i | / 1133 22461- hel dover . aspx. Bl ock 1
80. 246. 137. 144 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
176. 13. 16. 225 | srael 147. 237.72. 166 |aka. i df . i | MJ!tI pl e htraceabl e SSL Sessions from176. 13. 16. 225 None 1
(sigal gs DoS Attack)
m ny- kosher - kr avi . i
61. 135. 190. 200 |China 147.237.0. 17 of rriyl Unhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
31.168.27.19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
118. 160. 130. 149|Tai wan 147.237.77.216|dover. i df . il PHP At tenpt B ock
. . S3. Whtraceabl e Gnnection - Protocol violation
94. 159. 156. 135 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OOAN QLI ENT FI N SH) None 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
: . . D stributed Unaut hori zed URL Access on
208.184.112. 74 |lhited Sates 147.237.77.216|dover. i df . il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
157.55.39. 131 |tited Sates 147.237.77. 216 |dover. i df .i | Uhaut hor i zed LR Access to B ock 1
viwy i df . i | /atal 1/i zkor/ vi ew i ng. asp
37.205. 0. 65 Tur key 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from37.205.0.65 B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.83 [Whited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
176. 58. 70. 244 (F;ajcis;i':('ja” Territory 47, 237. 77. 216 |dover. i df . i | Uhaut hori zed LR Access to wawidf.il/ar/" B ock 1
. . Uhaut hori zed URL Access to
66.249.64. 163  |Israel 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
31.168.79.187 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
118. 160. 130. 149|Tai wan 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
94.159. 156. 135 |[lIsrael 147.237.72. 166 [aka. i df . i | Too Many 403: Response Code per Session B ock 1
: . . D stributed Unaut hori zed URL Access on
68.180.228.175 |lhited Sates 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ robot 5. t xt B ock 1
: . . D stributed Unaut hori zed URL Access on
157.55.39.137 |lhited Sates 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ robot s. txt B ock 1
. . . Unhaut hori zed Met hod GET for
40. 77. 167. 20 Lhited Sates 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ turi n asp/ sear chr esul ts. asp B ock 1
188.138.1.218 |Germany 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ B ock 1
. . Mitiple Illegal Byte (de Character in URL from
31.168.79.187 |[lIsrael 147.237.72. 166 |aka. i df . i | 31.168. 79. 187 B ock 1
79.177.36.233 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
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