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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3209
169. 54. 233. 119 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock_Udp All _Nets drop 1
37.72.170. 133 Net her | ands 147.237.76. 44 e.refuah.idf.il ock Np Al Net drop 1

115. 239. 228. 10 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il Frk Puple Gn Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 84. 69 147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
176.13.21.78 147.237.0.17 |Israel mny-kosher-kravi .idf.il [GPL SCAN nmap TCP 2
77.241.83.142 |147.237.0.15 |Bel gium kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
42,48, 101 95 147 237 77 297\ na o haraz. i f il ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40.115.58.160 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 207 |147.237.77.170 naar achot . i df .i | ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 77. 243 [Tur key nobi | e.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 235. 254. 181|147. 237. 77. 243 |Tur key nobi | e.idf.il ET SCAN NVAP -f -sS 1
87.197.159. 157 |147.237.76. 200 |9 ovaki a eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.115.58. 160 [147.237.77.226|Uited Sates [ww chamatz.aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
202.124.48. 157 |147.237.72. 166 |Japan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189, 192, 10. 229 1147 237 76.34 M co yohal an.i df. i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237. 77. 243 [Tur key nobi | e.idf.il ET SCAN NVAP -sS w ndow 2048 1
91.201.236. 114 [147.237.8.14 |Wkraine e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 36
207.241.226. 209|lnited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 86. 171 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
199.101.187.33 |Wited Sates [147.237.77.233(atal .idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |5
Sreaning Engine: TGP Invalid i i ssi
213.57.241.183 | srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
207. 46.13. 0 Wited Sates  |147.237.76.86 |nawy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 163 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
Streamng Engine: TCP Inval i d|invalid segnent retransnission
133.19.169.2  [Japan 147. 237. 72. 156 |anan. i df . | > " |dro 4
Ret r ansni ssi on Packet dropped. P
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreaning BEngine: TQP Invalid i i SSi
40.77.167.54  |wited Sates |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39.181 |Wited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
199.30.24.42  |Uited Sates  |147.237.76. 200 |ei tan. aka.idf . 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
141.212.122. 215|wnited Sates  [147.237.8.50 e tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
176.13.21.78  [Israel 147.237.0.17 [V kosher-kravi-1d |pag TGP sequence Inval i d ACK number alert 1
109. 186. 129. 58 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
149.78.191. 126 |l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber aert
216.218.206. 120|nited Sates |147.237.76.34 |[yohalan.idf.il dr op drop
176.13.21.78  |Israel 147.237.0.17 P”inly'kOSher'kraV"'d Bad TCP sequence Inval i d ACK nunber moni tor |1
2.54.13.126 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber noni t or
149.78.191. 126 |Israel 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or
Russi an R SYNtACXK retransmt wth .
141.8.132.78 eration 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
. s . Geo- | ocati on i nbound
210. 44.144.55 |China 147.237.76. 201 [e.atal .idf.il CGeo- | ocat i on enf or cenent enf or cenent drop 1
74.82.47.16 Lhited Sates [147.237.0.35 |akaws.idf.il drop drop 1
141.212.122. 214|Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
176.13.21.78 I sr ael 147.237.0.15  |kosher-kravi.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
74.82.47.28 Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
199.101.187.33 |Lhited Sates [147.237.77.233|atal .idf.il Suspi ci ous Response Code B ock 5
m ny- kosher-kravi .id , .
176.13. 6. 185 | srael 147.237.0. 17 fil Mil tiple Illegal Paraneter Encoding from176.13.6. 185 None 5
109. 253. 212. 182|l sr ael 147.237.0.19 |nadi matal .idf.il Suspi ci ous Response Code Bl ock 3
: . ; ; Dstributed Lhauthorized URL Access on
199. 30. 25. 31 Uhited Sates |147.237.76. 147 |chi nuch. aka. i df .il ot chi nuch. aka. i df i 1 /404 htm B ock 2
66.249.73.192 |[Israel 147.237.77.216|dover.idf . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 73. 192 Bl ock 2
m ny- kosher-kravi .id
46. 117. 164. 60 | srael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 2
: . . . Uhaut hori zed URL Access to
68.180.228.162 |lLhited Sates [147.237.76.200|eitan. aka.idf.il eitan. aka. i df i |/t enpl at es/ shared user cont rol s/ header upper/ Bl ock 1
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |thited Sates |147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 24 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or age/ fi | es/ 5/ 1695, pdf Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
: . . Unknown Paraneter 4f9c0c80 in
40.77. 167. 20 Uhited Sates |147.237.72.166|aka.idf.il v aka i df i 1/ mai n/ home/ def aul t . aspx None 1
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |thited Sates |147.237.77.216|dover.idf.i| v i dff i | / 1133 22638- hel dover . aspx. B ock 1
157. 55. 39. 54 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter catid in aka.idf.il/nain/drushinifag. aspx None
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
: ; ; D stributed ULhauthorized URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.i | v i dff . i |/ 1133- 22638- hel dover . aspx. B ock 1
40.77.167. 20 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/chanatz/klali/default.asp  |None 1
m ny- kosher-kravi .id i i
176.13.6.185  [Israel 147.237.0. 17 y llegal Paraneter Encoding rnd in . None 1
f.oil mny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
: . . D stributed Lhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.i| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
: . . . Uhaut hori zed URL Access to
40.77.167. 61 Lhited Sates |147.237.0.34 [tikshuv.idf.il v ti kshuv. i cf i 1/t enpl at es/ gener al / Bl ock 1
68.180.228. 112 |tited Sates |147.237.77.216|dover.idf.il Parameter Type Mol ation PageNimin B ock 1
ww i df . i | /1806- he/ dover . aspx
: . . D stributed Lhauthori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
} . . DO stributed Unaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.i| v i dff i | / 1133 22638- hel dover . aspx. B ock 1
176.13.16. 225 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
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