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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3653

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Purple Gon Limt Htp drop 1

177.89. 129.7 Brazil 147.237.76. 197 e. hinush.idf.il Bl ock Udp All Nets drop 1

115. 239. 228. 10 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack GCon Htp drop 1

202.65. 112. 163 | ndonesi a 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1

177.89. 129.7 Brazil 147.237.76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185.130. 5. 207  [147.237.8.45 eetanidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248.172.27 |147.237.77.216|Netherlands  |dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.248.172.27 |[147.237.0.15 |[Netherlands kosher -kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
220. 231. 195. 122|147. 237. 76. 34 |Chi na yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
87.197.159. 157 [147.237.77.212 |9 ovakia e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 200. 188. 213|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
218. 200. 188. 213|147.237.0.16 |China ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
185.130. 5. 207  |147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 207  [147. 237. 0. 200 . i df i | ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237.76.39 |lkraine nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
89.248.172.27 |147.237.0.35 |Netherlands |akavs.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
220.231.195. 122|147. 237. 76. 34 |China yohal an. i df .i| ET SCAN NMAP -sS wi ndow 2048 1
87.197.159. 157 [147.237.77.227 | ovaki a e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 76. 34 |China yohal an. i df .il ET SCAN NVAP -f -sS 1
31.19.116.8 147. 237.76. 44 |Ger many e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 200. 188. 213|147.237.0.17 |China mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
201.172.98.200 |(147.237.76.34 [Mexico yohal an. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
185. 130. 5. 207  |147.237.77.19 | awforumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
) . Bl ock HTTP Non ) ) )
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 4
Conpl i ant
90.42.137.169 |France 147.237.72.14 |dover.idf.il (o d) |drop SAMrule drop
91.200. 12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Geo-1 ocati on
141.212.122. 208|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
24.187.61.173 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
) o Geo-1 ocati on o
184. 105. 247. 215|lhited Sates 147.237.77.212 |e.dover.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
Geo-1 ocation
141.212.122.209|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
46. 19. 86. 25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
Bl ock HTTP Non
204.152. 209. 103|lhited Sates 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 1
Conpl i ant
o Bl ock HTTP Non . ) .
130. 193.224.88 |lrag 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 1
Conpl i ant
184. 105. 247. 203|Lhited Sates 147.237. 76. 148 |gocenter. aka. i of . i |dr op drop 1
i . Bl ock HTTP Non ) ) )
74.6.254. 127 Lhited Sates 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data noni t or 1
Conpl i ant
Geo-1 ocati on
210. 44.144.55 |China 147.237. 76. 198 |e. yohal an.i df .i | Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
Russi an s SYNFACK retransmit with different .
141.8.132.78 Fedor ot i on 147.237. 77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e noni t or 1
Geo-1 ocati on
184. 105. 247. 204|lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
74.82.47. 30 Lhited Sates 147.237.76.34 |yoha an.idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 66 I srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 47
108. 92. 24. 17 Lhited Sates |147.237.72. 156 |anman. i df .i | Suspi ci ous Response Code B ock 3
157.55.39. 174 |Uited Sates [147.237.76.147|chi nuch. aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
66.249.73.192 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66.249. 73. 192 B ock 2
66. 249. 66. 32 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
. . . D stributed Lhaut hori zed URL Access on
66. 249. 66. 16 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | o chi nuch. aka, i df . i1/404. htm B ock 2
46.19. 85. 134 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 2
66.249.73.146 |[Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover. aspx |Bl ock
. . O stributed Unaut hori zed URL Access on
46.166.137.205 |Netherlands |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
192.227.230. 48 |lhited Sates [147.237.77.216|dover.idf.il waw i df . i 1/ 1503- en/ dover . aspx/ rk=0/ r s=chwr 8. el k_gt geyxyl 3ay6ps |B ock 1
uj o
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[Lhited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . O stributed Unaut hori zed URL Access on
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
41.203. 18. 90 South Africa |[147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on www i df . il /xmrpc. php B ock 1
203.215.123. 167|milippines  [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
. . D stributed Lhaut hori zed URL Access on
46.166. 190. 162 |Netherlands  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
199.59. 148. 209 |Wited Sates |[147.237.77.216|dover.idf.il v i1/ p storagelfi1 s/ 5/ si ze220x0/ 17765. | pg B ock 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
waw. chamat z. aka. i d [unaut hori zed URL Access to
45.55.65.69 147.237.77. 226 foil wwv chanat z. aka. i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
178.62.82.172 |wnited Sates |147.237.77.216(|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
66.249.73.192 [Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/anan Bl ock 1
Unaut hori zed URL Access to
66.249. 64. 250 [Israel 147.237.77.234|hal ag. i df . i | waw | ogi stics.atal.idf.il/tenpl ates/shared/ usercontrol s/ navienu/ und [Bl ock 1
efi ned
201. 229. 120. 247|Ar uba 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 1
66. 249. 69. 77 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hor i zed UR. Access to ww cogat . idf.il/894-ar B ock 1
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
_ ny- kosher - kravi . i df . _
184. 105. 139. 67 |lhited Sates |147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
. - Unhaut hori zed URL Access to
66. 249.78.97 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
201. 229. 120. 247|Ar uba 147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on www i df . il /xmrpc. php B ock 1
157. 55. 39. 54 Lhited Sates [147.237.76.147|chi nuch. aka.idf.il Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm Bl ock 1
66.249.73.137 |l srael 147.237.77. 216 |dover. i df .i | Distributed Waut horized URL Access on 147.237.77. 216/ B ock 1
216.218.206. 66 |Lhited Sates |[147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
Unaut hori zed URL Access to
192, 77.247.218 |United Sates |147.237.77.216|dover.idf .il waw i df . i |/ 1283-19186- en/ dover . aspx/ r k=0/ r s=ko8z50assl | 6. vvOu |Bl ock 1
dl end37or g-
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.idf.i |l Uhaut hori zed LR Access to wan i df.il/newsitelenglish Bl ock 1
66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/ robots. t xt B ock 1
203.215.123. 167|milippines  [147.237.77.74 |lawidf.il PHP Att enpt B ock 1
41. 203. 18. 90 South Africa |[147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 1
] . . Unaut hori zed URL Access to
157.55.39. 131 |lhited Sates |147.237.77.216|dover.idf .il vow i df i |/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
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