12-24-2015-03:04:06 to 12-24-2015-04:04:06

@
1"PT SwNn [ )

gov IDF Under Attack

www.gov.il

Daily Report

|Top Targets |

1, 600"

Nunber
(6] 400+
At acks

Top Tar get

[Top Attackers |

M dover.idf.il

M aka.idf.il

M dover.idf.il(old)

M navy.idf.il

M refuah.idf.il

M e.yohal an.i df .i |

e refuah.idf.il

M e dover.idf.il
nakchal .idf.il

M ggcenter. aka. i df . i

1, 600+

800-

Nunber .
G o

At t acks 4007

) Q © O v 42
o S A N SR
2 2 3% D (3 X o3 ©°
N v © P W
N A S

Top Attackers

M 167. 114. 156. 16
41.33.231.90
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M 79. 179. 129. 70
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I 207. 241. 226. 209
M 66. 249. 64. 172
68. 180. 228. 112
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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3105
66. 249. 78. 9 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 71
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
52.1.90.117 Lhited Sates 147.237.77.216  |dover.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4

66.249.78.146  [147.237.72.166|Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2

66.249.78.254  [147.237.72.166|Whited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2

91.201.236. 113 [147.237.72.14 |lkraine dover.idf.il (ol d) ET DRCP Spanhaus DRCP Listed Traffic | nbound 1

85, 110, 254, 1 147.237.76.30 |Turkey i sh i df i | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

73.17. 14. 46 147.237.0.15 |hited Sates |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1

201 173. 196. 237|147, 237 72. 156 Ivexi co avanidf il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

46.151.52. 16 147. 237. 76. 198 |Wkr ai ne e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1

185. 130. 5. 207  |147. 237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1

175 169. 231 1061147, 237 76. 86 |chi na navy. i df il ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

134.213.133.4 |147.237.76. 198 E?ir:;gom e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1

91.201. 236. 113 [147.237.72.14 |Wraine dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1

89. 248. 167. 162 |147. 237. 77. 176 |Net her | ands nat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1

77.241.83.142 |147.237.0.16 |Bel gium ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1

. - ET SCAN Behavi oral Uusual |y fast inbound Tel net Gonnecti ons,

201. 173. 196. 237|147. 237. 72. 217 |Mexi co e.idf.il . 1
Potential Scan or Brute Force

201. 173. 196. 237|147. 237. 72. 14 |Mexi co dover.idf.il (ol d) BT SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force

. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port

66.249. 66. 185 |147.237.72.166 |Uhited Sates |aka. idf.il ) . 1
deni al of service attenpt

185.130.5.207 |147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1

185.130. 5. 207 |147.237.72.14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1

134.213.133.4 |147.237.76.198 LK?i;gegom e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1

19117 183. 82 |147. 237 0.19 |ani na vadimatal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.117.93.209 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert
46.117. 93. 209 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or
79.179.129.70 | srael 147.237.72. 166 |aka. i df .i Streamng Engine: TCP Invalid invalid segnent retransmssion. |y 6
Ret r ansm ssi on Packet dr opped.
66.249.64.172 |Uited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnission. drop 4
Ret r ansni ssi on Packet dr opped.
207.241.226.209|lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
46.19.86.228  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TGP Ivalid finvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
90. 42. 137.169 |Fance 147.237.72. 14 |dover.idf.il (o d) |drop SAMrul e drop 3
185. 3. 146. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
46. 19. 85. 21 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141.212. 122. 208|United Sates |[147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
141.212.122. 217|hited Sates |[147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cement Geo-1 ocation i nbound enf or cenent |drop 1
82. 39. 136. 47 zi;gegom 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 119|Uhited Sates |[147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
141.212.122. 209|Uhited Sates |[147.237.76.44 |e.refuah.idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
70.210. 210. 155 |[thited Sates |[147.237.77.216 [dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
85. 65. 91. 212 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber aert 1
185. 3. 146. 211 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 216|hited Sates [147.237. 76. 148 [gacenter. aka i of . i |dr op drop 1
74.82.47.14 Lhited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
5.102. 254. 233 [l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 54. 233. 125 |Net herl ands 147.237.72. 14 |dover.idf.il (ol d) |drop First packet isn't SYN drop 1
85. 65. 91. 212 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 1
141.212. 122. 216|lnited Sates [147.237.77.212 |e.dover.idf.il Geo- | ocati on enf or cenment Geo- 1 ocati on i nbound enf or cenent |dr op 1
169. 54. 233. 125 |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
54.176.195.13 [Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
141.212.122. 217|nited Sates [147.237. 76. 148 [gacenter. aka. i of . i |dr op drop 1
82. 39. 136. 47 LK?ir:gegom 147.237. 77. 216 |dover.i df i | Bad TCP sequence Invalid ACK nunber aert 1
169. 54. 233. 125 |Net herl ands 147.237.77.235|sviva.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
173.3.180.109 |United Sates [147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46.117.93.209 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66.249.78.111 |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp B ock 1
46.117.93.209 |[Israel 147.237.77.216|dover. i df . i | |Wauthorized URL Access to waw idf.il/hinush/sitelhe/ hi nush. asp Bl ock 1
] . . |Dstributed Lhaut hori zed URL Access on
204.13.200. 200 [Lhited Sates  |147.237.77. 216 (dover. i df . i1 [~ 5 |/ 1133. 22638- he/ dover . aspx. Bl ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194. 83 |Whited Sates [147.237.77.216|dover.i df.i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.228. 112 [Lhited Sates [147.237.77.216|dover.idf.i| [Uhauthorized URL Access to waw i df.il/hebrew organi zati on/ parat r oopers B ock 1
66. 249. 66. 185 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Protocol violation (SSL_GONN CLIENT_HALLOQ  [None 1
. . Unhaut hori zed URL Access to
178. 255. 215. 87 [France 147.237.77. 216 |dover . i df . i | Vi df i1/ 1527- en/ kkkkkkk=d436c058kkkkkkk_d436c058 B ock 1
87.237. 210. 146 |Sweden 147.237.77.216|dover.idf .i| |DOstributed PHP Attenpt B ock 1
66.249.78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka.idf.il/smalindhtm/4. asp Bl ock
66.249.64.181 |Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwwy | aw i df . il /webservi ces/ wscity. asnx B ock
] . . |Dstributed Lhaut hori zed URL Access on
208.184.112. 74 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194. 83 |Wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 1
68.180. 230. 244 |Lnited Sates [147.237.77.233|atal .idf.i|l |Unauthorized URL Access to 147.237.77.233/robots. txt B ock 1
66. 249. 73. 146 |l srael 147.237.77.216|dover. i df . i | |Unauthorized URL Access to 147.237.77.216/ 1133- 18463- he/ dover. aspx |B ock 1
. . . (|Waut hori zed URL Access to
2.54.20.201 I'srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock !
185. 17. 180. 46 Ei“'rfgegom 147.237.72.166|aka. i df .il  [Distributed PHP Attenpt B ock 1
87.237. 210. 146 |Sweden 147.237.77.216|dover. i df .i| |Unauthorized URL Access to waw idf.il/xmrpc. php Bl ock 1
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | D stributed Uaut hori zed URL Access on 147.237. 72. 166/ robot s. t xt B ock
66.249.66.28 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock
] . . |Dstributed Lhaut horized URL Access on
208.184.112. 74 [Uhited Sates  |147.237.77. 216 (dover. i df . i1 [~ & |/ 1133. 22638- he/ dover . aspx. Bl ock 1
. . |Dstributed Lhaut hori zed URL Access on
77.40.129.123 |Nor way 147.237.77.216|dover.i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249.73.208 |l srael 147.237.77.216|dover. i df .i| |[Unauthorized URL Access to ww i df.il/894-en/idf gdover. aspx Bl ock 1
40.77.167.54 |lhited Sates |147.237.76.86 [navy.idf.il [lhauthorized URL Access to navy.idf.il/tenpl ates/tal king fromfiel d/ B ock 1
185. 17. 180. 46 Lk?lntgegom 147.237.72. 166 [aka. i df . i | D stributed Lhauthorized URL Access on waw aka. i df .i|/xnrpc. php B ock 1
] . . |Dstributed Lhaut hori zed URL Access on
107.178.194. 79 |Whited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover.idf.i| |Miltiple Wauthorized URL Access from 68.180. 228. 112 B ock 1
66. 249. 66. 139 |l srael 147.237.76.31 |nakchal .idf.i|Miltiple Unauthorized URL Access from 66. 249. 66. 139 B ock 1
173.252.73.97 |wited Sates [147.237.72.166|aka.idf .il Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
. . O stributed Unaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77. 216 |dover . idf . il | o & T 1135 29638- hel dover aspx. Bl ock 1
66.249.78.97 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on 147.237.72. 166/ robot s. t xt B ock 1
. . . |Dstributed Lhaut hori zed URL Access on
204.13.200. 200 [Uhited States  |147.237.77.216|dover.idf . il [ o 115 5ou61 hes dover . aspx. Bl ock 1
] . . |Dstributed Lhaut horized URL Access on
107.178.194.79 [Lhited States  [147.237.77. 216 (dover. i df . i1 |~ & |/ 1133. 22638- he/ dover . aspx. Bl ock 1
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.i| [Paraneter Type Miol ation PageNumin www i df.il/1399-en/ dover. aspx B ock 1
. .|Uhaut hori zed URL Access to
66.249. 66. 139 I srael 147.237.76.31 [nakchal . i df .| ww nakhal . i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
178. 128. 156. 60 |G eece 147.237.77.216|dover. i df .i| |Unauthorized URL Access to wawidf.il/sip storagelfiles/2/4912. png B ock 1
79.179.129.70 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/main/giyus/ defaul t. aspx/ Bl ock 1
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