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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3144




12-24-2015-02:04:03 to 12-24-2015-03:04:03

|Top Attackers In IPS|
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
89. 248. 167. 162 |147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 162 [147.237.76.176|Netherlands  [test.ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.248. 167. 162 |147.237.76.39 [Netherl ands nobi le.neitav.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
89.248.167.162 [147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
201 172, 184. 1911147 237 814 |hexi co o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45, 32. 68. 132 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
189, 49. 57 81 147 237 8.28  |mrasil o robil eks. idf | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.32. 68. 132 147. 237.76. 42 refuah.idf.il ET SCAN NVAP -f -sS 1
177 240, 24. 217 1147 237 7772 | co Landi df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248. 167. 162 |[147.237. 77. 233 |Net her| ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 167. 162 |147.237.77. 179 [Net her | ands e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 162 [147.237. 76. 177 [Net her| ands ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248. 167. 162 |[147.237. 76. 147 [Net her| ands chi nuch. aka. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
89.248.167. 162 |147.237.8.24 [Netherl ands elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
87.197.159. 157 |147.237.76.34 |Yovakia yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
45, 32. 68. 132 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
177 240, 44. 217 1147 237. 77 234 | co el ag. i df.i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.248. 167. 162 |[147.237. 77. 235 |Net her| ands sviva idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89.248. 167. 162 |147.237.77. 216 [Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
207.241. 226. 209|lhited Sates 147.237.72. 166 |aka. i df .i drop SAMrule drop 18
Sreanming Engine: TCP Invalid i i ssi
66.249. 64. 163 |United Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
212.143.142.56 |Israel 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 7
Sreaming Engine: TCP Invalid i i ssi
37.26.148.153 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
46.242.31.110 |Russian Federation |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
91.200.12.106 |kraine 147.237.77. 216 |dover.idf .il drop SAMrule drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
5.29.129.87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
90. 42.137. 169 |Fance 147.237.72. 14 |dover.idf.il (ol ddr op SAMrul e drop 3
5.29.129. 87 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 2
184. 168. 200. 250|Uhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |2
Sreamng Engine: TCP Invalid ' i ssi
66.249.75.46  |United Sates 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dr opped.
54.151.42.39  [Wited Sates 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |2
23.29.122.195 |Uhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 1
187.237.239.8  |Mexi co 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 1
46.117.251.64 |Israel 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber alert 1
203. 127.96. 218 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 54.244.75 |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
54.186.248.49 |lhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 1
23.29.122.222 |Uhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 1
190. 156.199. 7  |Col onbi a 147.237.72. 166 |aka.i df . i Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 1
46.117.251.64 |Israel 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
s SYN+AXK retransmit with different .
203. 127. 96. 218 |9 ngapor e 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 1
169. 54.244.75 |Net herl ands 147.237.77.235|sviva.idf.il drop First packet isn't SYN drop 1
95. 38. 61. 199 'Féx'bl :z'?c 147.237.77. 216 |dover.idf. il [Bad TOP sequence Invalid ACK nunber dert 1
203.127.96. 217 |9 ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
95. 38. 61. 199 'F;zz'bl |Siame 147.237.77. 216 |dover.icf.il  |Bad TCP sequence Inval i d ACK nunber moni tor |1
187.84.137. 195 |Brazil 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
79.177.28.23 | srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 1
46.116.98.242 |Israel 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 1
s SYN+AXK retransmit with different .
203.127. 96. 217 |9 ngapore 147.237.77. 216 |dover.i df .i Bad TCP sequence i ndow scal e noni t or 1
169. 54.244.75  |Net herl ands 147.237.72. 14 |dover.idf.il (ol ddr op First packet isn't SYN drop 1
54.152.162. 237 |Uhited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |nonitor 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
. . . Unhaut hori zed Met hod CPTIONS for
93.169. 170. 140 |Fomani 147.237.72. 166 aka. i df . i1 ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 21
93. 169. 170. 140 |Rormani a 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 93. 169. 170. 140 B ock 9
46.19.86.172 |Israel 147.237.0.19 |nadi matal .idf.i|Suspicious Response Code B ock 3
107. 170. 65. 251 |Lhited Sates |147.237.77.176 |nat pash.idf .il [Miltiple Unauthorized URL Access from 107.170. 65. 251 B ock 2
157.55.39. 131 |lhited Sates [147.237.77.216|dover.idf.il O stributed Uhaut horized URL Access on waw idf.il/error. htm Bl ock 2
188.40.1. 204  |Ger many 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
115. 218. 179. 28 |Chi na 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to ww i df . il/shared/ usercontrol s/ header upper/ |Bl ock 1
) . . Par aneter Type M ol ati on PageNumin
68.180. 230. 224 |United States  [147.237.76.31 [nakchal .idf.il | o5 o e 1111 hel nakhal _ aspx Bl ock 1
207.46.13.21 |Uited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
46. 118. 155, 216 |krai ne 147.237.77. 176 |nat pash. i df .i| |Dstributed PH> Atenpt B ock 1
157.55.39.55 |lhited Sates [147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66. 249. 64. 165 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw nag. i df.il|/993/ pat zar. aspx B ock 1
188.40.1.204 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
. . D stributed Unaut hori zed LRL Access on
150.70.97.84  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. ] D stributed Unhaut hori zed URL Access on
77.247.181.165 |Netherlands  [147.237.77. 216 [dover.i df. il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
) . . D stributed Unaut hori zed LRL Access on
208.184.112.74 |Lhited States |147.237.77. 216 |dover. i df .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46. 118. 155. 216 |krai ne 147.237.77. 176 |mat pash. i df .i|  [Dstributed Whauthorized UR. Access on waw cogat . i df.i1/xnirpc. php B ock 1
) . . Unaut hori zed URL Access to
107.170. 65. 251 |Lhited Sates [147.237.77.176 [mat pash. i df . i | v cogat i df i 1/t enpl at es/ shar ed/ user cont rol s/ header upper / B ock 1
. . Uhaut hori zed URL Access to
66.249.64. 172 |l srael 147.237.76.86 [navy.idf. il ww navy. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
190. 156. 199. 7 |Col onbi a 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 190. 156. 199. 7 B ock
40.77.167.5 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock
. ] D stributed Unhaut hori zed URL Access on
150.70.97.85  |Japan 147.237.77. 216 |dover.idf .il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
79.181.193. 112 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
46. 118. 155. 216 |krai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Waut horized URL Access from 46. 118. 155. 216 Bl ock
157.55.39. 174 |lhited Sates [147.237.72.166 |aka.idf .il Unknown Paraneter catid in aka. idf.il/nain/snalinifaqg. aspx None 1
) . . D stributed Unaut hori zed LRL Access on
107.178.194. 79 [Wited Sates |147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
68.180.228. 112 |United Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1379- he/ dover. aspx B ock 1
190. 156. 199. 7 |Col onbi a 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for www aka. i df . il/giyus/ general / B ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.173.8  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . D stributed Uhaut hori zed LRL Access on
46. 166. 190. 148 [Netherlands  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
173.3.180. 109 |[thited Sates |147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
) . ] D stributed Unhaut hori zed URL Access on
107.178.194.79 |United States (147.237.77. 216 [dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.229. 173 |Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs oS Atack None 1
) . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |Wnited States [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
46.116.98.242 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.173.8  [Japan 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
54.186.248.49 |Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
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