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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4034
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3323
109. 64. 181. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
146. 185. 239. 100 Russi an Federation 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1

82. 145. 249. 143 Tur key 147.237.76. 201 eatal.idf.il Bl ock Ip V¢b In drop 1
79.181. 109. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

82. 145. 249. 143 Tur key 147.237.76. 202 e halag.idf.il |Block |p Vb In drop 1
82.145. 249. 143 Tur key 147.237.76. 31 nakchal .idf.il |B ock |p VWb In drop 1

82. 145. 249. 143 Tur key 147.237.76. 198 e.yohalan.idf.il|B ock I|p Vb In drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 30. 236. 2 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
- ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2
109. 253. 135. 204|147. 237. 77. 176 |l srael nat pash. i df . i 3
DDos attack
193. 105. 134. 220|147. 237. 77. 233 |Sweden atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
166. 63. 122. 229 |147.237.77.235|hited Sates [svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
111.1.146.122 |147.237.0.35 |China akaws. i df i | . 1
Potential Scan or Brute Force
80. 82.78. 57 147.237.0.200 |[Net her| ands . i df i | ET SCAN Potential VWNC Scan 5900- 5920 1
80. 82. 78.57 147.237.0.17 |Netherlands  |mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 98 147.237.76. 44 |[thited Sates |e.refuah.idf.il ET DRCP Dshi el d B ock Listed Source 1
196.47.173.21 |147.237.77.178|(te Dlvoire [e. matpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
187. 160. 156. 43 |147.237.0.34 |Mexi co tikshuv.idf.il . 1
Potential Scan or Brute Force
166. 63. 122. 229 |147.237.77.235|thited Sates [svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 57 147.237.0.33  |Netherl ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
52. 6. 202. 63 147.237.77.19 |thited Sates |lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
201, 172 188. 243147, 237 72. 14 |Mexi co dover i df i1 (ol ) ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
T T Y Potential Scan or Brute Force
196.47.173.21 |147.237.77.178|te Dlvoire |e natpash.idf.il ET SCAN NMAP -sS wi ndow 3072 1
196. 47.173.21 |147.237.77.178|Qte Dlvoire |e. natpash.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address |Jte Signature Acti on ‘Count
217.132.56. 247 |Israel 147. 237.76. 200 [ei tan aka i of 1 | €AM NG Engine: TCP Inval id - invalid segnent retransnissi on. drop 40
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 64. 181. 252 |l srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 10
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
46. 19. 86. 49 I srael 147.237.77. 170 |naarachot . i df .i| [Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.128  |Israel 147.237.77. 243 |rvi e i i1 | €AM NG Engine: TCP Invalid - invalid segnent retransnissi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 194 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
79.179. 134. 114 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid finvalid segnent retransmission drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 194 | sr ael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |6
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
31.210. 186. 130 |[Israel 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
105. 104. 201. 231 |A geria 147.237.77. 176 |natpash.icf.il  |drop First packet isn't SWN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4
81.218. 168. 130 |Israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
2.52.135.12  |Israel 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Invalid invalid segnent retramsnission |, ) 3
Ret r ansmi ssi on Packet dr opped.
87.69.173.123 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 3
2.54.10. 100 I'srael 147.237.0.19 |radimatal ot i| 2! €@ NG Engine: TP Invalid Jinvalid segnent retransmission. | 3
Ret r ansmi ssi on Packet dr opped.
69. 121. 54. 247 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
141.8.132.112 |Russian Federation |147. 237. 72. 166 |aka. i df .1 Streaning Engine: TP Invalid finvalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
87.69.173.123 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
2.54.12. 20 I srael 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
69.121.54.247 [thited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
109. 64. 206. 228 i srael 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid finvalid segnent retransmission drop 3
Ret ransni ssi on Packet dr opped.
79.178. 150. 124 | srael 147. 237.72. 166 |aka. i of . i Streaning Bngine: TCP Invalid |invalid segnent retransmission. | o 3
Ret r ansni ssi on Packet dr opped.
109.67.57.19  |israel 147.237.72. 166 |aka.i df .l Streaming Engine: TCP Invalid finvalid segnent retransmission drop 3
Ret ransni ssi on Packet dr opped.
188. 120. 148. 158|I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nval id ACK nunber nonitor |2
109. 64, 181. 252 |l srael 147.237.77. 170 |naarachot . i df .i| [Bad TCP sequence Inval i d ACK nunber noni t or 2
5.22.134. 96 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
74. 6. 254. 127 Lhited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |2
41.189.42.72 Mte Dlvoire 147.237.72. 166 |aka. i df . il drop SAMrul e drop 2
46. 19. 85. 133 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |2
46.19.86.232 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence ﬂﬁtﬁ;gxgﬂgth monitor 2
46.19. 85. 115 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 186. 173. 37 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
31.210. 186. 130 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
46. 23.108. 154  |Azerbai j an 147.237.77. 170 |m@ar achot . i of .i | [dr op First packet isn't SYN drop 1
46.19. 85. 211 I sr ael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence I'nval i d ACK nunber alert 1
46. 19. 86. 205 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
179.106.3.138 |Brazil 147. 237.77. 216 |dover i df .1 | Bad TCP sequence %Te;ﬁtr%;?;;r:c;gth moni tor |1
109. 186. 173. 37 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber nonitor |1
188. 120. 148. 212|I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 86. 20 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 1
5.202. 73. 188 'F;ZEH:?'?'C 147.237.77.74 |lawidf.il drop First packet isn't SN drop 1
77.237.138.202 |Czech Republic 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
46. 19. 86. 232 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 3. 144. 162 |l srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 1
31.210. 186.220 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
188. 120. 148. 215|l srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 1
169. 54. 233. 123 |Netherl ands 147.237.76.197|e.himush.idf.il |Geo- 1| ocati on enf or cement S\?O'rggi'nf” I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 128 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 133
217.132.56. 247 | srael 147.237.76.200 |ei tan. aka. i df . i | ;ic;.'\gng ;’é. ZZ? Sane Response (ode (404) in Session from Bl ock 76
46.19. 85. 128 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 52
176.13.21.212 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 45
89.138.206.10 |[Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/71536- he/ Bl ock 7
2.54. 43,139 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 6
2.54.10. 100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
89.138.206.10 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 89. 138. 206. 10 Bl ock 3
46. 19. 85. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
46. 19. 86. 89 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 2
107.170.65. 251 [lhited Sates |147.237.77.176 [nat pash. i df .i | Mil ti pl e Unaut horized URL Access from 107. 170. 65. 251 B ock 2
46.117. 130. 252 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
2.54.48.1 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 2
46.121. 195. 228 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
204.13.200.200 |Uited Sates |147.237. 77. 216 [dover . i df .i | e L1 1155, 25461 el dover. aume Bock |2
107.178.194.83 |Wited Sates [147.237.77. 216 |dover. i df . i | D stri utec 1?;;}2;;5?&%&?2222” Bock |2
66.249.73.192 [Israel 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
176.228.128.6 | srael 147.237.0.17 (rjr;nlyl kosher - kravi . i Dstributed I11egal Paraneter Encoding None 2
107.178.194.83 |Wited Sates |147. 237. 7. 216 |dover . i df . i | mzi d?‘_’tii’(; 1?;;‘;%'3;8%%\/?25‘);” Bock |2
66.249. 73.208 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www idf.il/1133-17754 B ock 1
207. 46.13. 21 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il|/1133-18481- he/ dover B ock 1
41.66.208.228 |Ghana 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xnirpc. php Bl ock 1
185. 32. 179. 243 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109.163.234.7  |Romani a 147. 237.77. 216 |dover . i df . | bt :id'?‘_‘ti TO/' lfﬁgfggggg?ﬂe%ﬁffpzn Bock |1
Unknown Par anet er
87.68.242.231 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPt aceHol der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
194, 150. 113. 81 |Denmar k 147.237.77. 216 |dover.i df . i | D stributed Unaut horized URL Access on waw i df .i1/xmrpc. php B ock 1
175. 107. 131. 153|Australia 147.237.77.216|dover.idf .i | O stributed Waut horized URL Access on vww i df . i|/xmrpc. php Bl ock 1
66.249.78.97  |Israel 147.237. 72. 166 |aka. i df . i | o e ;;_e‘iGgf‘naﬁZf?ut;gener . aspx Bock |1
208.184.112.74 [United Sates [147. 237.77. 216 |dover . i df . i | D stri bt ec 1?;;}2%;;?&%&?2222” Bock |1
193. 105. 99. 247 |l srael 147.237.77.216|dover . i df . i | D stributed PHP A tenpt Bl ock
128.127.107.81 |Netherlands 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock
199. 16. 156. 126 |[Lhited Sates |147.237.77.216 [dover.idf . il mult gfo_ri'lzl‘;? pf;of‘;;;sfsi |t§s/ 5/ si 262200/ 17765, pg B ock 1
176.13.19. 107 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.170. 65. 251 [thited Sates |147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to www cogat . i df.il/894-he B ock 1
77.237.138.202 |Czech Republic [147.237.77.74 |lawidf.il Unaut hori zed URL Access to / Bl ock 1
213. 151. 62. 155 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
193. 105. 99. 247 |l srael 147.237.77. 216 |dover . i df . i | O stributed Lhaut hori zed URL Access on vww i df.il/xnmirpc. php B ock 1
157.55.39.131 |[wnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw idf.il/error.htm B ock 1
2.54.153. 156 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
84.108.74.73 I srael 147.237.72. 166 |aka. i df . i | Redundant HTTP Headers Referer B ock 1
217.132.56. 247 |[Israel 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session Bl ock 1
194. 72. 238. 241 E?i;;gom 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xyzzy B ock 1
46.19. 85. 128 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock
157.55.39. 174 [thited Sates |147.237. 76. 147 [chi nuch. aka. i df . i | Unaut hori zed URL Access to wan chi nuch. aka. i df .il/404. htm Bl ock 1
91. 209. 72. 79 :Z::I”i on 147.237.77.216|dover . i df . i | D stributed PHP A tenpt B ock 1
204.13.200.200 |Uited Sates |147.237. 77. 216 [dover . i df .i | D stri buted 1?;;‘;%'3;8%%\/?25‘);” Bock |1
41.66.208.228 |Ghana 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt Bl ock 1
85. 65. 49. 91 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
194. 150. 113. 81 |Dennar k 147.237.77.216|dover .i df . i | O stributed PHP A tenpt Bl ock 1
175.107. 131. 153|Australia 147.237.77.216|dover. i df .i | Dstributed PHP Atenpt B ock 1

12-24-2015-00:04:02 to 12-24-2015-01:04:02




