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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3140
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 33 147.237.76. 42 Lnited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 123 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
218.1.31.135 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237.77. 176 Net her | ands nat pash. i df . ET SCAN NVAP -sS wi ndow 1024 1
218.1.31.135 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237.76. 147 Chi na chi nuch. aka.i df .i ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237.76. 30 Chi na hi mush. i df .i | ET SCAN Potential SSH Scan 1
86. 0. 136. 197 147.237.0.33 Uhi ted Ki ngdom idf.il ET SCAN NVAP -sS w ndow 3072 1
218.1.31.135 147. 237.76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237.76. 198 Chi na e.yohal an.idf .il ET SCAN Potential SSH Scan 1
218.1.31.135 147.237.76.176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
218.1.31.135 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218. 1. 31. 135 147. 237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
86. 0. 136. 197 147.237.0.33 Lhi ted Ki ngdom idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

‘ Attacker Qountry

Target Address

Ste

Signature

Devi ce

Fai | ed to handl e connecti on

Action

41.33.231.90 |Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant data noni t or 12

212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
S reanm ng Engi ne: TCP i i ssi

176.13. 22. 235 |Israel 147. 237.77. 243 |mobi l e. i o i mng tngine: ! Invalid segnent retransmssion. | . 8
Inval i d Retransnission Packet dropped.

37.8.57.147 (P;]Cis;i'gc'ja” Territoryl s 47, 237. 7. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber moni tor |6

reamng Engi ne: T i i ssi

79.183.165.12 |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 6
Inval i d Ret ransmission Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
S reaning Engi ne: TCP i i ssi

141.8.132. 112 |Russian Federation |147.237.72. 166 |aka. i of .i | mng ngine. Invalid segnent retransmssion. |, 6
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi

77.127.17.170 |israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 6
Inval i d Ret ransmi ssi on Packet dr opped.

109. 186. 129. 58 |1 srael 147. 237.77. 226 "‘i"‘l"”"ha"atz'aka"df Bad TCP sequence Inval i d ACK number moni tor ~ [5

37.8.57.147 zlcis;i'gc'ja” Territoryl 47, 237. 77. 216 |dover. i . | Bad TCP sequence monitor |5

. . SYNtACK retransmt wth .

213.57. 136. 246 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence d fferent vindow scal e nonitor |5

46. 19. 86. 56 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

5.102. 254. 246 |lsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

77.125.120. 128 |l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop

195.34.150.18 |Austria 147. 237.77. 216 |dover i df .1 | Bl ock HTTP Non Conpl i ant Z:Jt;ed to handle comection poivor |4

37.46.39.17 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |4

5. 34. 164. 200 zlcis;i'géa” Territoyl1 47, 237. 77. 216 |dover. i of . i1 dr op First packet isn't SN dr op 4

37.8.57.147 Z";]Cis;i';'ja“ Territoryl s 47, 237. 77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 4

37.46.39.201 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |4

109. 186. 129. 58 |l srael 147.237.77. 226 [} chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nunber alert 4

84.108.56. 130 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
S reani ng Engi ne: TCP i i ssi

77.127. 215. 237 |I srael 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

109. 65. 167.53 |l srael 147.237.72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. |, ., 3
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi

5.22.134.97  |Israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssi on Packet dr opped.

85. 130. 228. 101 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3

ream n ine: T i i ssi

62.219.35.63 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid segnent retransmssion. |y ., 3
Inval i d Retransnission Packet dropped.
S reani ng Engi ne: TCP i i ssi

46.19.86.162 |Israel 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

37.26.148. 255 |l srael 147.237.72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

109. 65. 182. 192 |I srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Retransmi ssi on Packet dr opped.

85. 130. 228. 101 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning Engi ne: TCP i i ssi

185. 120. 125. 63 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

77.125.110. 26 |Israel 147. 237. 72. 167 |i shuri maka. i df .i | mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reani ng Engi ne: TCP i i ssi

185.3.146.97 | srael 147.237.72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

79.179. 130. 114 |I srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Ret ransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

109. 66. 65.57 |l srael 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i sSi

5.28.157.59  |Israel 147.237.72. 166 |aka.i df . mng Ehgine. Invalid segnent retransmssion. fq ., 3
Inval i d Retransmission Packet dropped.

46.19.86.105 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |3
S reani ng Engi ne: TCP i i ssi

84.228.111.38 |Israel 147.237.72. 166 |aka. i of . i mng ngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

46.19.85.206 |Israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Ret ransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi

109. 66. 111. 140 |I srael 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.

192.0.81.57  |Uited Sates 147. 237. 77. 216 |dover i df i Bl ock HTTP Non Conpl i ant Z;Led to handie connection oo |3

84.94.80.218 |israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
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Target Address
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Signature

S reaning Engi ne: TCP

Inval id segnent retransnission.

109. 64.54.65 |lsrael 147.237.72. 166 |aka. i df i . .. dro
Inval i d Retransmssion Packet dropped. P

79.182.198.61 |Israel 147.237.76.86 |navy.idf.il B ock HTTP Non Conpl i ant Ezjt;ed to handie connection oyt or
Streamng Engi ne: TCP i iissi

46.19.86.141 [Israel 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. | .
Invalid Retransnission Packet dropped.

185. 24. 76. 140 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

5.102. 254. 246 |Israel 147. 237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber roni t or

46.20. 219. 76 Elcis;i'e”éa” Territoryl 47, 237. 7. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber roni t or

84.108.56. 130 |l srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence SYNHACK retransmt with froni t or

different w ndow scal e
149.88.40.14 |Israel 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.141. 166 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 104
2.52.141.166  |Israel 147.237.0.19 |nadimatal.idf.il ?gz'.\ﬂyl.olfﬁéhe Sane Response Qode (404) in Session from Bl ock 64
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 56
2 52 141. 166 | srael 147.237.0.19 |madimatal .idf.il ;'?c;zl.\/birlyllolffséhe Sane Response (ode (403) in Session from B ock 16
77.125.12. 62 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 77.125.12. 62 Bl ock 8
176.12.147.58  |israel 147.237.77.74 |lawi df . i rﬁr:m":\ff;wﬁygf. |\,|1/O|524tl-l o F':gszt:rrlss:;(der 13uckeader Search$txt Search gy ) 2
149. 88. 242. 140 |Israel 147.237.72. 156 |anan. i df . i | gtg’sls'?o;?“aceab' € S3. Sessions from 149.88.242. 140 (Unknown | /o 2
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df . i | D stri utec 1?;;}2;2;;?&%\2??;‘)2” Hock |2
84.94.209.94 |israel 147.237.72. 166 |aka. i df . i | m“;;:ri' df?liwn;jh:/dsaﬁ/';géi ot rat i onvi zar d st epd. aspx B ock 2
107.178.194.79 |Uited Sates [147.237.77. 216 |dover. i df . i | D stri utec 1?;;}2;;2?&%\2??;‘)2” Hock |2
37.26.146.185 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
164. 138. 120. 213]I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
149.78.12.236 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 2
91. 196. 50. 33 Pol and 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to test p4. pospr.waw pl / t est proxy. php Bl ock 1
50.87.161.155 |[lhited Sates |147.237.77.216|dover.idf.i | O stributed PHP A tenpt Bl ock 1
208.90.57.196 |Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
80. 246. 137. 162 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
185. 25. 151. 159 |Fol and 147.237.77. 216 |dover. i df .l Uhaut hori zed URL Access to testp3. pospr.waw pl /t est proxy. php Bl ock 1
2.54.136.112 | srael 147.237.72.166|aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
173. 252.120. 115|United Sates [147.237.72.166|aka.idf .il Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
213.57.199. 141 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
107.178.194.87 |Wited Sates [147.237.77. 216 |dover. i df . i | D stri utec 1?;;};%;;?&%\;:?222” Hock |1
66. 249. 64. 186 |l srael 147.237.77.74 |lawidf.il Lhaut hori zed LR Access to waw | aw i df.il/14-he B ock 1
46. 252. 205. 134 |Netherlands [147.237.77.216|dover.idf .il Dstributed PHP At enpt B ock 1
197.221.2.12 South Africa |[147.237.77.216|dover.idf.il Distributed PHP Attenpt Bl ock 1
85.250.244.76 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
79.179.130. 114 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ atal . aspx Bl ock 1
5. 29. 156. 145 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249.78.234 I srael 147. 237. 72. 166 [aka. i df . i | ﬂ";‘_‘tzg‘;r_'f;ié&ygﬁgfﬁlf‘zr s asp/ shout or um asp Bock |1
2.52.54.196 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
149.88.94.109  [Israel 147.237.77. 216 |dover . i df .i | e Eyi’gs\é_?:jégcef‘_ejs‘ge“ n Bock |1
94.185.83.100 [Sweden 147.237.0.34 |tikshuv.idf.il tDezi ;L?:gggr U\:Z;’J Blo/r iéifpﬁyﬁﬁsss on Bl ock 1
50.87.161.155 |lhited Sates [147.237.77.216|dover.idf .l O stributed Waut horized URL Access on vww i df .i|/xmrpc. php Bl ock 1
208.184.112. 74 |United Sates [147.237.77. 216 |dover. i df . | w1 L1 1155, 25461 nel dover. aume Bock |1
82.80.181.232 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.19. 85. 180 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
185. 35.62. 11 Sii t zer| and 147.237.0. 17 (rjnf niyl- kosher -kravi . i Unaut hori zed URL Access to 147.237.0.17/ B ock 1
Unknown Par arret er
2.54.138.87 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
173.254.28.70 |uhited Sates [147.237.77.216|dover.idf .il Dstributed PHP At tenpt Bl ock 1
77.125.14.219 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None
66.249.66.28  |Israel 147.237.72. 166 |aka. i df . i | 1D4§t r2i3t7"_’t7e; 1?6"’/‘“;‘:0;; ;e;ujg‘eﬁgf;slsazgx Bl ock 1
109. 66. 70. 140 |l srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
46.252.205.134 |Netherlands |147.237.77.216|dover.idf.il D stributed Lhaut horized URL Access on vww i df.il/xmirpc. php Bl ock 1
197.221.2.12 South Africa [147.237.77.216|dover.idf.il O stributed Waut horized URL Access on vww i df . i|/xmrpc. php Bl ock 1
87.68. 62. 88 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
79.180. 18. 223  |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
Unaut hori zed URL Access to
8.37.70.123 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | /1273- he/ navy. aspx&usg=al kj r hi oblgmhtj 00_- gl hOr |B ock 1
xb4a6vut pa
176.13.2.181 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei t an/ Bl ock
94.185.83.100 [Sweden 147.237.72.167|i shurimaka. i df .i | Lhaut hori zed URL Access to testp3. pospr.waw pl /t est pr oxy. php Bl ock 1
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