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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3216
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 892
178. 215. 94. 142 Russi an Federati on 147.237.76. 34 yohalan.idf.il |Block Udp All Nets drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
71.6.165. 200 Lhited Sates 147.237.76. 200 eitan.aka.idf.i|B ock Udp All Nets drop 1
119.139. 225. 178 Chi na 147.237. 76. 86 navy.idf.il B ock_UWp Al _Nets drop 1




12-23-2015-20:04:08 to 12-23-2015-21:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

79.183.23.128 I srael 147. 237.72. 166 aka.idf.il |1633: HTTP: WbDAV Protocol PRCPFIND Met hod B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185.32.179. 126 [147.237.0.19 |[lIsrael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93.113  [147.237.76.86 |Wiited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
207.38.200. 251 |147.237.76.30 |Lhited Sates |hinush.idf.il Er SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
1.54.75. 197 147.237.77. 74 |M et nam lawidf.il ET SCAN NMAP -sS w ndow 4096 1
193. 105. 134. 220|147. 237.76. 31 |Sweden nakchal . i df il ET SCAN NMAP -sS w ndow 1024 1
131.109. 15. 15 [147.237.77. 235 |Whited Sates |[svivaidf.il ET SCAN NMAP -sS w ndow 3072 1
131.109. 15. 15 |147.237.77.235|lhited Sates |svivaidf.il ET SCAN NVAP -f -sS 1
61.132. 161. 130 |[147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
61.132.161. 130 |[147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
61.132.161. 130 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
52. 6. 202. 63 147.237.77.121 |thited Sates |e navy.idf.il ET SCAN NMAP -sS w ndow 1024 1
208. 80. 155. 223 |147.237.77. 216 |Lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
46.116. 208. 202 (147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
1.54.75. 197 147.237.77. 74 |M et nam lawidf.il ET SCAN NMAP -sS w ndow 3072 1
131.109. 15. 15 [147.237.77. 235 |Whited Sates |[svivaidf.il ET SCAN NMAP -sS w ndow 2048 1
61.132. 161. 130 |[147.237. 76. 196 |Chi na e sviva.idf.il ET SCAN Potential SSH Scan 1
61.132.161. 130 |[147.237.76.31 [China nakchal . i df il ET SCAN Potential SSH Scan 1
52. 6.202. 63 147.237.77. 170 |Lhited Sates |maarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
52. 6. 202. 63 147.237.77.61 |thited Sates |e cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TCP Invalid ' i ssi
109. 65. 125. 248 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission. drop 18
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.162.10  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 18
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.181. 35. 162 |Israel 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransnission. drop 15
Ret r ansni ssi on Packet dropped.
89. 108. 144. 114 |Lebanon 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SN drop 9
62.219. 129. 152 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 8
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
84.108.73.95 |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Russi an D Streamng BEngi ne: TCP Invalid Invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 6
84.108.73.95 |[lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
reanmn ine: TCP Invali i i ssi
212.179. 212. 15 |I srael 147.237. 72. 166 |aka. i df . Streaming Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 203. 48 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
5.28.174.70  |Israel 147.237.72. 166 |aka. i df . Streaming Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
79.182.71. 113 |Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
84.109.3.6 I srael 147.237.77. 170 |naarachot . i df .i1|[Bad TCP sequence Invalid ACK nunber noni t or 4
98.250. 113. 204 |Lhited Sates  |147.237.77.216|dover.idf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |roni tor 4
5.102. 254. 208 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or 3
reaming BEngine: TCP Invali i i ssi
77.127.210.67 |israel 147.237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
31. 210. 186. 149 |I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79. 181. 224. 199 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.28.187.222 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.6.169 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46.19.86.238 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.176.65.62 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
82.81.61.233 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 217. 28 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
185. 32. 179. 168 |I srael 147. 237,77, 243 |t e i 11 || SAM NG Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.19.116.0  |[israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
77.125.15.40 |Israel 147.237.72. 166 |aka. i df . Streaming Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 103. 70 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79.177.182.68 |Israel 147.237.72. 166 |aka. i df . Streaming Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
5.22.134.103 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
reaming BEngi ne: TCP Invali i i ssi
37.26.148.210 [Israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
87.68.44.214 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
77.126.209.21 |Israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 67. 212. 104 |1 srael 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
79.182.203. 48 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 3
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |moni tor 3
Sreamng Engine: TCP Invalid i i ssi
79.180.99.93 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
77.127.135.30 [israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
177.15.64. 160 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TQP Invalid i i ssi
89.145.95.43 |united K ngdom|147.237.72. 166 |aka. i df .l 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
185.27.105.91 |Israel 147.237.72. 166 |aka. i o .11 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
87.69.182.194 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 2
46.121. 199. 107 |l srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
82.80.198. 164 |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
91.200. 12. 141 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
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At t acker .

count ry Target Address |Ste Signature
84.228. 144. 194 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
87.69.182.194 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or

94. 230. 86. 187 [l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185. 32.179. 126 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 435
109. 253. 145. 210|1 sr ael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 352
109. 253. 145. 210]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 280
185. 32. 179. 126 |l srael 147.237.0.19 |nadi matal .idf.il Iggl\ef’hzny;; tlgz Same Response (pde (403) in Session from B ock 158
185. 32. 179. 126 |l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 107
176.13.21.212 |lIsrael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Qode B ock 90
176.13.21.212 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 56
109. 253. 145. 210]I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 54
2.54.34.97 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Qode B ock 27
109. 66. 24. 28 | sr ael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 109. 66. 24. 28 B ock
176.12.149. 40 |Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock
79.176.43.160 |l srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Qode B ock
46.19.86.176  |Israel 147.237.0.17 g;nlyl kosher-kravi.i |, ple I1legal Parameter Encoding from46.19. 86. 176 None 3
37.142.64.35 I srael 147.237.77.234hal ag. i df . i | PHP Attenpt B ock 2
46. 19. 86. 164 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.142.64.35 I srael 147.237.77.234|hal ag. i df . il Uhaut hori zed URL Access to waw | ogi stics. atal.idf.il/xnrpc. php B ock 2
37.142. 68. 57 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
66.249.73.192 |[lIsrael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
93.173.242.41 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
185. 120. 125. 4 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
Unknown Par anet er
84.111.136. 181 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
77.125.157.101 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
109.66.24.28  |Israel 147.237.77.234|hal ag. i df . i | mﬂtog?:“zgg_aﬁ_ﬁ?ff/sti%_storag /111 e/ 7/ s 7633601 1657, pg Bock |1
46.121.135. 3 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
91.143.83.123 [Ger many 147.237.77. 216 |dover . i df .i | DO stributed Suspici ous Response Qode B ock 1
40.77.167.5 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
201.37.160. 165 |Brazil 147.237.77.216|dover. i df . i | PHP At enpt B ock 1
5.22.134. 103 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80. 246.136.68  [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
66.249.78.160 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
213.57.172.43 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
107.178.194.79 |Uhited Sates |147. 237.77. 216 |dover. i df . | Dstri buted 1?;?:;;25;92;‘}0\,2‘?25&” Bock |1
87.69. 42. 217 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None
193. 106. 52. 33 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
109. 67.120. 14 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None
46.166.137.210 |Netherlands |147.237.77. 216|dover. i df .i | D stri bt ec 1?:;}:;;5?&%\/’2?21}2” Bock |1
91.196.50.33  |Pol and 147.237.76.31 |nakchal .idf il ?e:tt ;'Zbé’ztaerd bi?fmgog; ff:stﬁxgc_%i? on Bock |1
40.77.167.5 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/navy/ htm/historyfs. htn B ock 1
201.37.160. 165 |Bazil 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
5.28.174.34 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw idf.il/14-he B ock 1
82.80.198.164 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
66.249.78.216 | srael 147.237.77. 243 |nobi | e. i df . i | HLE;“II eh?rc;fz‘f? , tg‘eggrcﬁim;esll <t ohi | ddocunent s/ 1745 Bl ock 1
149. 88. 241. 144 |l srael 147. 237. 72. 156 |anan. i df . i | m“;:;iizdeﬁiﬁtfggffmom. — B ock 1
46.19.86.176 |l srael 147.237.0. 17 g]f n|y| kosher -kravi . i ::]L‘;I?aklosﬁrfﬁae\;i Elngl?d: r?a; ';‘3( /icr: et ccapt chei mege. 85gx None 1
213.57.189. 226 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
107.178.194.79 |Uiited Sates |147.237.77. 216|dover. i df . i | D stri utec 1?;;}:;&;;?&%\/2??;{)2“ Bock |1
87.69.135.244 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
193. 106. 54. 33 |l srael 147.237.72.167|i shuri maka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
79.177.97. 89 I srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for wawu aka. i df.il/mai n/ gi yus/ B ock 1
109. 253. 133. 245l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 1
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