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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3183
183. 60. 48. 25 Chi na 147.237.76. 198 e.yohalan.idf.il [JLM Under_ Attack_Con_Tcp dr op 2
66. 240. 236. 119 Lhited Sates 147.237.76. 202 e halag.idf.il Bl ock Wp Al Nets drop 1
67.79.13. 53 Lhited Sates 147. 237.76. 86 navy. i df .i| Block Udp All Nets drop 1
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|Top Attackers In IPS|

A tacker ’Ntacker Qount ry rget Address |Site Sgnature
89.187.221.13 |Lebanon 147.237.77.216|dover. i df . il 3886 HITP. Qoss Ste Scripting in POST Request B ock 3
89.187.221.13 |Lebanon 147.237.77.216|dover . i df . il 9221: HTTP: PUT Method Execution over HTTP/ VébDAV Bl ock
106. 38. 241. 106 |Chi na 147.237.77. 170 |maar achot . i df . i [|C103: HTTP. User Agent Sogou+web+spi der Bl ock
Russi an . . 16798: HITP: G\U Bash HITP Header Renote Code Execution
185.63.188.120 [ =~ 0 147.237.76.86 [navy.idf.il Wil nerabi | ty B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
109. 253. 211. 190(147. 237. 76. 30 |Israel hi nush. i df .i | ET D5 Large armount of TCP ZeroWndow - Possible Niller2 19
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
89.187.221.13 |147.237.77. 216 |Lebanon dover.idf.il GPL WEB_SERVER / et ¢/ passwd 3
89.187.221.13  |147.237.77. 216 |Lebanon dover.idf.il QA Injection - Select From 3
89. 231. 153. 168 |147. 237. 77. 178 |Pol and e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
80. 246. 137.190 |[147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible S Brute Force attack or Ste Gaw 1
89.231. 153. 168 |[147.237. 76. 202 |Pol and e halag.idf.il ET SCAN Potential SSH Scan 1
79. 180. 50. 86 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
223.4.174.30 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.231. 153. 168 |147.237. 76. 196 |Pol and e.svivaidf.il ET SCAN Potential SSH Scan 1
73.17. 14. 46 147.237.76.38 |Wited Sates |e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.231. 153. 168 [147.237.76.31 |Pol and nakchal . i df i ET SCAN Potential SSH Scan 1
23.96.213.135 |147.237.77.179|Wited Sates [e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 174. 240 |147.237.76.201|lhited Sates |e atal .idf.il ET SCAN Potential SSH Scan 1
89. 231. 153. 168 [147.237. 72. 166 |Pol and aka.idf.il ET SCAN Potential SSH Scan 1
168. 62. 174. 240 [147.237.76.34 |Lhited Sates [yohal an.idf.il ET SCAN Potential SSH Scan 1
89. 231. 153. 168 |147.237.0.16 |Pol and ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
89.187.221.14 |147.237.77. 216 |Lebanon dover.idf.il GPL WEB_SERVER TRACE at t enpt 1
109. 64. 176.21  |147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
89. 231. 153. 168 [147.237. 77. 235 |Pol and sviva idf.il ET SCAN Potential SSH Scan 1
84.108.58.125 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
89.231. 153. 168 |147.237.77.19 |Pol and I awforumi df .i | ET SCAN Potential SSH Scan 1
80. 230. 18. 88 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
89.231. 153. 168 [147.237. 76. 197 |Pol and e. hinush. i df .il ET SCAN Potential SSH Scan 1
79.178.34.209 |147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
213.57.239. 242 |147.237.77. 216l srael dover . idf il portscan: TCP D stributed Portscan 1
89.231. 153. 168 [147.237.76.39 [Pol and nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
37.142.64.117 |147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
192.115.90.26  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
89.231. 153. 168 |[147.237. 72. 217 |Pol and eidf.il ET SCAN Potential SSH Scan 1
168. 62. 174. 240 [147.237.76.200|Wited Sates |eitan. aka idf.il ET SCAN Potential SSH Scan 1
23.96.213.135 |[147.237.72.167|Wited Sates |ishurimaka idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.231. 153. 168 [147.237.0.35 |Pol and akaws. i df il ET SCAN Potential SSH Scan 1
147.235.236.1 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
89.187.221.14 |147.237.77. 216 |Lebanon dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
109. 65. 213. 223 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
95. 175 95. 24 147 237 76.34 |kuvai ¢ yohal an.i o1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 64. 72. 197 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1




12-23-2015-19:04:05 to 12-23-2015-20:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
46. 19. 86. 213 I sr ael 147.237.72. 167 |ishurimaka. i of .i [Bad TCP sequence I'nval i d ACK nunber nonitor |48
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
Sreaming Engine: TGP Invalid i i ssi
77.126.31.246 |Israel 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 39
Ret ransmi ssi on Packet dropped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
66.249.93.149 |Wited Sates |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dropped.
109. 253. 211. 190|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
79.176. 36. 14 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 11
Sreaming Engine: TGP Invalid i i ssi
176.13.21.24  |Israel 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 8
Ret ransmi ssi on Packet dropped.
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop
79.178.203.50 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
2.54.12.11 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber alert
Sreaning Engine: TCP Invalid ' i ssi
79.176.18.75  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.21.110 |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
2.54.12.11 I sr ael 147.237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
93.172.191. 123 |[Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.179.183. 129 |Israel 147 237.72. 167 | shurimaka i o i | | S N9 Engi ne: TQP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 180. 150. 227 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.12.11 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid sequence nunier noni t or 6
Sreaming Engine: TCP Invalid i i ssi
109. 64, 23. 207 |Israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
84.95.210.213 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 6
Ret ransni ssi on Packet dropped.
109. 253. 211. 190! srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
79.178.203.50 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
reanmn ine: TCP Invali i i ssi
79.180.58.184 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
5.102. 254. 48 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
185. 120. 125. 42 147. 237. 72. 156 |anan. i of . i | drop SAMrul e drop
. . SYNPAXK retransmt with different .
80. 246. 140. 3 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 5
37.46.39.2 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
37.142. 156. 205 |lsrael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence nonitor |4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
5. 28. 149. 236 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
81.218.170. 183 |Israel 147. 237. 72. 166 |aka.i of . i | dr op First packet isn't SN drop 4
79.181.70.145 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 4
84.108. 217. 72 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 3
213.57.129. 222 |Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence SINCAQC retransmt with different Jopsitor |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.54.6.0 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.177.41.166 |Israel 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 213. 148 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
79.183.30.137 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
85.250. 236. 99 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
79.180. 104. 194 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84. 228.176. 110 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
128.127.107.81 |Netherlands  |147.237.72. 166 |aka idf il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.93.191 |lnited Sates  |147.237.77. 243 |nobile.idf il 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
79.178.211. 184 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.81  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109.66.5.118  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.149.214 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
5.28.154.222  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

79.178.32.34  |Israel 147.237.72. 166 |aka i df . > = dro
Ret r ansni ssi on Packet dropped. P

i Sreaming Engine: TGP Invalid i i sSi
130. 193. 51. 91 :ZZ:;”im 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop

Ret r ansnm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80. 246. 137. 190 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 98
176.12.151. 102 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 92
80. 246. 137. 190 I srael 147.237.0.19 |nadimatal .idf.il ;g?zng?ylg. tlgg Sane Response (ode (404) in Session from Bl ock 41
89.187.221.13 |Lebanon 147.237.77. 216 |dover.idf .i | Mil ti pl e Lhaut hori zed URL Access from 89.187.221. 13 Bl ock
79.179.152.139 [israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed LRL Access from 79. 179. 152. 139 B ock
79.179. 152. 139 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“ltgﬁrc"le??/g;eggfytesem s/ 1 st chi | ddocument s/ 1431 Bl ock 3
128.127.107.81 [Netherlands  |147.237.76. 147 |chi nuch. aka. i df . i|Distribut ed Suspicious Response Code_Qust om Tenporary B ock
80.246.136.98 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 145. 210|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock
176.13.0.158  [Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt : cl’rd'fz‘f? , lc";egpgrcy‘isem e/ 1 st i | cdocument s/ 1152 Bl ock 2
109. 66. 48. 8 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover . i df . i | D stri but o 1%’;“2‘;25?&%\/2??2;” Bl ock 2
204.13.200.200 |Uited Sates |147.237.77.216|dover . i df . | D stri buted 1?:?;;&;;‘3&%\/??;&” Bock |2
176.13. 1. 244 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
79.177.134.212 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
185. 32.179. 119 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
94.230.82.143 |lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to wan i df.il/https:/wwidf.il/ B ock 1
50.7.124.238  [United Sates [147.237.77.216 |dover. i df .| Dstri uted 1?;;};%;;?&%&?‘212” Bl ock 1
176.12. 140. 196 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
85. 250. 86. 77 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.19. 85. 100 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
109. 253. 223. 79 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54. 146. 217 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
107.178.194.87 |Uhited Sates |147.237.77. 216 |dover . i df . i | D stri buted 1?:?;;&;;‘3&%\/??;&” B ock 1
207.241.229.37 |hited Sates |[147.237.76.200(eitan. aka.idf.il |Unauthorized Mthod HEAD for eitan. aka.idf.il/ None
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
176.13.21.24  |Israel 147.237.72. 166 |aka. i df . i | m”;k‘f:izgﬂr;e;amgxﬂﬂgmm in None 1
46.19.86.152  |israel 147.237.72. 166 |aka. i df . i | mna?(";‘?i zflrfl‘r;er:m.e;/ @\Ssﬁ’\f;ﬁ iWED 'n None 1
150. 70. 173.59  |Japan 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
84.109.178.110 [Israel 147.237.72.167|i shuri maka. i df . i|SSL Untraceabl e Connection - Uhknown SSL Session None 1
37.26.146.137 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 186. 69. 135 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df.il/nai n/ sachar/hone. aspx |B ock 1
80. 246.136.23 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
213.8.204.19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79.178.34.209 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
185. 49.14.190 |Pol and 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed LRL Access to testp2. czar. bi el ana. pl / t est proxy. php B ock 1
95.215.45. 187  [Sweden 147. 237.77. 216 |dover . i df . i | D stri uted 1?;;};;2&;?&%&?‘212” Bl ock 1
85. 250.236.99 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None
62.128.48.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80. 246. 137. 207 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
Uhknown Pararmeter docld in
46. 19. 85. 167 I srael 147.237.72. 166 |aka. i df . i | wa aka, i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er/ f avi con.  [None 1
gf
5. 28. 154. 222 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 66. 19. 110 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 1
79.180.150. 46 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
212.29.215.141 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/val tam B ock 1
89.187.221.14 |Lebanon 147.237.77. 216 |dover . i df . i | Unaut hor i zed HTTP Met hod B ock 1
77.125.98.120 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Attack None 1
176.13.21. 24 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 1
46.117.41.131 [l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: Unknown SSL Sessi on None 1
157.55.39.131 |Wnited Sates |147.237.77.216|dover.idf.il tnaut hor | zed URL Access to Bl ock 1

wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper /
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