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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3714
121.12. 40. 170 Chi na 147.237.76. 38 eeneitav.idf.il |Bock Wp All Nets dr op 1
185. 130. 5. 201 147.237.76. 176 test.ncore.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount

79. 156. 250. 198 Sain 147. 237.72. 166 aka.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

|signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
52. 6. 202. 63 147.237.72. 156 Lhited Sates aman. i df il ET SCAN NVAP -sS w ndow 1024 1
217.132. 61. 150 147.237. 72. 166 I 'srael aka idf.il portscan: TCP DO stributed Portscan 1
196. 47.173. 21 147.237.76. 31 Qte Dlvoire nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
196. 47.173. 21 147.237.76. 31 Qte Dlvoire nakchal .idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 214 147.237.77. 216 dover.idf.il ET D5 SSL Bonb DoS Att enpt 1
176.228.128. 8 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 64.19. 2 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
73.17.14. 46 147.237. 76. 196 Lhited Sates e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
61.182. 170. 38 147.237.0. 19 (hi na madi matal .idf.il ET SCAN Potential SSH Scan 1
217.194. 207. 20 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
23.96.213. 135 147. 237. 77. 205 Lhited Sates prisha. idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 146. 134 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
196. 47.173. 21 147.237.76. 31 Qte Dlvoire nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 32. 179. 250 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
95. 86. 118. 65 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.102. 170. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
61.182. 170. 38 147. 237.76. 44 ni na e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransnm ssi on

Packet dropped.

185. 120. 126. 44 147.237.76. 200 |ei tan. aka.i df .i | S dro 423
Ret r ansn ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi

212.199. 218. 50 |I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 44
Ret r ansn ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

185. 120. 125. 42 147.237.72. 156 |aman. i df .i | dr op SAMrule drop 22

84.109. 3. 6 I srael 147.237.77. 170 |maarachot. i df .il [Bad TCP sequence Inval i d ACK nunber noni t or 16

185. 120. 125. 42 147.237.72. 166 |aka.i df .i | drop SAMrul e drop 14
Sreamng Engine: TCP Invalid i i ssi

2.54.43.94 I'srael 147.237.77. 243 |mubile.i o i1 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dr opped.

84.109.3.6 I srael 147.237.77. 170 |naarachot .idf .il [Bad TCP sequence Inval id ACK nunber aert

31.168.149.92 |[Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d sequence nuniber noni t or

149. 78.154. 69 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

2.54.41.8 I srael 147. 237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

46.19.85.179  |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

79. 182. 147. 239 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

2.54.58. 174 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

185.32.179.5 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different oo vor 6

w ndow scal e

46.19.85.172  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5

37.46.39.81 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.58.174 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 5

46.19.85.172  |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 5

37.46. 39. 64 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.57.103 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.54.57.103 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 4

149.78.144.17 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4

79.177.50.221 |israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 4

2.54.168.118 |Israel 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber aert 4
Sreaming Engine: TGP Invalid i i ssi

213.57. 229. 213 [ srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.

46.19. 85. 97 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4

2.54.168.118 |[lIsrael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4

2.54.57.103 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Inval id ACK nunber aert 4

2.54.58. 174 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nuniber noni t or 4

109. 64. 176. 129 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi

77.125.101. 46 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.

37.26.148.183 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d sequence nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi

79. 181. 154. 222 I srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 67.14.67 |isral 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

192. 117. 162. 62 |I srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

149.78.90. 229 |lIsrael 147.237.72. 166 [aka. i f .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi

80. 246. 137. 185 |I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.

213.57. 141. 181 |I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence SINAK retransmt wih different Jopyivor |3

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

77.125.130.5 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.29  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.182.119.8 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssion. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.176. 104. 217 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.

2.54.168.118 |lsrael 147, 237. 72. 156 |anan. i df . i Bad TCP sequence noni t or 3

185. 3. 146. 248 |l srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

46.120.29.119 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

176.13.5. 36 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

37.26.147.151 [israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

79.178.57.24 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3




12-23-2015-17:04:08 to 12-23-2015-18:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.199. 218.50 |lsrael 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 245
2.52.42.6 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 109
80. 246. 136. 145 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 107
80. 246. 136. 145 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 97
193. 106. 55. 244 |l srael 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Many of the Sane Response Code (404) B ock 86
185. 120. 126. 44 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 38
213.57.229.213 |israel 147.237.76. 200 |ei tan. aka. i df . i | ;‘i‘;'\gnyzgg ;22 Sane Response (ode (404) in Session from Bl ock 35
80. 246. 136. 145 || srael 147.237.0.19 |nadimatal .idf.i ggézﬁhylgé_ tlzg Sane Response Qode (403) in Session from B ock 13
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 192. 118. 10. 10 B ock 10
2.52.42.6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 8
46.19. 86. 164 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 6
2.52.10.93 I srael 147.237.0.19 |[nadi matal . idf. i |Suspicious Response Code B ock 5
184. 168. 193. 153|Lhited Sates [147.237.72.166|aka. i df . il Mil tipl e Unhauthorized URL Access from 184. 168. 193. 153 B ock 4
2.52.10.93 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
84.109. 154. 237 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.12.151. 102 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 253. 223. 44 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.116. 189. 179 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
2.52.135. 231 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
149, 78. 206. 215 |Israel 147. 237.72. 166 |aka. i df . i | m“;li‘;’_riidﬁe_?lb‘:‘m’:‘/C;ie;js/té’omrol o at uel A Bl ock 2
109. 67. 164. 140 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
204.13.200.200 [Uhited Sates |147.237.77.216|dover. i df .i D stri uted ﬁ“gg’_ﬁ;gf’ﬂ;‘j&\gc_ﬁpzn Bl ock 2
2.54.43.94 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 67. 50. 82 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
207. 46.13. 21 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
5.29. 47. 194 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
185. 120. 125. 10 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
84.109.192. 142 [israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
176.13. 11. 99 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.182.52. 62 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.166.190.168 |Netherlands  [147.237.77.216|dover.idf . il |0 o IoUeC 1‘?;;_‘;%;;?36%\2??;‘32” Bl ock 1
213. 8. 204. 41 | srael 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to waww aman. i df.il/https:/ww aman.idf.il/ B ock

109. 67. 150. 186 |l srael 147.237.72. 156 [aman. i df . i | Lhtraceabl e SIS Sessi ons: Unhknown SSL Sessi on None 1
46.19. 85. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
108.204.249.34 |Whited Sates |147.237.77.216|dover. i df . il m:;pffye Eﬁ;gd;lﬁf;gmml o header upper Bl ock 1
107.178.194.87 |Uited Sates [147.237.77. 216 [dover. idf i1 (DS oued 1?;;_‘;;;2;?36%\/??;‘)2” Bl ock 1
82.27.142.177 E?ir:;gom 147.237.77. 216 |dover.idf.i |l Lhaut hori zed URL Access to waw idf.il/sip_storage/files/2/4912.png  |B ock 1
2.54.141. 43 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
185. 27. 105. 188 |l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
77.75.78. 165 Czech Republ i c |147.237.77. 216 |dover . i df . i Lhaut hori zed URL Access to w i df. i/ page/ 25/ B ock 1
109. 67.50. 214 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.117.175.126 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. idf.il/main/gi yuds B ock 1
207.46.13. 21 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wwidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
31.44.132.135 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df .il/nain/ gi yus/ B ock 1
85. 64.200. 176 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
2.52.139.112 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
183.79.221.55 |Japan 147.237.72. 166 [aka. i df . i | Illegal Byte Code Character in Header Nane A HITP 1.0 B ock 1
79.183.175. 128 |lsrael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46.166.190.172 [Netherlands  [147.237.77. 216 |dover. i df il [ S!T1DUeC ff;;t;‘g;éfgeﬁ\gff:p;” Bl ock 1
213.57.182.40 | srael 147.237.72. 166 |aka. i df . i | Miltipl e FulTwi dthHel fw dth Uhi code Encoding on LR Faraneter(+) g 1

from 213. 57. 182. 40
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