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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3155
82.81.12. 22 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 3

175. 30. 52. 181 Chi na 147.237.76. 176 test.ncore.idf.il |Bock Np All Net drop 1

175. 30. 52. 181 Chi na 147.237.76. 177 ncore.idf.il Block Np All _Net drop 1

185. 130. 5. 201 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
52. 6. 202. 63 147.237.76.198 |[thited Sates e.yohal an.idf .il ET SCAN NVAP -sS wi ndow 1024 1
220.176.152. 73 |147.237.76.39 |China nobi | e. nei tav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
212.235.98.139  |147.237.72.166 |Israel aka.idf.il portscan: TGP D stributed Portscan 1
93.172.34. 90 147.237.77.216 |lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
91.238. 82. 59 147.237.77.216 |kraine dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89. 138. 41. 150 147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
46.117.142.182 |147.237.72.166 |lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
220.176.152. 73  |147.237.0. 33 Chi na idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.106. 75. 76 147.237.77.176 |Palestinian Territory, Qeeupied |[nmatpash.idf.il ET SCAN NVAP -sA (2) 1
193. 105. 134. 220 (147.237.76.31 [Sweden nakchal .idf .il ET SCAN NVAP -sS wi ndow 1024 1
91.240.235.225 |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
89.139. 233,160  |147.237.72.166 |Israel aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Action ‘Count
84.109.3.6 I srael 147.237.77. 170 |n@arachot . i df . i [|Bad TCP sequence I'nval i d ACK nunber monitor |60
84.109.3.6 I srael 147.237.77. 170 |naarachot . i df .iI[Bad TCP sequence Invalid ACK nunber alert 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
37.76.208. 44 glcissi':('ja” Territoy,l147. 237. 77. 176 |natpash. i i1 |dr op First packet isn't SWN drop 15
Sreaming Engine: TCP Invalid i i ssi
79.178.16.129 |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreaning Engine: TQP Invalid i i ssi
80.178.97.19  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval id segnent retransmssion. 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i SSi
46.19.86.141  |Israel 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
91.238. 82. 59 krai ne 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
37.46.39.73 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor (8
37.142.68.8 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 28 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber monitor |7
185. 3. 144. 44 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |7
Sreanming Engine: TCP Invalid i i SSi
46.19.85.6 I'srael 147.237.77. 243 |nobil e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
37.26.147.203 |lsrael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence noni t or 6
46. 19. 85. 150 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
62.0.34.93 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 6
201.211.110. 22 |Venezuel a 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (6
62.0.34. 93 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (6
Sreaning Engine: TGP Invalid i i ssi
5.22.129.171  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
80. 246.136.52  |Israel 147.237.77. 243 |robile. i f . | 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.62.69  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 150 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaming Engine: TQP Invalid i i SSi
79.179. 8. 63 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 185. 222 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
89. 138. 41. 150 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
81.218.66.107 |lsrael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
85.130. 130. 16 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber monitor (4
2.54.28.95 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 4
81. 218. 55. 253 | srael 147.237. 72. 166 |aka. i df .il dr op Frst packet isn't SN drop 4
Sreaning Engine: TQP Invalid i i ssi
102.232.81.1  |Wited Qates 147.237. 77. 243 |nobi l €. f . 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 12 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor (4
46. 19. 85. 150 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 117 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (4
46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop drop 4
Sreaming Engine: TCP Invalid i i ssi
193.106.54.32 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
2.54.28.95 I srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber alert 4
66.102.9. 54 Lhited Sates 147.237.77. 176 |natpash.i df .il |dr op Frst packet isn't SYN drop 4
132. 66. 231. 153 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.28.95 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
94.230.86.199 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber monitor |3
188. 120. 149. 227|I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i SSi
79.180. 109. 141 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 66. 3. 76 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.125.93.239  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
s SYNtACK retransmt with .
147.235. 8. 70 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence aifferent vi ndow scal e nonitor |3
Sreanming Engine: TCP Invalid i i SSi
79.177.113.219 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46.19.86.100  |Israel 147.237.0.19 |nadi matal .idf.i Zg?l'\:%y&oioéhe Sane Response (bde (404) in Session from B ock 218
46.19. 86. 100 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 177
193.106.54.32 |Israel 147.237.76.200(ei tan. aka. i df . il [Ostributed Too Many of the Sane Response Code (404) B ock 77
176.12. 151. 155 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
46.19.86.100  |Israel 147.237.0.19 |nadimatal .idf.i Zg?l“fgys_oioéhe Sane Response (bde (403) in Session from Bl ock 30
81.218.241.25 [lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/$$$&282$$$ Bl ock 18
46.19. 86. 144 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 46. 19. 86. 144 B ock 16
109. 253. 128. 90 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
80. 246. 136. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
194. 90. 176. 233 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from 194. 90. 176. 233 B ock 5
185. 32.179. 119 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
46. 19. 86. 40 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.142.68.8 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
2.52.135. 231 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 2
46. 19. 86. 117 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.146.190 [ srael 147.237.76.42 |refuah.idf.il ~ |roreer Tvpe Mola fglg_t:]wl?;ﬁ”;sixacem der 13txt Last Nane i n Hock |2
2.124.121. 253 zint:gom 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
84.108. 226. 252 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
46.117.155.12 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
176.13.8.73 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246. 136. 2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
77.127.254. 243 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
222, 255. 132. 246V et nam 147.237.0.19 |[madimatal .idf.i|Dstributed Whauthorized URL Access on 147.237.0. 19/ Bl ock 1
37.142.238.23 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 160. 160. 78 |l srael 147.237.72. 166 |aka. i df . i | mna?(?i dpfa_ri"’l";en;je;/ S;C\fw?ﬂ?f;ma; on. asp None 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter anp;list in wwaka. idf.il/kanar/klali/default.asp None
198.58.103. 102 |lLnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock
5.107. 10. 14 ;:i:rtaetdesprab 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
104. 219. 251. 71 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
2.52.191. 229 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
80. 246. 137. 101 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 129 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.12. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80.178.97.19 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wan aka.idf.il/k B ock 1
46.19. 85. 25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
149. 78. 90. 71 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
37.26.149.213 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
108.26.219.63 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
77.125.136.26 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
212.199. 251. 227|I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
46.120. 147. 151 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
104, 90. 176. 233 |Israel 147. 237.72. 166 |aka. i df . i | :)L'rigas'/ I?’tageegdﬁngzgg‘;;ganck% e iepauzlfres Bl ock 1
Unknown Paranet er nodul eToGTo in
5.29. 181. 247 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ nai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con. g [None 1
if
Unknown Par anet er
84.109.229.63 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphiai n$TochenPl aceHol der $bt nAt udaBack in None 1
wav aka. i df . i/ mai n/ gi yus/ at uda/ asnacht a. aspx
46. 19. 86. 100 I srael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
176.13.9. 87 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
80.246.136.18 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
77.247.181.162 [Netherlands  |147.237.77.216|dover. i df .|| D stri buted lT;;f;g;;?ﬂeﬁvﬁc_fspﬁn Bock |1
222, 255. 132. 246\ et nam 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
40.77.167.54 Wiited Sates [147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to navy.idf.il/tenpl ates/tal king fromfiel d/ B ock 1
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