12-23-2015-14:04:08 to 12-23-2015-15:04:08

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

Meitan aka. idf.il

M aka.idf.il

M nadi matal .idf.il

M mobile.idf.il

M anan.idf.il

[N atal.idf.il

M refuah.idf.il
navy.idf.il

M i shuri maka.idf.i

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
2. 54. 154. 228

I 176. 12. 140. 145
176. 12. 144. 27

" réfber M 46. 19. 85. 124
At t acks W 128.127.107.81
I 41.33.231.90
M 46. 19. 86. 40
46. 19. 86. 134
M 46.19. 86. 32

Top Attackers



12-23-2015-14:04:08 to 12-23-2015-15:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3022
113.107.221. 77 Chi na 147.237. 8. 28 e.nobi l e-ks.idf.il |Frk_Under Attack Con Htp drop 2
115. 239. 228. 10 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under Attack Con Htp drop 2
113.107.221. 77 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il Frk Purple Gon Limt Htp drop 1

14, 222. 208. 239 Chi na 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
73.17. 14. 46 147.237.76.200  [Lhited Sates eitan.akaidf.il [ET SCAN NMAP -sS wi ndow 1024 1
68. 180. 229. 239 147.237.72.166  |[Uited Sates akaidf.il portscan: TCP D stributed Portscan 1
2.54.140. 71 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
191. 189. 8. 190 147.237.77.216  |Brazil dover.idf.il portscan: TGP D stributed Portscan 1
109. 65. 142. 101 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 29. 251 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
80.179. 9. 115 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
73.17.14. 46 147, 237. 76. 44 Lhited Sates erefuah.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 115 147. 237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.22.7 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
176. 58. 78. 40 147. 237.77. 216 Pal estinian Territory, Gccupied dover.idf.il portscan: TCP D stributed Portscan 1
85. 250. 158. 198 147.237. 77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
80. 179. 220. 182 147.237.72.166  [lIsrael akaidf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |[Ste Signature Action ‘Count
reamn ine: TCP Invali i i Ssi
2.54.154.228  |Israel 147, 237. 76. 200 |ei tan. aka. i df .1 Streamng Engine: TCP Invalid |imvalid segnent retransnission. |, op 537
Ret ransm ssi on Packet dropped.
128. 127. 107. 81 |Net her| ands 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreanming Engine: TP Invalid i i ssi
46.19.86.40 |l srael 147. 237.77. 243 |nubi l e. i of .1 | 9 =g Invalid segnent retransmssion. |, 15
Ret ransnm ssi on Packet dropped.
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
31.168.149. 92 |[lIsrael 147.237.72. 166 |aka. i df i Bad TCP sequence Invali d sequence nunber nonitor |12
46.19.85.4 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
78.184. 80. 46 Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
147.235.8.70  |Israel 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNRACK retransmt with monitor |11
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109.67.0.250 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y, 9
Ret r ansn ssi on Packet dr opped.
46.19.86.134 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
212.179.42.66 |[lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
109. 64. 116. 108 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
46.19. 86. 32 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber nonitor |7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
77.127.85.73 | srael 147.237. 72. 167 |i shurimaka. i df .i | dr op First packet isn't SN drop 7
46. 19. 86. 32 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |7
reaming BEngine: TCP Invali i i ssi
2.54.154.177 |Israel 147. 237. 72. 166 |aka i of . i | Streaning Engi ne: TCP alid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
46.19.86.56  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dropped.
46. 19. 86. 92 I srael 147.237.72. 156 |anan.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
62.0.197. 69 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
109. 226. 15. 46 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
46.19.85.150 |Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
62.219. 151. 147 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
176.13.18. 110 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dropped.
. ) SYNtAXK retransmit with .
84.228. 251. 208 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
2.52.48.70 I'srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dropped.
46.19.86.134 |Israel 147.237.77. 216 |dover. i df i Bad TCP sequence Inval i d ACK nunber aert 5
s SYN+ACKK retransmt wth .
80. 246. 139.55 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence different vindow scal e nonitor |5
Sreamng Engine: TCP Invalid i i ssi
5.29.185.145 [l srael 147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.15.87  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |y, 4
Ret r ansn ssi on Packet dr opped.
46.19.86.4 | srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop 4
94. 230. 86. 205 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (4
46.19.86.166 |[lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
212. 235. 75. 189 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
2.52.161.186 |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dropped.
46.19. 85. 74 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or
2.54.55.39 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
37.26.148.135 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid ' i ssi
79.179. 143. 203 |I srael 147.237.77. 243 |nobi L e.i df i 9 =g Invalid segnent retransmssion. | ., 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
149.78.23.219 |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, o 3
Ret ransm ssi on Packet dropped.
46.19.85.248 |Israel 147.237.77. 226 ;“f"WCha”atZ'aka' "9 |Bad TOP sequence Inval i d ACK nunber moni tor |3
Sreanming Engine: TCP Invalid i i ssi
46.19.86.211 |l srael 147.237.77. 243 |nobi l . i df . i | 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
80. 178. 138. 115 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.54.55.39 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 65. 120. 69 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 25.126 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
46.19.85.161 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber nonitor |3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.54.154. 228 | srael 147.237.76.200|eitan. aka.idf.i|l [Dstributed Too Many of the Sane Response Code (404) B ock 72
176. 12. 140. 145 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response CQode B ock 67
176.12. 144. 27  |israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 50
46. 19. 85. 124 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 37
192. 116. 241. 130! srael 147.237.76.86 |[navy.idf.il Mil tipl e Unhauthorized URL Access from 192. 116.241. 130 B ock 13
176.13. 0. 62 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 6
176.12.144.67 |Israel 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 4
2.54.133. 219 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 4
37.26.146.176 |[Israel 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 3
213.151.32. 163 |Israel 147. 237.77. 243 |nobi | e. i df . i | %E:Iré.t;tgf?l /L:Zgrt\:r(jriinzdii URL Access on Bl ock 3
176.13.11.187 [l srael 147.237.77. 243 |nobi | e. i df .i | r?m;t Iré_?tgfcijl /u;:g:‘:ﬁri'nii UL Access on Bl ock 3
37.142.68. 87 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock
2.52.182. 221 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Qode B ock
176.13.18. 110 |Israel 147.237.77.243|nobi l e.idf . i | D stributed Suspicious Response Code Bl ock
107.178.194.83 |Uited Sates 147. 237.77. 216 |dover . i df . i | D stri bt ec 1T§g;§;gfﬁe'f':;ﬁ°f5p£” Bl ock 2
46.19.86.211  |israel 147. 237.77. 243 |nobi | e. i df . i | nng‘iult eh?rd'fzf’? , geggrcyisem;esn Lot | ddocunent </ 1465 Bl ock 2
149. 88.38.175 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
37.142.68. 87 I srael 147.237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xnmrpc. php B ock 2
188. 165. 208. 29 |France 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unauthorized URL Access from 188. 165. 208. 29 Bl ock 2
176.13.5.81 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
207. 46. 13. 65 Lhited Sates 147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on wwidf.il/error.htm |B ock 2
204.13.200. 200 |United Sates 147.237.77. 216 |dover . i df . | Dstri buted lT;gggzgi?ﬂe%vﬁffsspfn B ock 2
46. 19. 86. 93 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None
2.52.135. 231 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
79.182.142. 131 |Israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Qode Bl ock
79.177.196.174 |Israel 147.237.76.42 |refuah.idf.il e et orized ﬁaﬁfg;i on Bl ock 1
185.120. 126. 4 147.237.72. 166 |aka. i df . i | %{“gﬁﬂ%ﬁ‘jﬂfg - Protocal vidlation None 1
109. 93. 184. 93 147.237.77.216|dover.idf .il Dstributed PHP At enpt B ock 1
89.139.42.233 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78.206 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf35968 in aka.idf.il/news/ None 1
81.218.151. 130 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
207.46.13.1 Lhited Sates 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from207.46.13.1 Bl ock 1
46.166.186. 201 |Nether| ands 147.237.77. 216 |dover . i df . | w111 1155, 25461 nel dover. s B ock 1
162. 144. 255. 104|Uhi ted Sates 147.237.77. 216 |dover . i df . i | m : Lfb f’itle;jxrﬁqf‘:;hggézecj UL Access on Bl ock 1
121. 200. 62. 194 |Bangl adesh 147.237.72. 166 [aka. i df . i | Distributed Unauthori zed URL Access on 147.237. 72. 166/ Bl ock 1
79.178.49.149 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
192. 254. 211. 166|Uhited Sates 147.237.77. 216 |dover.idf . il O stributed PHP At tenpt Bl ock 1
77.125.92. 38 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Cust om Tenpor ary Bl ock 1
5.29. 128. 56 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
62. 25. 16. 234 Net her | ands 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ Bl ock 1
173. 254. 123. 131|lnited Sates 147.237.77.216|dover . i df . i D stributed PHP A tenpt Bl ock 1
84.108. 237. 221 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
213.6. 151. 190 gcf;iig;a” Territory, 147, 237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df. i1/ 894-en Bl ock 1
80. 246. 136. 18 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
198.50. 243. 114 |Canada 147.237.77. 216 |dover . i df . i | \?w;\:: Lf’f’:ffxrﬁ“f‘:é.hggézed UL Access on Bl ock 1
79.177.201. 43  |Israel 147.237.0.15 |kosher-kravi . i df . i|PHP Attenpt Bl ock 1
188. 120. 149. 227|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
109. 93. 184. 93 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/xmrpc. php Bl ock 1
2.54.18. 150 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
92. 85.57. 57 Ronani a 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 1

12-23-2015-14:04:08 to 12-23-2015-15:04:08




