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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3788
192.118. 30. 102 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 258
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 253. 150. 232 |147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 15. 108 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
73.17.14. 46 147.237.76.147 |Lnited Sates chinuch.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
2.52.135.231 147.237.72.166  |Israel aka.idf.il portscan: TCP Distributed Portscan 1
193.105. 134. 220  [147.237.77.205 |Sweden prisha. idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 161. 39. 43 147.237.77.216 |Palestinian Territory, Qcupied dover.idf.il portscan: TCQP DO stributed Portscan 1
144.76. 62. 77 147.237.72.166  |Ger many aka.idf.il portscan: TCP D stributed Portscan 1
109. 88. 225. 208 147.237.77.216  |Bel gi um dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 96. 35 147.237.72.166  |Israel aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
62. 0. 102. 190 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220  |147.237. 8. 46 Sweden e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 147.237.77.216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
66.249.66.39  |lnited Sates  |147.237.77. 234 |hal ag.idf il 9 =g nvalid segnent retransmssi on. drop 48
Ret r ansni ssi on Packet dr opped.
. e SYNWACK retransmit with different .
78.97.139.178 |Romani a 147.237.77. 216 |dover.idf.i| [Bad TCP sequence wi ndow scal 6 noni t or 31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 26
85. 64. 240. 67 I srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 23
213.57.131.178 | srael 147.237.72.166 |aka.iof il |Bad TOP sequence SAK retransmt with different | onor |14
W ndow scal e
Russi an . . . -
109. 173.57. 38 ration 147.237.0.34 [tikshuv.idf.il |[drop Frst packet isn't SN drop 14
Sreaming Engine: TGP Invalid i i sSi
217.194. 206. 43 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
46. 19. 86. 109 | srael 147.237.77.233 |atal .idf.il drop Frst packet isn't SN drop 11
85. 64. 240. 67 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 11
Sreanming Engine: TGP Invalid i i Ssi
66.249.75.201 |Wnited Sates  |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 10
Ret ransm ssi on Packet dr opped.
46. 19. 86. 203 I srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 10
80. 246.136.58 I srael 147.237.72.166 |aka.iof il |Bad TOP sequence SAK retransmt with different | oo |10
W ndow scal e
87.68.81. 149 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
217.132.26.186 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
195. 154. 154. 131 |Fance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
94.230. 86.209 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
46. 19. 85. 233 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
109. 226.15. 46 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 233 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 184 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
132.66.194.54 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
5.22.129.171  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.26.202 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or
46. 19. 85. 184 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
109. 67. 160. 106 |l sr ael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
2.52.136.151  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
82.80.134.178 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
77.126.98.39  |Israel 147.237.72.166 |aka.iof il |Bad TOP sequence SIACK retransmt wth different | oo
W ndow scal e
2.54.26. 202 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 6
e SYNWACK retransmit with different .
80. 246. 136.30 |Israel 147.237.77. 216 |dover.idf.i| [Bad TCP sequence wi ndow scal 6 noni t or 6
212.199. 34. 114 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
2.54.63. 154 I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
2.54.26.202 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid ' i ssi
109.65.189.3 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 42 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 86. 56 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5
82.166.91. 112 |lIsrael 147.237.77. 176 |nat pash.i df . il [dr op Frst packet isn't SYN drop 5
147.236.33.66 |lsrael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 5
31.168.89.106 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nunber noni t or 5
91.200.12.106 |kraine 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 5
37.26.146.154 I srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence SACK retransmt wth different oo s
W ndow scal e
5.102.254.154 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 85. 42 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
60. 225.145. 37 |Australia 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 4
2.54.26. 202 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunber noni t or 4
46.19. 85. 12 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
91.200.12. 106  |lkrai ne 147.237.76.31 |nakchal .idf.il |drop SAMrul e drop 4
176.12. 146. 174 |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence I'nval i d ACK nunber alert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 170 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
2.54.26.9 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 27
46.19. 85. 97 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 18
2.52.136. 151 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from2.52. 136. 151 B ock 5
2.54.63. 154 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Qode B ock 4
185. 32. 179. 128 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 4
46. 19. 85. 124 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 117 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
. . . Unaut hori zed URL Access to
2.52.136.151 |Israel 147.237.77. 243 |mobi | e. i df . i | obi | e. i df. i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 3
. . Unhaut hori zed URL Access to
195. 95. 183. 254 |l srael 147.237.76.42 |refuah.idf.il v refua. atal i df.i1/sip storagelfiles/5 2305 B ock 3
2.52.42.6 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
176.13. 4. 152 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
m ny- kosher-kravi . id
109. 253. 135. 108l srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 3
’ . . O stributed Unaut hori zed URL Access on
107.178.194. 83 [wnited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
176.13. 1. 45 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
79.183.138. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il /sachar B ock
46. 19. 86. 128 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lWited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
125. 46. 26. 253  |Chi na 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
125. 46. 26. 253  |Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.i|/wp-adm n/adnin-aj ax. php |B ock
87.68. 81. 149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
79.181.176.229 |israel 147.237.72.166 |aka. i df . i | thaut hor i zed Method PCST for B ock 1
waw aka. i df . i |/ mai n/ sachar/ mas. aspx
37.26.148.221 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
147.236.33.66 |Israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None
2.90. 19. 38 Sudi Arabia |147.237.77.216|dover.idf.il Adm n Bl ocki ng B ock 1
. . Unaut hori zed URL Access to
66.249.79.119 |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133- 19396- he/ i df gdover . aspx Bl ock 1
83.130.98.219 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
193.34.56. 101 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Atack None 1
79.183. 165. 249 |[Israel 147.237.76.200(ei tan. aka. i df . il Ml ti pl e Unaut horized URL Access from 79. 183. 165. 249 B ock 1
37.26.146.145 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Cde Caracter in URL [nain/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
125. 46. 26. 253  |China 147.237.72. 166 |aka. i df . i | Adnin Bl ocki ng B ock 1
. . D stributed Lhaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.78.199 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LR. Access to aka.idf.il/default.asp Bl ock 1
. - Unaut hori zed Met hod HEAD for
89.138.253.57 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
82.80.28.174  |israel 147. 237.72. 166 |aka. i df . i | Unknown Parameter __VI EWETATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
_ m ny- kosher - kravi . i d _
184. 105. 247. 196|lhited Sates |147.237.0.17 £l Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
37.26.148.229 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
157. 55. 39. 54 Lhited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter catid in aka.idf.il/tiznoret/gallery/ None 1
2.90.19. 38 Sudi Arabia  |147.237.77.216|dover.idf . il Ostributed PHP At tenpt B ock 1
109. 64. 15. 108 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ reset . css |B ock 1
’ . - Unaut hori zed URL Access to
68.180.228. 112 |lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
84.108.92.115 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 1
46.19. 86. 194 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
46.19. 85. 195 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
176.13. 3. 132 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 [mat pash. i df . i | v cogat i df i 1/si p. st oragel i | es/ 9/ 4629, pg Bl ock 1
77.40.129.123  |Norway 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 77.40. 129. 123 B ock 1
37.26.146.145 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from37.26. 146. 145 B ock 1
125. 46. 26. 253 |China 147.237.72. 166 |aka. i df . i | Mil tipl e Adnin Bl ocking from 125, 46. 26. 253 B ock 1
66. 249. 79. 25 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
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