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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

|Site

|Signature

|Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - reset 3134
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 2
94.102. 51. 30 Net her | ands 147.237.76. 177 ncore.idf.il |Block Wdp All Nets drop 1




12-23-2015-11:04:07 to 12-23-2015-12:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount
27.5. 164. 254 I ndi a 147.237.77.216  |dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.170 maar achot . i df . i | Cl03: HTTP: User Agent Sogou+web+spi der B ock 1




12-23-2015-11:04:07 to 12-23-2015-12:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66. 249. 78. 25 147.237.77.170  [Uhited Sates nearachot.idf.il  |ET SCAN NVAP -sA (2) 8
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 2 147.237.72.166  |[Uited Sates akaidf.il ET SCAN NVAP -sA (2) 2
176. 13. 12. 87 147. 237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
128. 199. 41. 247 147.237.72.166 |9 ngapore akaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
109. 64. 136. 98 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
85. 250. 210. 175 147. 237. 77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 179. 169. 217 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
66. 249. 78. 254 147.237.72.166  [Uited Sates akaidf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 245 147. 237. 72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
185. 3. 144. 120 147.237.72.166  [lIsrael akaidf.il portscan: TGP D stributed Portscan 1
5.135. 199. 143 147. 237.77. 176 Uhi ted Ki ngdom nat pash. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
132. 66. 201. 23 147.237. 77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 186. 70. 241 147.237.72.166  [lIsrael akaidf.il portscan: TGP D stributed Portscan 1
92. 222.242. 101 147. 237. 76. 202 France e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 116. 129 147. 237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.178. 191. 202 147.237.77.216  |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
46.117. 104. 146 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
5.135. 199. 143 147. 237.77. 176 Uhi ted Ki ngdom mat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address

Ste

Signature

Country

Ret ransm ssi on

Packet dropped.

Sreaning Engine: TGP Invalid i i ssi
46. 19. 86. 64 I srael 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g nvalid segnent retransmssi on. drop 216
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
80. 246. 137. 174 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssi on. drop 48
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
46.19.86.171  |israel 147.237.76.31 |nakchal .idf i1 9 =g Invalid segnent retransmssion. 27
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
46.19. 85. 76 I sr ael 147.237.77. 243 |mvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 18
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.5.158  |Israel 147. 237. 77. 243 |nubi l e.i df . i 9 =g Invalid segnent retransmssion. -y 16
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
2.54.18.9 I'srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 15
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.13.239  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 12
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
109.226.21.89 |israel 147237, 77, 243 |mwbi e i1 | €M NG Bngine: TCP Invalid - finvalid segnent retransnissi on. drop 12
Ret ransmi ssi on Packet dropped.
93.173.43.159 |lsrael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 11
79. 178. 6. 68 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SN drop 8
46.19. 86. 181 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i ssi
37.26.146.161 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 86. 91 I sr ael 147.237. 72. 166 |aka.i df . i | Bad TCP sequence nonitor |6
Sreaming Engine: TGP Invalid i i sSi
87.68.146.35  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
82.80.198.164 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.181.63. 111 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 232 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 232 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
109. 65.56. 122 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 214 I sr ael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5
132.76.50.5 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 5
46. 19. 86. 222 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.147.200 |Israel 147.237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
reaning BEngine: TCP Invali i i ssi
109. 253. 138. 137|I srael 147.237.77. 243 |rvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransnissi on, drop 4
Ret ransni ssi on Packet dropped.
94.188.248.70 |[Israel 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19.86.190 | srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different | oo |4
w ndow scal e
94.230.86. 243 |Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 214 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert
reaning BEngine: TCP Invali i i ssi
132.70.66.14  |israel 147.237.77. 243 |mvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 4
Ret ransmi ssi on Packet dropped.
46. 19. 86. 91 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
79.176. 206. 231 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.2. 1 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
31.168.14.94  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
93.172.139.70 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 219 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3
212.179.21.194 |lIsrael 147.237.77. 170 |maarachot.idf .il [Bad TCP sequence Inval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.222  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
80.179.16. 133  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
85. 250. 231. 240 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
82. 80. 56. 15 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Russi an S Streaming Engine: TCP Invalid |invaid segnent retransnission.
141.8.132. 112 rat i on 147. 237. 72. 166 |aka.i of . i | Ret 1 ansn Ssi on Packet. dropped. drop 3
Sreaming Engine: TGP Invalid i i sSi
79.181.61.156 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 114. 13 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
212.179.21.194 |lIsrael 147.237.77. 170 |mearachot . i df .il [Bad TCP sequence Inval i d ACK nunber nmoni t or 3
Sreanming Engine: TGP Invalid i i ssi
147.236.31. 180 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3




Attacker Address

2.54.36.21

12-23-2015-11:04:07 to 12-23-2015-12:04:07

A tacker
Count ry

I srael

Target Address |Ste

147.237.72. 166 |aka. i df . il

Signature

Sreanming Engine: TCP Invalid
Ret ransm ssi on

Inval id segnent retransnission.

Packet dropped.

185. 120. 125. 48

147.237.77. 243 |nobi | e.i df . i |

Sreamng Engine: TCP Invalid
Ret r ansni ssi on

Inval id segnent retransnission.

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.183. 160 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 192
2.54.183. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 121
109. 64. 189. 123 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 81
80. 246. 136. 164 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 71
109. 64. 189. 123 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Too Miny of the Same Response Code (404) B ock 44
80. 246. 137. 174 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 8
46.19.85.119  |israel 147.237.72. 166 |aka. i df . i | m“;g”. idfidl /'\fa:j wgaﬁ\; ?a:/\paysl b, asp B ock 6
176. 13. 5. 158 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 5
132.74.214.177 |israel 147.237.0. 16 lny kosher-kravi . i df.i Es_rli“g:;;r_ kTry;\)/ei .\i'id‘f".?tl;?znp“fz::;ﬁcg:tsqtogii?gider 18passvord in- g 5
107. 167. 102. 153|lhited Sates |147.237.77.216|dover.idf.i | O stributed Unhaut hori zed URL Access on wwwyidf.il/aman B ock 4
46.19.85. 76 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
212.199. 149. 78 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212.199. 149. 78 B ock 4
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . il Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 3
2.54.18.135 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
176.13.21.0 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 2
212.199. 149. 78 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/ 1/ B ock 2
195.200. 205.2 |l srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
107. 167. 102. 126|Lhited Sates |147.237.77.216|dover.idf.i | Distributed Unhauthorized URL Access on wwwvidf.il/anan Bl ock 2
109. 253. 194. 2281 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.52.155. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
66.249.79.25  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | mLLF;‘LEﬁ ;:Z”f z?”l szioﬁtﬁfcess on Bl ock 2
204.13.200.200 [thited Sates |147.237.77.216 |dover. i df .|| bt :id?f’ti T‘; 1?3?;};%;;?2;?;\,2?212” Bock |2
109. 226.21.89 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
176.13.6.72 I srael 147.237.77.243|nobi | e.i df . i | O stributed Whaut hori zed UR. Access on nobi | e. i df.i|/sachar/index |B ock 2
149. 88.77.226 |Israel 147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to v i df . i/ navy/ B ock 1
5. 29. 156. 60 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 1
66.249.78.240 [ srael 147.237.72. 166 |aka. i df . i | 'ﬁ?”;g;’”?;efﬁﬁa iAr‘;’/CgeiS;ustﬁ ccrui t1 ane. aspx B ock 1
208.184.112. 74 |Uited Sates  [147.237.77. 216 |dover. i df . | w1 1) 1155, 25461 el dover. aum Bock |1
05.101.131.08 [o9® 147,237, 77. 216 |dover. i df . Dstri utec 1?;;}2%;;?2;26\/?2222” Bock |1
61.135.190.69 |China 147.237.0. 17 gf] niyl- kosher-kravi . Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
46. 19. 86. 55 I srael 147.237.72.166 |aka. i df . i | mn;‘“;i? ?ﬁe;;'nlg\!hiﬂiﬁm@a;pi None 1
176.12.136.45 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock 1
82.166.24.3 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
37.142. 64. 42 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
109. 253. 138. 137|l sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
79.182.217.72 |lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None 1
66.249.66.131 [Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
107.178.194.87 |Uhited Sates  [147. 237. 77. 216 |dover. i df . | w1 1) 1155, 25461 el dover. aum Bock |1
2.52.135. 231 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
85.130.216.49 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 237 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176.13.7. 94 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
81.218.48.37  |Israel 147.237.0.19 |nadimatal .idf.il rae e Tl‘gf’el\l'i/?g 'nogs;)t(' 00SContent A acetbl der 1stxt Gptcha in g oy
46. 19. 85. 145 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs oS Atack None
155.94.222.12 |wited Sates [147.237.76.200|ei tan. aka.idf.il Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
37.26.146.161 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
109. 65.203.87 |Israel 147. 237.77. 216 |dover . i df . i | mtiréfl??ﬁ?ﬂt?;”;miﬁ?i Iu/:L Access on Bl ock 1
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
212. 179. 132. 203|i srael 147.237.72.166 |aka. i df . i | gmllzt.ilp;; gg”;g%” zed Method for Known URL from B ock 1
2.54.61. 85 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |Bl ock 1
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