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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3017
5.135. 199. 143 Uni ted Ki ngdom 147.237.77. 226 v chanat z. aka. i df . i | TP Scan (vertical) dr op 688

5. 135. 199. 143 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df . il TP Scan (vertical) drop 215
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 90

5. 135. 199. 143 Uni ted Ki ngdom 147.237.77.176 nat pash. i df . i | HTTP- M SC- Acunet i x- Ur | dest - r eset 4

5. 135. 199. 143 Uni ted Ki ngdom 147.237.77. 226 W chamat z. aka. i df . i | HTTP- M SC- Acunet i x- Ur | dest - r eset 4
82.81.12. 22 | srael 147.237.77.216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
94.102. 51. 30 Net her | ands 147.237.76. 199 e. nakchal .idf.il Bl ock_Udp All _Nets dr op 1




12-23-2015-10:04:04 to 12-23-2015-11:04:04

|Top Attackers In IPS|

At t acker

5. 135. 199. 143

At acker
Gountry

’Target Address |Site

_ wan chanat z. aka. i df . i
United Kingdom |147.237.77.226 |

Sgnature

10767 HITP. Acunetix Security Scanner B ock
5.135.199. 143 |United K ngdom |147.237. 77. 226 :AWW chamat z. aka. i df . i 3999: HTTP. Qoss Site Scripting Attack in HITP Header Bl ock
144.76.7.107  |Ger many 147.237.77. 216 |dover.i df .i | C1000106: HITP. maj estic bot Bl ock
149. 202. 44. 111 |cer many 147.237.77. 170 |maar achot . i df . i | gzrsanmep access to adm ni strator/index. php -> Bl ock
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
46. 19. 86. 237 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
2.54.179. 25 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.0.15 |Netherlands  |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 114 [147.237.72.14 |Wraine dover.idf.il(old) ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
82. 81. 51. 205 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
78.187.45.211 |147.237.0.16 |Turkey ny- kosher -kravi . i df .i | Er SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
62.219. 48.243  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
52. 6. 202. 63 147.237.77. 226 |Uited Sates [wun chamatz. aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
212.199. 10. 190 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 |147.237.76.200 |Lhited Sates [eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77. 234 |hited Sates |halag.idf.il ET DRCP Bshiel d B ock Listed Source 1
23.96.213.135 |147.237.76. 147 |Wited Sates |chinuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
194. 90. 12. 80 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 114 |147.237.72.14 |krai ne dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
88.249.106.23 |147.237.77. 121 |Turkey e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 133. 165 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
77.125.120. 122 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
62.210.13 180|147 237 77 233 |1t ael atal idh il ET DOB Large anount of TCP ZeroVWndow - Possible Nkiller2 1
DDos attack
212.199. 156. 81 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
52. 6. 202. 63 147.237.77.74 |Uited Sates |[lawidf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 239. 194|147. 237. 72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1




12-23-2015-10:04:04 to 12-23-2015-11:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreamng Engine: TCP Invalid i i SSi
46. 19. 86. 64 I'sr ael 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. | 456
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
reanming BEngine: TCP Invali i i ssi
195. 160. 240. 11 I srael 147. 237.76. 200 [ei tan aka i o1 | SAM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 24
Ret ransm ssi on Packet dropped.
115. 159. 55. 184 |Chi na 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 22
81. 218. 241. 25 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 16
reamn ine: TCP Invali i i ssi
2.54.16. 179 I srael 147. 237.76. 200 |ei tan. aka i i1 || €M NG Engine: TCP alid invalid segnent retransnission drop 15
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.169.118  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
212.143.39. 125 |Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 9
80. 246. 133. 7 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 201 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 86. 196 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamn ine: TCP Invali i i ssi
79.177.29.162 |Israel 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 98 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
31.168. 205. 117 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
212.25.74.130 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
reaning BEngine: TCP Invali i i ssi
176.13.23.189 [Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransnissi on, drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 190 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
94.230.86.138 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
80. 246. 133. 7 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 72 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber aert 5
212.179. 218. 166|l srael 147. 237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 72 I srael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 5
Russi an s SYNVACK retransmt wth different .
83. 220. 239. 215 erati on 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal e noni t or 5
37.46. 39. 43 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5
94.230.86.185 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
185.120. 125. 21 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
46. 19. 86. 64 | srael 147.237.76. 200 |eitan. aka.idf.il [drop First packet isn't SN drop 4
Sreaning Engine: TCP Invalid ' i ssi
176.13.11.187 |l srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.150. 112. 56 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [noni tor
46. 19. 85. 152 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
37.26.149.238 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1opniior [
w ndow scal e
. R SYNVACK retransmt wth different .
46. 19. 86. 64 I srael 147.237.76.200(eitan. aka idf.il [Bad TCP sequence vi ndow scal e noni t or 4
80. 246.137.70 [ srael 147. 237. 77. 216 |dover i of . i Bad TCP sequence SAXK retransmt with different 1opniior [
w ndow scal e
194.9.253.238 [United Kingdom|147.237.72.166 |aka.idf.il drop SAMrul e drop
31.168.97. 25 | srael 147.237. 72. 156 |anan.i df .i| dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i SSi
94.159. 152. 186 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.235.60.86 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
37.26.149.238 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 3
77.127.231.185 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
109. 67.193.82 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
37.142.231. 125 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
84.110.7. 25 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
149.78.31.225 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 102. 103 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
5.22.131.95 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52. 20. 60 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
185. 32. 179. 162 |l srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence I'nval i d ACGK nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
195. 160. 240. 11 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
2.54.26.9 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 42
84.108.19.36  |Israel 147.237.72. 166 |aka. i df . i | Too Many of the Sane Response Code (404) in Session from g oo\ 34
84.108. 19. 36
46. 19. 86. 64 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 33
84.108. 19. 36 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84.108. 19. 36 B ock
176. 12. 150. 105 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
46. 19. 85. 223 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
, www. chanmat z. aka. i d _ ,
5.135.199. 143 |Wnited K ngdom 147.237.77. 226 £l Mil tiple Wauthorized URL Access fromb5. 135. 199. 143 B ock 5
. . Unaut hori zed URL Access to
84.108.19.36  |Israel 147.237.72. 166 [aka. i df . i | vww aka, i df i 1/statiof i mages/ sh-I ogo- 217x40. png Bl ock 5
107. 167. 112. 235|United Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on v i df . il/anan B ock 4
176.12. 136. 186 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
93.172.145.19 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized UR. Access from 93.172.145. 19 B ock 3
37.26.146.176 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.52.164. 198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
176.13.20.231 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212.179.42.241 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/wantikshuv.idf.il |B ock 2
80.179.98.250 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
81.218.102. 117 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lnited Sates 147.237.77. 216 |dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 2
192. 116. 232. 69 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 192. 116. 232. 69 Bl ock 2
. - . D stributed Lhaut hori zed URL Access on
31.168. 21. 80 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i | /404, ht m B ock 2
176.13.20.139 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 2
199. 203. 169. 25 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
87.69. 181. 81 I srael 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waw navy.idf.il/sip_storage/ B ock 2
79.181. 111. 147 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
46. 19. 85. 187 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . - D stributed Lhaut hori zed URL Access on
79.181. 111. 147 |[Israel 147.237.77.243|nobi l e. i df . i | mobile.idfil/sachar/i ndex B ock 1
46. 19. 85. 42 | srael 147.237.77.233|atal .idf.il Abnormal |y Long Request net hod B ock 1
149. 202. 44. 111 |Ger many 147.237.77. 170 |nmar achot . i df . i | D stributed PHP Attenpt B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.78.246 |l srael 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
195. 154.191. 97 |France 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1
37.26.146.146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
2.54.1.46 I srael 147.237.77. 176 |nat pash. i df . i | Ostributed thaut horized LR Access on Bl ock 1
WA cogat . i df . i | /894-ar
84.111.124. 167 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
62.219. 48.243 |[Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- he/ at al . aspx B ock 1
176.13. 23.58 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Attack None 1
. . Lhtraceabl e SS. Sessions: Protocol violation
80. 246. 137. 236 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
. . O stributed Uhaut hori zed URL Access on
46. 19. 85. 190 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl el shar ed/ reset . css B ock 1
. . Lhtraceabl e SS. Sessions: Protocol violation
37.26.148.204 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
109. 67. 164. 140 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.176. 154. 204 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/giu Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Uited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 27 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il Ml ti pl e Unaut horized URL Access from 192.116. 232. 69 B ock 1
_ www. chanat z. aka. i d .
5.135. 199. 143 United Ki ngdom 147.237.77. 226 £l Mal formed URL www acuneti X. wvs: 443 B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/nevsitelenglish B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
176.13.15.101 |l srael 147.237.72.166 |aka. i df . i | voww aka, i o . i |/ nai v sachar / r equest paysl i pexpl anat i on. aspx None 1
2.52.15. 36 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Attack None 1
83. 244. 112. 134 gcf;i'géa” Termitoryly 47, 237. 77. 176 |nat pash. i df . i | Unaut hor i zed URL Access to v cogat . i df . il/894-ar B ock 1
46. 19. 85. 42 | srael 147.237.77.233|atal .idf.il Illegal HTTP Version __ at uvs=567a5c19bd2c1b48000 B ock 1
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