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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3000
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 182
81.218. 241. 25 | srael 147.237.72. 156 anan. i df.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 87
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
40.77.167.5 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

109. 174.112. 77 Russi an Federation 147.237. 76. 38 eeneitav.idf.il |Bock Udp Al Nets drop 1

94.102. 51. 30 Net her | ands 147.237. 76. 34 yohal an.idf.il Bl ock_Ulp Al _Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 44 e.refuah.idf.il ock_Wp Al _Nets dr op 1

94.102. 51. 30 Net her | ands 147.237.76. 197 e. hinush.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country

Ste

|Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
134.191.232.68  |147.237.77.216 |Israel dover.idf.il portscan: TCP Distributed Portscan 1
91.201.236.113  [147.237.76.196 |Wkraine e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 196. 44 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
62.219.129.152  [147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
23.96.213. 135 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.226 |lhited Sates v chamat z. aka. i df . i | ET DRCP DBshi el d B ock Listed Source 1
194. 90. 66. 15 147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
109. 64. 203. 95 147.237.77.216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
91.201.236.113  [147.237.76.196 |Wraine e.svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
66. 249. 66. 33 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
46.117.116.192  (147.237.77.216 |[Israel dover . idf.il portscan: TCP D stributed Portscan 1
2.54.45.19 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
212.235.98.139  [147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
46. 19. 86. 58 I srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence I'nval i d ACK nunber noni t or 67
46. 19. 86. 37 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i SSi
79.182.229.39 [ srael 147.237.72. 166 |aka. i of .i | 9 =g nval i d segnent retransmssi on. drop 21
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 226. 22. 157 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dropped.
62.219.129. 152 |lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid sequence nunber noni t or 12
Sreamng Engine: TP Invalid i i ssi
2.54.40. 88 I srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.390  |Wnited Sates |147.237.77.234|halag.idf.il 9 =g nvalid segnent retransmssi on. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
66.249.69. 163 |lhited Sates |147.237.76.86 |navy.idt.il 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
82.166. 77. 241 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
46.19.85.156  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g nval i d segnent retransmssi on. dr op 9
Ret ransm ssi on Packet dropped.
37.26.149.205 |Israel 147.237.72. 166 |aka. i of . i Bad TOP sequence SIHAK retransmt with different 1o o
w ndow scal e
81.218. 241. 25 | srael 147.237.72. 156 |anan.i df .i | dr op Frst packet isn't SN drop 8
91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
reamng BEngine: TCP Invali i i ssi
176.13.20.139  [Israel 147.237.77. 243 |t e iop i1 | SAMNG Engine: TCP Invalid invalid segnent retransnissi on. drop 8
Ret ransnm ssi on Packet dropped.
46. 19. 85. 185 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i ssi
109. 64. 129. 154 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
81.218. 241. 25 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 6
46. 19. 85. 185 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
192. 0. 81. 17 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
. . SYNPAXK retransmit with different .
217.194. 203. 125|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 6
46.19.86.4 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
46.19.85.187  |Israel 147. 237,77, 243 |t L e i i1 | €AMNG Engine: TQP alid  ivalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 185 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamng BEngine: TCP Invali i i ssi
77.125.111.126 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
5.175.193.232  |Ger many 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
62.0.224.134 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 138 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
91.200. 12. 137  |lkrai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 4
46. 19. 85. 185 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 209 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
46. 19. 85. 185 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 4
46. 19. 85. 32 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invali d ACK nunber noni t or 4
46. 19. 85. 209 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 85. 107 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4
Sreanming Engine: TCP Invalid i i SSi
212.179.21.194 |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
5.29.179.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 17 | srael 147. 237.72. 166 |aka. i of .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
81.218.150.58 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.205.82 | srael 147. 237, 72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
87.68. 85. 78 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
195.110.40.7  |Israel 147. 237, 72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
77.126.43.107 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
94.230.86.149 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
84.94.121.186 |Israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.207  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
128.127.107.81 |Netherlands  |147.237.72. 166 |aka idf. il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
82.80.196.44 [ srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SINCAQK retransmt with different | oovor |3
w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
2.54.137.212 I srael 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized URL Access from2.54.137. 212 Bl ock 14
46. 19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
2.54.18.135 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
81.218.241.25 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waww aka. i df . il/$$$&282$$$ B ock 4
80. 178. 157. 105 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 3
2.52.164. 198 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
128.127.107.81 |Netherlands |147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
176.13.20.139 |lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
2.52.50. 149 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.135.231 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
158.69.52. 102 |lhited Sates [147.237.77.216|dover.idf.il O stributed PHP Attenpt B ock 2
46.19. 86. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
77.127.112.100 |[lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 77.127.112. 100 Bl ock 2
80.179. 122. 185 |Israel 147.237.72. 166 |aka. i df . i | m“;:;rii dzfe_?l'm:ﬁrzgu{ ot actus, asox Bl ock 2
77.127.112.100 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 2
37.26.146.175 | srael 147.237.76.42 |refuah.idf.il \;Twaf:; o ;y;e. i\fjfoll i"f/i 9";6_‘:;;/?0;?;;:.2;{& acekbl der 13t xt Last Nane i n B ock 1
204.13.200.200 |Uited Sates [147.237.77. 216 |dover. i df .| D stri buted 1‘1“;;‘;;;5926%\/??;‘);” Bock |1
84.95.226.189 |[lsrael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
2.54.36. 86 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176. 13. 5. 106 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79.181.98.226 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 1
66.249.78.190 I srael 147.237.77. 176 |nat pash. i df . i | muigg;t' _Ziedci_% t’:’n‘;ﬁfet;n%/ e i . asp Bl ock 1
109. 253. 129. 213|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
93.172.176.119 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
46.19. 85. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
212.179.21.194 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
2.54.137.212 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/1133-23026- he/ . aspx B ock 1
185. 32. 179. 159 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
68.180.230.29 [United Sates |147.237.77.176|mat pash. i df .i | \;P:rwafgf);jt pe M /oiéaéi??ﬁefggg?ﬁaisgx Bl ock 1
107.178.194.79 |Uited Sates |147.237.77.216|dover. i df .|| D stri uted 1?;‘;};%;;?26%\/2??;‘3;” Bl ock 1
37.26.147.130 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
204.13.200.200 [United Sates [147.237.77.216 |dover. i df .il D stri utec 1?;;};%;;?&%\/’2‘;‘??:{);” B ock 1
84.111.39.77  |israel 147.237.72. 166 |aka. i df . i | m";’k‘f:i zfriﬁﬁe;aﬂ/;imfmm in None 1
2.54.37.134 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None

176. 13. 6. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
66.249.78.204 |israel 147.237.77. 176 |nat pash. i df . i | muzgg;t' .Zie(?f LIJ?; tfﬁ;?if ets‘/)shar ol user cort ol </ navnendl B ock 1
115. 218.179. 28 |china 147.237.77. 216 |dover . i df . i | mult ;?ri'liiiat’:‘d/ﬁggfzsn:fol o header upper Bl ock 1
94.230.85.126 |Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df . il/894-he Bl ock 1
46. 19. 85. 187 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
213.8.10. 16 I srael 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation SearchText in wwidf.il/1065 he/dover.aspx  |B ock 1
82.80.198. 164 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
2.54.182. 72 I srael 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
185. 32. 179. 169 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
158.69.52.102 |hited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthorized UR. Access from 158. 69. 52. 102 Bl ock 1
46. 19. 86. 253 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
109. 67. 106. 175 |l srael 147.237.72. 166 |aka. i df . i | m ;li(: l:t d?(_jiwx.t :f;;fa‘i /'\r'eetg?gfr;toiromozg d/ft‘egz_ asix B ock 1
40.77.167. 20 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
207.46.13.170 |[lnited Sates |147.237.77.216|dover.idf.il mult gﬁrillz/es? pgof‘;;‘;/sfi |t§s/ o/ i 2622000 17479, pg Bl ock 1
85.64.93.215  |Israel 147.237.77.233|atal .i df .il Uhaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
2.54.37.134 I'srael 147.237.72. 166 |aka. i df . i | %ﬁ&;ﬁﬂfﬁ?ﬁﬁﬁf& - Protocol violation None 1
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