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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2350
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under_ Attack Con Htp dr op 3
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

157. 55. 39. 131 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

108. 59. 8. 80 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1

118. 218. 207. 36 Korea, Republic of 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp All Nets drop 1

94.102. 51. 30 Net her | ands 147.237.76. 148 gocenter.aka.idf.il |B ock Udp All Nets drop 1

94.102. 51. 30 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

107. 167. 26. 226 Lhited Sates 147.237.77. 74 lawidf.il [8479: HITP. Suspicious HITP Request B ock 2




12-23-2015-06:04:00 to 12-23-2015-07:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
50. 204. 188. 142 |147.237.77.227 |Uhited Sates  [e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 2048 1
168. 62. 238. 153 |147.237. 76. 197 |Lhited Sates e. hinush. i df . il ET SCAN NVAP -sS w ndow 1024 1
46,158, 122, 162|147 237 77 74 [RUsSian Lawidh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 77. 243 |Chi na nobi | e.i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal . i df i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
50.204. 188. 142 |(147.237.77.227|Wited Sates e. hamaz. i df .il ET SCAN NVAP -sS w ndow 3072 1
180. 153. 104. 125|147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 [147.237.77.227 |Lhited Sates e. hanaz. i df .i | ET SCAN NVAP -f -sS 1
94.173.7.210 147.237.77.74 |United Kingdom|lawidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |[China elifestyleidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.200 |China mu.idf il ET SCAN Potential SSH Scan 1
54.224.149. 230 |147.237.77.216|Wited Sates  |dover.idf.il Tehila - Perl LW wth fake user agent 1
180. 153. 104. 125|147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1




12-23-2015-06:04:00 to 12-23-2015-07:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1983

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
Sreaming Engine: TGP Invalid i i ssi

40.77.167.56  |Wited Sates |147.237.77.234|nalag.idf il 9 =g Invalid segnent retransmssion. | 16
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

157.55.39.86  |Wited Sates |147.237.77. 234 |hal ag.idf.il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i SSi

109. 65. 154.59  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

: s SYN+tACXK retransmt wth .

24.255. 255. 6 Lhited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence di fferent vi ndow scal e nonitor |5

46.19. 85. 101 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid ' i ssi

157.55.39.227 |Wited Sates |147.237.77. 234 |hal ag.i df .i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor

52. 33. 66. 29 Lhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SN drop

8. 37. 227. 69 é{”;(’;ym’us 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state moni tor |4
Sreanming Engine: TCP Invalid i i SSi

66.249.78.216 |lWited Sates |147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

Russi an Do Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
141.8.132. 112 et ot i on 147.237.72. 166 [aka. i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
213.57.129. 222 |Israel 147. 237. 72. 156 |anan.i df . i | Bad TCP sequence SYNPACK retransmit with moni tor |3
di fferent w ndow scal e

62.0.34. 177 I srael 147.237.77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3

8.37.228. 81 é{”&;‘/ym“s 147. 237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Response out of state monitor |3

46. 19. 86. 57 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3

173.252.115.85 |[lhited Sates |147.237.77. 176 |natpash. i df .il drop First packet ismt SN drop 2

46.19. 85. 101 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 2

62.0.34. 177 I srael 147.237. 77. 170 |naar achot . i of . i | Bad TCP sequence Inval i d ACK nunber aert 2

8. 37. 227. 70 é{”&’;ym’“s 147. 237. 77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Response out of state monitor |2

188. 120. 148. 129|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |2

70.39.186.222 |Satellite Provid{147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2

173.252.115.89 |[lhited Sates |147.237.77. 176 |natpash. i df .il drop First packet ismt SYN drop 2

91.200.12.137 |Wkraine 147.237.77.74 [lawidf.il drop SAMrul e drop 2

41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 2

173.252.115.91 [thited Sates |147.237.77. 176 |natpash. i df .il drop First packet ismt SYN drop 2

37.142.68. 86 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |2

5.102. 254. 43 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2

91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2

s ] Geo- | ocati on i nbound

62. 210. 209. 237 |France 147.237.72. 217 |e.i of .i | Geo- | ocati on enf or cenent enf or cenent drop 2
Sreaming Engine: TGP Invalid i i ssi

40.77.167.20  |Wited Sates [147.237.72. 166 |aka. idf il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.78.190 |United Sates |147.237.77. 176 |mat pash.i of i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

173.252.115.84 [lhited Sates |147.237.77. 176 |nat pash. i df .il drop First packet ismt SN drop 2
Sreanming Engine: TCP Invalid i i SSi

85.250.49.35  [Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

180. 97. 106. 161 |Chi na 147.237.77.74 |lawidf.il dr op SAMrul e drop 1

37.17.222.20 Net her | ands 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunier noni t or 1

89.207. 130. 134 |Net her | ands 147.237.77. 216 [dover.i df .| Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |[nonitor |1

180. 97. 106. 162 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1

180. 97. 106. 161 |Chi na 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1

157.55.39.131 |Whited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1

137.116.71.170 |Wited Sates |147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenent gﬁ?;'rgzi'nfn i nbound drop 1

180.97. 106. 162 |ni na 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1

enf or cenent

216.218.206. 111|thited Sates |147.237.0.33 [idf.il drop drop 1

37.142.68.86 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 1

141.212.122.87 |Whited Sates |147.237.77. 212 |e. dover. i df .il Geo- | ocati on enf or cenent gﬁ?;):ggi'nf”  nbound drop 1

2.54.59.89 I srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1

180. 97. 106. 162 |Chi na 147.237.77. 226 |} " chanat z. aka. 1AM 14r oy SAMrule drop 1

180.97. 106. 161 |ni na 147.237.72. 217 |e i df .1 Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1

enf or cenent




12-23-2015-06:04:00 to 12-23-2015-07:04:00

|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
37.26.147.146 |l srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 37
77.75.250. 47  |Ger many 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 77. 75. 250. 47 B ock
5.28.164.8 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
31.168. 208.53 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
. . Unaut hori zed Met hod CPTI ONS for
84.94.38.200 I'sr ael 147.237.72. 166 |aka. i df . i1 wan aka. i df . i |/ nai n/ gi yus/aut henti cati onservi ce. asnx/ get aut huser Bl ock 2
84.228. 116. 242 || srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
37.26.147.201 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
77.75.250. 47  |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
37.26.149. 208 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
) . . D stributed Unaut hori zed LRL Access on
107.178.194. 83 |Lhited Sates  [147.237.77.216|dover. i df. il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.79.75 |Israel 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on www idf.il/error.htm B ock 1
) . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |United Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
77.127.188.12 |lsrael 147.237.72. 166 |aka. i df . i | SIS Untraceabl e Gonnection - sigal gs DoS Attack None 1
40.77.167.20 |Wited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
) . . D stributed Uhaut hori zed LRL Access on
107.178.194. 87 |Lhited Sates  [147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228. 112 |United Sates  |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin waw i df.il/1395-en/ dover. aspx B ock 1
) . . D stributed Uhaut hori zed URL Access on
208.184.112. 74 |United Sates  |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Whaut hori zed URL Access on
46.166. 186. 211 |Nether | ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
Anonynous . - D stributed Lhaut hori zed URL Access on
185.36.100. 145 [ 147.237.77. 216 (dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.228.112 |Lhited Sates  |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1397-en/ dover. aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.66. 191 |l srael 147.237.76.42 |refuah.idf. il 147.237.76. 42/ styl e/ 1. he/ scrol | er/j query. j car ousel . css B ock !
192.115.252. 2 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
89.138.215.79 |lsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
66.249. 78.190 |[lsrael 147.237.77. 176 [nat pash. i df .i| |Ostributed Suspicious Response Code B ock 1
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