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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 249

52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 2

130. 75. 2. 26 Cer many 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2

69. 114. 208. 103 Lhited Sates 147. 237.76. 30 hinush.idf.il |[Block Wp Al Nets drop 1

180. 228. 210. 79 Korea, Republic of 147.237.76. 201 eatal.idf.il |Bock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

A tacker

Target Address count ry Signature
66.249. 75. 201 [147.237.76.86 [Lhited States [navy.idf.il ET SCAN NVAP -sA (2) 2
66.249.79.75 |147.237.77.216|lited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
131.109. 15. 15 [147.237.76.31 [Wited Sates |nakchal .idf.il ET SCAN NVAP -f -sS 1
89. 242. 248. 250 |147. 237. 76. 201 E:ir:;gom eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.67.1.131 [147.237.72.156 |Lhited Sates [anan.idf.il ET SCAN Potential SSH Scan 1
208.67.1.131 |147.237.0.19 [lhited Sates |nadi matal.idf.il ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.76.199 |te DIvoire |e. nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
196. 47.173. 21 |147.237.76.199 |Qte DIvoire |e nakchal .idf.il ET SCAN NVAP -f -sS 1
183. 82. 106. 200 |147. 237. 77. 233 |Indi a atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.8.24 |lthited Sates |e.lifestyle. idf.il ET SCAN NVAP -sS w ndow 1024 1
131.109. 15. 15 |147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
116,77 177,60 |147. 237 8. 28 |chi na o robil e ks i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
208.67.1.131 [147.237.72.167 |ited Sates |ishurimaka idf.il ET SCAN Potential SSH Scan 1
208.67.1.131 |147.237.0.33 |wnited Sates |idf.il ET SCAN Potential SSH Scan 1
23.96.213.135 [147.237.77.121|tnited Sates |e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208.67.1.131 [147.237.0.16 |Wited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
196. 47.173. 21 |147.237.76.199 |Qte DIvoire |e nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
168. 62. 238. 153 |147. 237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
107.72.164.82 |Wited Sates  |147. 237, 77. 216 |dover a1 | ! €M NG Engine: TP Invalid - linvalid segnent retransmission. |, o 10
Ret r ansmi ssi on Packet dropped.

91.200. 12. 137  |lkrai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 4
91.200.12. 143 |Wkraine 147.237.77. 74 [lawidf.il drop SMMrule drop 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nenitor |3
209. 133. 111. 211 |thited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
46. 19. 86. 107 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence noni t or 2
46. 19. 86. 107 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber aert 1
216.218. 206. 80 |lhited Sates 147.237.8.50 |e.tikshuv.idf.il|Geo-1 ocati on enfor cenent Geo-1 ocation inbound enf or cenent |drop 1
141.212.122.87 |lWhited Sates 147.237.76. 196 |e.sviva.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
77.77.76.3 :éxbl :2'3“" 147.237.77. 216 |dover.idf.il  [Bad TOP sequence Invalid ACK nunber aert 1
5.144.131. 170 L;;Ebl:ilgm 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Inval i d ACK nunber monitor |1
176. 58. 245. 111 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
46. 19. 86. 107 I srael 147.237.76.42 |refuah.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
216.218. 206. 112|lhited S ates 147.237.0.200 |[mdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
141.212.122.88 |lhited Sates 147.237.76.196 |e.sviva.idf.il |Geo-| ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
77.77.76.3 IFL.ZEBI :i'?’fﬁ'c 147.237.77.216 |dover.idf.il  |Bad TCP sequence Inval i d ACK nunber moni tor |1
31.168. 1. 226 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 1
46.117.245. 187 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
216. 218. 206. 122|thited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
141. 212. 122. 170|Wited Sates 147.237.77. 178 |e. nat pash. i df .i1|Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
79.116.25.197 |Ronmani a 147.237.77. 216 |dover.idf .il drop SAMrule drop 1
46.117. 245. 187 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216. 218. 206. 122|lhited Sates 147.237.76.202|e.halag.idf.il |Geo-| ocati on enfor cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
141.212.122. 171|lhited Sates 147.237.77. 178 |e. nat pash. i df . i ||Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
84.229.192.88 |[lIsrael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 1
137.175.19. 122 |[nited Sates 147.237.77. 216 |dover.i df .i drop First packet isn't SWN drop 1
52.16.5.197 Lhited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
5.144.131. 170 L;;Ebl:ilgm 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Inval i d ACK nunber aert 1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.46.13.184 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 207.46. 13. 184 Bl ock 3
176.13.22.108 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
m ny- kosher - kravi . i , ,
46. 117. 164. 60 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 2
157.55.39. 131 |UWited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/cnspages/ get css. aspx B ock 2
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
m ny- kosher - kravi . i
77.125.163.231 |[Israel 147.237.0. 17 df niy| Ostributed |11 egal Paraneter Encoding None 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
195. 154. 194. 111 |France 147.237.77.216 |dover. i df . i | Dstributed PHP At enpt Bl ock 1
m ny- kosher - kravi . i j i
62.219.226.71 |Israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
24.135. 66. 196 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt B ock
157.55. 39. 55 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
m ny- kosher - kravi . i i 003
77.125. 163. 231 |1 srael 147. 237 0. 17 ny !%ranet er Type Mol aIl on .C“ nt ent A a_cel—bl der 1$t xt Per sonal 1 d B ock 1
df.il in mny-kosher-kravi.idf.il/tenplates/|ogin. aspx
] . . Unaut hori zed URL Access to
68.180.228. 183 |Lnited Sates [147.237.77.233|atal .idf.il v atal i df i | /tenpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
205.186.141.30 |lLhited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on ww i df . il /xmrpc. php B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216 (dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
213.8.204.5 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
72.167.159. 8 Lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ol d/wp-admn/ B ock 1
195. 154. 194. 111 |France 147.237.77.216 |dover. i df . il Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
m ny- kosher - kravi . i _ .
62.219.226.71 |lsrael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 62.219. 226. 71 None 1
24.135. 66. 196 147.237.77. 216 |dover.idf .il D stributed Waut hori zed URL Access on waw i df . il /xmrpc. php Bl ock 1
157.55.39.131 |Uhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 157.55. 39. 131 B ock 1
78.128.92.193 |Rulgaria 147.237.77. 216 |dover.idf . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
68.180.229.239 [lnited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to www aka. i df.il/giyusxe x’x—x"xe Bl ock 1
. . . Unhaut hori zed URL Access to
183. 206. 168. 44 |Chi na 147.237.76.42 refuah. i df.il ww refua atal .i df.i1/systentf ckedi tor/ editor/ Bl ock !
50.22.11.11 Lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed LRL Access to navy.idf.il/bl og/ wp-adnin/ B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194.87 [lhited Sates |147.237.77.216|dover.idf.i| wiw i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
213.8.204.5 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
74.82.47.2 Lhited Sates [147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
; . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
- . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72.166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
40.77.167.5 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to w i df . i|/cnspages/ get css. aspx B ock 1
95. 108. 132. 178 RJSf;:I”i on 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/228-hel fag. aspx B ock 1
68.180.230.29 |lhited Qates [147.237.77. 176 |mat pash. i df . i | Faraneter Type Violation PageNimin Bl ock 1
wanw cogat . i df . i |/ 2027- he/ cogat . aspx
] . - Unaut hori zed URL Access to
207.46.13.184  |United Sates 147.237.77. 216 [dover . i df . i | ww i df . i | /api/ visitorcountry/visitorcountry. svc/isvisitoreu Bl ock !
184.105. 139. 70 [hited Sates [147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 1
54. 154, 209. 228 |Lnited Sates |147.237.77.216|dover.idf.il Ostributed PHP Attenpt B ock 1
117.20.3.74 Australia 147.237.77. 216 |dover.idf .il Ostributed PHP At tenpt B ock 1
77.125. 6. 61 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 79. 79 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwy i df.il/1133-20786 B ock 1
40.77.167. 20 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 40.77.167. 20 B ock 1
173.54.44.94  |Wited Sates |147.237.72. 166 |aka. i df . il m:cg e Untraceabl e S Sessions from 173.54.44.94 (sigal gs DS |\, 0 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |lnited Sates |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
70.32.68. 20 Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/wp/ wp-adm n/ B ock 1
] - - D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
188.138.1.218 |Ger many 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
; . . Unhaut hori zed URL Access to
54.154.209.228 |lhited Sates [147.237.77.216 [dover.idf.il v i df i 1/ wp- i ncl udes/ si npl epi ef t heme- opt i ons. php Bl ock 1
- . Unaut hori zed URL Access to
2.54.153.56 I srael 147.237.72.166 |aka. i df . i | voww aka. i of i |/ nai 1V sachar/ tf asi m aspx. B ock 1
117.20.3.74 Australia 147.237.77. 216 |dover.i df .i | D stributed Unhaut hori zed LRL Access on ww i df .il/xnrpc. php Bl ock 1
] . - Unaut hori zed URL Access to
68.180.228.175 |Uhited States |147.237.76.42 |refuah.idf.il 147. 237, 76. 42] 994- 9692- he/ r ef uah. aspx B ock 1
205.186.141. 30 |Whited Sates 147.237.77. 216 |dover. i df .i | Dstributed PHP At enpt B ock 1
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