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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 260
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
115. 239. 228. 10 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il Frk Under Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp |drop 2
115. 239. 228. 10 Chi na 147.237.0. 17 mny-kosher-kravi.idf.il |Frk Purple Gon Linmt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
75, 145 81 98 147.237.77. 178 |\ ted States e nat pash.i o i1 ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.108. 132. 58 |[147.237. 76. 147 |Chi na chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
185.130. 5. 214 |147.237.77.233 atal .idf.il ET DOS SSL Bonb DoS Att enpt 1
183. 82. 106. 200 |147.237.76.176|India test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
180. 153. 104. 125|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 219. 238. 10 |147.237.77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 72. 166 |France akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.76.176|India test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
183. 82. 106. 200 |147.237.76.176|India test.ncore.idf.il [ET SCAN NVAP -f -sS 1
112.196. 49. 101 |147.237.77.179|India e nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
78.193.2.8 147.237.77. 74 |Rrance lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i i ssi
157.55.39.41  |Wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
70.199.104. 74 |lhited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor (4
Sreanming Engine: TCP Invalid i i ssi
141.8.132. 112  |Russian Federation |147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransnssion. drop 3
Ret r ansni ssi on Packet dropped.
85. 130. 254. 248 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
2.54.19.16 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
sl . TLS Servers dpher Qites .
185. 130. 5. 214 147.237.77. 233 |atal .idf.il SS. Enforcenent Mol ation Wil nerabi |ty Scanni ng Tool s rej ect 2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.79  |wnited Sates 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransnssion. drop 2
Ret r ansni ssi on Packet dropped.
85. 130. 254. 248 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 2
141.212. 122. 171|Wnited Sates 147.237.0.35 |akavs.idf.il drop drop 1
54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
176. 58. 245. 111 |G eece 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
141.212. 122. 161|Lhited Sates 147.237.76.201|e.ata .idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enforcenent [drop 1
77.77.76.3 Iran, Islanc 147.237.77. 216 |dover.idf. il [Bad TOP sequence Invalid ACK nunber aert 1
Republ i ¢ of
2.54.19.16 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 1
216.218.206.76 |Lnited Sates 147.237.76.34 |yohalan.idf.il |drop drop 1
141.212. 122. 172|hited Sates 147.237.0.35 |akavs.idf.il drop drop 1
101. 198. 159. 31 |Chi na 147.237.8.14 |e.orchot.idf.il |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |[dr op 1
58.215.220.78 |China 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |1
184.105. 139. 110|lhited Sates 147.237.77.212|e.dover.idf.il |Geo-| ocati on enfor cenent Geo- | ocation i nbound enf orcenent |drop 1
141.212. 122. 161|Uited Sates 147.237.77. 121 |e.navy.idf.il |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |[dr op 1
77.77.76.3 'Rrezﬂ'bl i'i'z'fm 147.237.77. 216 |dover.idf.il  [Bad TCP sequence Invalid ACK nurber monitor 1
216.218. 206. 76 |Lhited Sates 147.237.76.44 |e.refuah.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent  |drop
109. 2. 242. 6 France 147.237.77. 178 |e. nat pash. i of . i ||Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |[dr op
141.212.122. 162|Uhited Sates 147.237.76.201|e.atal .idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enforcenent |drop
. . SYN+AXK retransmit with different .
84.108.121. 108 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal e noni t or 1
137.116.71.170 |lhited Sates 147.237. 76. 199 [e. nakchal . i df .i1|Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |[dr op 1
70.199.104.74 |wnited Sates 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 162|United Sates 147.237.77. 121 |e.navy.idf.il |Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |[dr op 1
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
; . . SYNVAXK retransmit with different .
173.54. 44. 94 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

‘Country Target Address |Site Sgnature Action ‘Count
203.91. 119. 101 [Mongol i a 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock
203. 91. 119. 101 [Mongol i a 147.237.77.216|dover.i df . i Dstributed Lhaut hori zed LRL Access on ww i df . il /xnirpc. php B ock
84.108. 138. 180 [l srael 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df.il/894-he Bl ock
. . Uhaut hori zed URL Access to
66. 249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_stor age/ f | es/ 8/ 63578. doc Bl ock 1
. . . D stributed Uhaut hori zed URL Access on
204. 13.200. 200 [Whited States|147.237.77. 216 (dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
108.94.45. 44 |lhited Sates|147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in LRL B ock 1
71.166. 126. 178 [nited Sates |147. 237. 77. 216 |dover . i df . i | Paraneter Type Viol ation ctl 00%Cont ent Pl acetbl der 13t xtEnai l in Bock |1
waw i df . i |/1038-en/ dover . aspx
. . Uhaut hori zed URL Access to
45.55.167. 12 147. 237.77. 176 nat pash. i df . i | W cogat . i df . i |/1313-en/ cogat . aspx/ ti meout =3600 Bl ock !
. . . Unaut hori zed URL Access to
183. 13. 153. 240 |Chi na 147.237.77. 176 [nat pash. i df . i | v cogat . i df .1 1/ shar edl user cont r ol s/ header upper / Bl ock 1
. . . DO stributed Uhaut hori zed URL Access on
107.178.194. 79 |Lhited States[147. 237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.79.75 |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df . il /1385943851000 B ock 1
. . . D stributed Uhaut hori zed URL Access on
204.13. 200. 200 |Lhited States[147. 237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
NULL Character in Method A-[[#0]][[#0]1[[#0]]1p; [[#23]] Aoeh
i . . OW [ [ #31] ] DAL A° A0 A2 mov A° AZFASA, AAUAYA A2 A2 A...| AaAs
108.94.45.44  |lhited Sates|147.237.76.42 [refuah.idf.il e i A [ [#2]] bRA AR [ #30] ] AKhvA_AVAT [ #6]] AvA A 1[[ #14]] A AA, |BO%K 1
A?A+
74.82.47.2 Lhited Sates|147. 237.77. 216 |dover. i df .i | Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
. . D stributed Uhaut hori zed URL Access on
46. 166. 190. 138 [Nether| ands |147. 237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
191. 252. 48. 178 |Brazi| 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-adnmn/ Bl ock 1
) . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wited Sates|147. 237.77. 216 [dover . i df . i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.79.77 |Israel 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/e B ock
208. 113. 155. 20 |Lhited Sates|147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/wordpress/wp-adnin/ B ock
Lhknown HTTP Request Met hod A-[[#0]]1[[#0]]1[[#0]]p; [[#23]] AceA
) . . OW [ [ #31] ] DAt A° Ae A2 mov A° AZFASA, AAUAYA A A2 A.../ AaAs
108.94.45.44 |Wited Sates|147.237.76.42 [refuah.idf.il r A [ [#2]] bRET AR [ #30]] AKhvA—AYAT [ #6] ] AvR A 1[[ #11]] Ao A—A, |BO%K 1
A?A+
66. 249. 64. 224 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
108.94.45.44 |Uited Sates|147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
66.249.79.79 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut horized LRL Access on waw i df . i | /1385943851000 Bl ock 1
216.18.193. 134 |Lhited Sates|147. 237. 77. 216 |dover. i df . i | PHP Att enpt B ock 1
141.212.122. 80 |Lhited Sates|147.237.0.15 |kosher-kravi.idf.il [Miltiple Milformed URL from 141.212.122. 80 Bl ock 1
91. 231. 192. 149 |I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
. . Uhaut hori zed URL Access to
66.249.78. 111 | srael 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
Illegal Byte Gode Character in Method A [#0]][[#0]]1[[#0]]p; [[#23]] AceA
i . . OW [ [ #31] ] DAt A° Ae Aa mov A° AZFASA. AAUAYA A A2 A.../ AaAg
108.94.45.44 |Uhited Sates|147.237.76.42 |refuah.idf.il r i A [ [#2]] bRAT AR [ #30] ] AKhvA—AYAT [ #6] ] A0A A 1 [[ #11]] A A—A, B ock 1
A?A+
66.249.79.119 |[Israel 147.237.77.216|dover.idf .l D stributed Waut hori zed URL Access on 147.237.77. 216/ Bl ock 1
216.18.193. 134 |Lhited Sates|147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/xnrpc. php Bl ock 1
. m ny- kosher - kr avi . .
141.212.122. 80 |Lhited Sates|147. 237.0. 17 o il Mil tiple Mal formed URL from 141.212. 122. 80 B ock 1
107. 150. 56. 90 |United Sates|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp-admn/ Bl ock 1
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