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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 382
130. 75. 2. 26 Ger many 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2
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|Top Attackers In IPS|

A tacker ’Ntacker Qount ry rget Address |Site Sgnature

106. 38. 241. 106 |Chi na 147.237.77. 170 |maar achot . i df . i [|CL03: HTTP: User Agent Sogou+web+spi der B ock 1

185. 63. 188. 120 Russi an 147.237.76.86 |navy.idf.il 16798: HI_'I'P: Q\U Bash HITP Header Renote Code Execution B ock 1
Federati on Wl nerability
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61.148. 115. 22 147.237.77. 216 Chi na dover.idf.il GPL SCAN nmap TCP 2
23.96. 213. 135 147. 237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
210.117.121. 60 147.237.0. 34 Korea, Republic of tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
210. 117.121. 60 147.237.0. 34 Korea, Republic of tikshuv.idf.il ET SCAN NVAP -f -sS 1
115.182. 17. 13 147.237.76. 42 Chi na refuah.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
46.151. 54. 178 147. 237.8. 45 Ukrai ne eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
210.117.121. 60 147.237.0. 34 Korea, Republic of tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
115.182. 17. 13 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
52.6.202. 63 147. 237.77. 178 Lhited Sates e. matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
S SN retransnmit wth different .
84.108.138. 180 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence i ndow scal e noni t or 15
Sreaning BEngine: TQP Invalid i i ssi
66.249.66.39  |Uited Sates  |147.237.77. 234 |hal ag.idf il 9 =g Invalid segnent retransmssion. |, 10
Ret r ansm ssi on Packet dropped.
46.121.143.72  |Israel 147.237.72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop 6
8.37.227.81 g”;(’;ymus 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
188. 139. 233. 159 z:)'u‘a”ifab 147.237.77. 216 |dover. i df . Bad TCP sequence Inval i d ACK nunber aert 5
Syrian Arab s . .
188. 139. 233. 159 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi
24.154.242. 111 |Wited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 36 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
188. 120. 148. 202|l srael 147.237.72. 166 [aka. i df .| Bad TCP sequence Inval i d ACK nunber noni t or
8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover . i of . B ock HTTP Non Conpl i ant Response out of state moni tor |4
70.193.7.90 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber alert
70.193.7.90 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or
85. 64. 250. 109 |Israel 147.237.77. 233 |atal idf.il Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
40.77.167.21  |wited Sates  |147.237.77.243|nobile.idf il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
176.13.16.117 [ srael 147.237.72.167 |i shurimaka.idf.i|Bad TOP sequence SN retransmt wrth different monitor |2
w ndow scal e
113.161.64.85 |V etnam 147. 237. 72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or
2.97.233.107 Uni ted Ki ngdom [147.237.77. 170 |n@arachot.i df.il |dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
40.77.167.20  |wited Qates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Anonynous . . . .
8.37.227.68 Pr oxy 147. 237.77. 216 [dover. i df . il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
: . . . SN retransnmit wth different .
157.55. 12. 66 Lhited Sates 147.237.0.34 |tikshuv.idf.il Bad TCP sequence i ndow scal e noni t or 2
79.176.7.194  [israel 147.237. 72. 156 |anan. i of . i1 Bad TCP sequence S retransmt with different moni tor  [2
w ndow scal e
46.19. 85. 154 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 2
C e SN retransmit wth different .
85.250.111. 90 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence i ndow scal e noni t or 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
S SN retransnmit wth different .
82.166.68.171 |lsrael 147.237.0.35 |akaws.idf.il Bad TCP sequence Wi ndow scal e noni t or 2
46. 19. 85. 154 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
91.200.12.136 |Wkraine 147.237.77. 216 |dover.idf il drop SAMrule drop
Sreanming Engine: TCP Invalid i i ssi
66.249. 66.45  |Wited Sates  |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 168 | srael 147.237.77. 170 |marachot . i df .il [Bad TCP sequence Inval i d ACK nunber noni t or 1
141. 212. 122. 163|lhited Sates 147.237.76.202|e.hal ag.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent [dr op 1
84.109. 57. 60 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 1
176.97.116. 171 |lkraine 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
46. 19. 85. 118 I srael 147.237.77. 243 nobi l e.i df . | Bad TCP sequence Invalid ACK nunber noni t or 1
197.231.221. 211 |Liberia 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow noni t or 1
61.148.115.22 |China 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
141. 212. 122. 160|United Sates 147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enfor cenent Geo-| ocati on i nbound enf or cenent |dr op 1
176.13. 15. 13 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
141. 212. 122. 161|nited Sates 147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent [dr op 1
176.13.15. 13 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 162|Uhited Sates 147.237.76.202|e.halag.idf.il  |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |dr op 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
79.176.7. 194 I srael 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None
91.231.192. 149 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None
87.68.156. 144 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: Unknown SSL Sessi on None
107.178.194.83 |Wited Sates [147.237.77. 216 |dover. i df . i | b stri bt oc gggfggggfﬁeﬁvi‘f?:p;” Bl ock 2
79.176. 136. 252 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
107.178.194.83 |Uhited Sates |147.237.77. 216 |dover . i df . i | 111155, 25650 hef dver ae Bl ock 2
84.108.99.218 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None
176.97.116. 171 |krai ne 147.237.77.233|atal .idf.il PHP Att enpt B ock
85.250.111.90 |[lIsrael 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df . i D stri outec ltf;;_t;gé;g?ﬂeﬁvﬁf;p;” B ock 2
46. 19. 85. 15 | sr ael 147.237.77. 216 |dover. i df . il Mal f ormed LRL B ock 1
109. 201. 152. 235Netherlands  [147. 237. 77. 216 |dover . i df . i | D stri outec 1?3?;}2%;525??“3%&?22;“ B ock 1
205.186.180.26 [lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/wp-admn/ B ock 1
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin v i df.il/1399-en/ dover . aspx Bl ock 1
176.13.16. 117 |l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
46.166.137.198 |Netherlands  [147.237.77. 216 |dover. i df .| D stri buted 1?;;};;25?&%\/??5&“ Bl ock 1
5.2.81.160 Tur key 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wordpress/wp-adnin/ B ock 1
217. 160. 155. 145|Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
193.90.12.87  [Norvay 147.237.77. 216 |dover . i df .i | D stri outec 1?;;}2;;2:??\9%\/???;&” B ock 1
134.0.11. 49 Spai n 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-adm n/ B ock 1
46.19. 85. 15 I srael 147.237.77.216|dover. i df .i | Unknown HTTP Request Met hod gcho5g55 in URL Bl ock 1
88.198. 23. 35 Ger many 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp-admin/ B ock 1
207.46.13.1 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp B ock 1
68.180.228. 175 |lWnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9688- he/ r ef uah. aspx |B ock 1
176.97.116. 171 |lkrai ne 147.237.77.233|atal .idf.il Ml tipl e Unhauthorized URL Access from 176.97. 116. 171 B ock 1
62.210.131. 104 |France 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/ol d/ wp-adnmn/ B ock 1
5.175.13. 138 Ger many 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
66. 249. 79. 75 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
197. 231. 221. 211 |Li beria 147.237.77. 216 |dover . i df .i | miljf.ﬁYe./meglzleiC;ggcripts/jquery/jquery-l. 42 nins Bl ock 1
141.212.122.80 |Uhited Sates |147.237.77.74 |lawidf.il Mal formed URL proxyt est. zrmap. i 0: 80 B ock

46.19. 85. 154 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
207.46.13.129 |United Sates |147.237.77.216|dover. i df .il ohaug for zed pﬁoﬁgzsfi 1 ol <i 2622080 17179, pg Bl ock 1
69. 65. 3. 173 Wited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp/ wo-adm n/ B ock 1
66. 249. 64. 157 I srael 147.237.77.74 [lawidf. il mult:vzrildzf??l ;?e_npplce(\:te:ss/ sth(;red/ user cont r ol s/ | obbyi nf ocent eri t ent Bt ock !
17.142.156.109 |[Uhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wa i df . i1/ newsit e/ novi es/ yassi n7. B ock 1
109. 65.21. 170 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
85.214. 247.93  |Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-adnin/ Bl ock 1
66.249. 79. 79 | srael 147.237.77. 216 |dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 79. 79 B ock 1
201.175.12. 203 |Mexi co 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-adm n/ B ock 1
149. 202. 47.181 |Ger many 147. 237.77. 216 |dover . i df . i | b st bt oc 1?;;}:;&;;??\8%&?22;“ Bl ock 1
46. 19. 85. 154 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method byoty5 in URL B ock

101.50. 1. 13 I ndonesi a 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/bl og/ wp-adm n/ B ock
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df .i | b stri bt oc gggf;;;gfﬁeﬁvi‘fzs:p;” Bl ock 1
77.127.188.12 |israel 147. 237.72. 166 |aka. i df . i | A'\ﬂ;::g e Untraceabl e S Sessions from77.127.188. 12 (si gal gs [0S None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
176.97.116. 171 |lkrai ne 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/894-helatal . aspx/ xnirpc. php B ock 1
40.77.167. 20 Lhited Sates |147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 67. 205. 161 |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
66.249. 79. 79 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/dover/ mai npage Bl ock 1

12-23-2015-03:04:04 to 12-23-2015-04:04:04




