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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2596
130. 75. 2. 26 Ger many 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 2

168. 235. 196. 104 Lhited Sates 147.237.77.216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
77.247.178. 132 Net her | ands 147.237.76. 198 e.yohalan.idf.il [Block Np Al Net drop 1
113.188. 214. 169 \i et nam 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
113.188. 214. 169 \i et nam 147.237.76. 31 nakchal .idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnature
27.5.164.254 [India 147.237.77. 216 |dover . i df . i|C008: HTTP: Xenu User Agent B ock 1
80.248.216.11 |France 147.237.77.216 |dover . i df . i|16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
106. 38. 241. 147 |Chi na 147.237.77.216 |dover . i df . i[Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 254 147.237.72. 166 Lited Sates aka idf.il ET SCAN NVAP -sA (2) 2
134. 213. 133. 4 147. 237.77. 216 Uhi ted Ki ngdom dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
36.72.228.72 147. 237.77. 205 | ndonesi a prisha.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
220.231.195. 122 147.237.77. 235 Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
220.231. 195. 122 147.237.77. 235 Chi na sviva idf.il ET SCAN NVAP -f -sS 1
134. 213. 133. 4 147. 237.77. 216 Uhi ted Ki ngdom dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
134.213.133. 4 147.237.77. 216 Uhi ted Ki ngdom dover.idf.il ET SCAN NVAP -f -sS 1
36.72.228.72 147. 237. 77. 205 | ndonesi a prishaidf.il |ET SCAN NVAP -sS w ndow 4096 1
220.231.195. 122 147. 237.77. 235 Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

SYNretransmt with different

W ndow

scal e

5.102.241.43 [Israel 147.237.77. 170 |marachot . i of i1 [Bad TCP sequence . monitor |53
185. 120. 126. 85 147.237.77. 216 |dover.idf.il  |[Bad TCP sequence Szzée”ansm't wth different windowl, onitor |52
176.13.7.192  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence g’;j';e”ansm with different wndowl o vor |51
84.111.39.77 |Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence Szzée”ansm't with different wndowl o vor 42
212.179. 90. 106 |I srael 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence g’;j';e”ansm with different wndowl o vor 42
84.229.38.86 |l srael 147.237.77. 216 |dover.idf il |Bad TCP sequence Sz;;e”ansm't with different wndowl o vor |39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 64. 121. 110 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ssz;';e”ansm with different wndowl o vor |34
185. 120. 126. 85 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 33
31. 210. 186. 253 |I srael 147.237. 72. 166 |aka. i df i Bad TCP sequence Invalid ACK nurber moni tor |32
46.117.18.96 |Israel 147, 237.72. 166 |aka. i df .| Bad TCP sequence Szzée”ansm't wth different wndowl, onivor |31
5.29.77.203  |Israel 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence g’;j';e”ansm with different wndowl o vor |31
79.180. 22. 208 |Israel 147, 237.72. 166 |aka. i df .| Bad TCP sequence Szzée”ansm't wth different wndowl, onivor |31
46.116.177.17 |Israel 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence g’;j';e”ansm with different wndowl o vor |31
5.102. 254. 222 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 26
109. 65. 140. 125 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence i‘zg;e”ansmt with different wndowl o vor |26
45.59. 213. 122 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence ssz;';e”ansm with different wndowl o vor |26
213.8.204.89 |Israel 147.237.0.34 |tikshwv.idcf.il |Bad TCP sequence M retransmt wth different WndoWoni tor |25
82.81.22.81 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ssz;';e”ansm with different wndowl o vor |21
85.250. 129. 64 |l srael 147.237.72. 166 |aka i df . i Bad TCP sequence i‘zg;e”ansmt with different wndowl o ivor  [21
185. 120. 126. 85 147.237.77. 216 |dover. i df . i Bad TCP sequence Inval i d ACK nunber aert 18
213.57.132.46 |l srael 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁﬁsg;ansmt wthdifferent | onitor |18
52.16.5.197  |Whited Sates |147.237.77.216|dover.idf.il  |Bad TCP sequence Szg;e”ans"“ with different wndowl o vor |18
213.8.204.89  |Israel 147.237.77. 216 |dover.idf il |Bad TCP sequence :;';e”ansm't with different wndowl o vor |14
84.229.94.247 |Israel 147.237.72. 156 |anan. i of .i Bad TCP sequence Szg;e”ans"“ with different wndowl o vor |14
79.182.25.190 |l srael 147. 237.72. 166 |aka i f . i Bad TCP sequence :;';e”ansm't with different wndowl o vor |13
54.72.73.168 |lrel and 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence Szg;e”ans"“ with different wndowl o vor |13
5.29.55.3 I srael 147. 237.72. 166 |aka i f . i Bad TCP sequence :;';e”ansm't with different wndowl o vor |13
213.8.204.89 |Israel 147.237.72. 156 |anan. i of .i Bad TCP sequence Szg;e”ans"“ with different wndowl o vor |12
84.108.19.123 |Israel 147.237.72. 166 |aka i df . i Bad TCP sequence :;';e”ansm't with different wndowl o vor |12
109.64.192.53 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence Szg;e”ans"“ with different wndowl o vor |12
84.228.0.60  |Israel 147. 237. 72. 156 |anan.i of .| Bad TCP sequence :;';e”ansm't with different wndowl o vor |11
46.19.85.238 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 10
82.166.68.171 |l srael 147.237.0.35 |akaws.idf.il  |Bad TCP sequence :;;e”ansmt with different wndowl o vor |10
54.72.0.55 I'rel and 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence g’;j';e”ansm with different wndowl o vor |10
46.19. 85. 14 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 10
149.78.29.73  |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence i‘zg;e”ansmt with different wndowl oivor  [10
109. 64. 163. 210 | srael 147.237.72. 166 |aka. i of . i Bad TCP sequence ssz;';e”ansm with different wndowl o vor |10
46.117.32.153 |l srael 147. 237.72. 166 |aka i df . i Bad TCP sequence i‘zg;e”ansmt with different wndowl oivor  [10
213.57.14.162 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ssz;';e”ansm with different wndowl o vor |10
46.19.86.172 |Israel 147.237.0.19 |nadimatal .idf.i|Bad TCP sequence Inval i d sequence nunber noni t or 10
109. 65. 118. 240 | srael 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence Szg;e”ans"“ with different wndowl, orivor o
186.29.96.113 |olonbia  [147.237.77.216|dover.idf.il  |Bad TCP sequence S retransmt with different WindoMoonior o
5.102. 254. 222 |Israel 147.237. 72. 156 |anan. i df .i Bad TCP sequence Invalid ACK number alert

66. 249. 78. 254 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or

80. 246. 133. 133 |l sr ael 147. 237.72. 166 |aka i df . i Bad TCP sequence i‘zg;e”ansmt with different wndowl o oiior g
79.182.112. 14 |Israel 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence ssz;';e”ansm with different wndowl, ooivor g
79.176. 136. 252 |l sr ael 147. 237.72. 156 |anan.i of .| Bad TCP sequence i‘zg;e”ansmt with different wndowl o oiior g
88.116.57.70 |Austria 147.237.76. 200 |6 tan. aka. i of . 29: (:Zr:]'nsrg Sliqig(i):e: TP Invalid 'Pg‘éf;td dsreggge”; retransmssi on. drop 8
176.13.16.14 |israel 147.237.77. 216 |dover.idf il |Bad TCP sequence Sretransmt with different window o |g
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 14
128.127.107. 81 |Netherl ands 147. 237. 76. 147 [chi nuch. aka. i df . i|D stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock
79.180. 187.239 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
157. 55. 39. 79 Wited Sates  |147.237.76. 147 |chi nuch. aka. i df . j|P St buted Lhauthorized URL Access on Bl ock 2
waw. chi nuch. aka.idf.il/404. htm
46.19. 86. 213 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
176.13. 16. 14 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
84.229.34.148 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
] . - D stributed Lhaut hori zed URL Access on
107.178.194.79 |Uited Sates |[147.237.77.216|dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.246 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ hone/ def aul t. aspx  |Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
204.13.200.200 [UWited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
141.212.122.80 |lhited Sates [147.237.76.31 |nakchal .idf.il Mal formed URL proxytest. znap. i o: 80 Bl ock
66.249. 64. 224 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1397-he/ at al . aspx Bl ock
2.54. 47.137 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
’ . . DO stributed Unhauthori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. - Uhaut hori zed URL Access to
66.249.79.121 |Israel 147.237.77. 216 (dover.idf .il 147.237.77. 216/ 1133- 19396- he/ i df gdover . aspx Bl ock 1
207. 46. 13. 65 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133- 19645- he/ dover B ock 1
141.212.122.80 |[hited Sates |147.237.76.86 |navy.idf.il Mal for med URL proxyt est. zrmap. i 0: 80 B ock 1
80. 246. 136. 143 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 66. 34 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
2.54.56. 202 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 67.39. 170 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . DO stributed Unhauthori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
] . - D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wited Sates |[147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
46.19. 86. 234 I srael 147.237.77.216|dover . i df .i | Mil tiple Untraceabl e SSL Sessions from46.19. 86. 234 (Qpen Mde) None 1
141.212.122.80 |[Uhited Sates [147.237.77.233|atal .idf.il Mal formed URL proxyt est. zrap. i 0: 80 B ock 1
84.108.212.201 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
5.29.227. 44 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.13.19. 125 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter _ EVENTVALI DATI O i n waw aka. i df .il/mai n/sachar/ |None 1
. . DO stributed Unhauthorized URL Access on
109. 201. 154. 198 |Net her| ands 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. - D stributed Lhaut hori zed URL Access on
77.40.129. 123  |Nor way 147.237.77.216|dover . i df .i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
212.179.21.194 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
46.182. 30. 45 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . i1/ nazi B ock 1
141.212.122. 129|whited Sates |147.237.77.235|sviva.idf.il Uhaut hori zed URL Access to /x B ock 1
. . D stributed Unhauthorized URL Access on
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
. - D stributed Lhaut hori zed URL Access on
37.187.129. 166 |France 147.237.77. 216 |dover. i df .i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
194. 72. 238. 241 E?';;gom 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/xyzzy B ock 1
Unknown Par anet er
79.177.57. 41 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshont h i n None 1
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
213.151.32. 163 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.220.146.23 |Wited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157. 55. 39. 55 Lhited Sates |147.237.72.166|aka.idf .il D stributed Wauthori zed UR. Access on 147. 237. 72. 166/ r obot s. t xt B ock 1
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