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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3210
61.147.121. 137 Chi na 147.237.76. 38 e.eneitav.idf.il JLM Under _Attack_Con_Tcp dr op 2
61.147.121.137 Chi na 147.237.0. 17 m ny- kosher -kravi . i df . il Frk Under Attack Con Tcp drop 2

196. 218. 115. 3 Egypt 147. 237.76. 176 test.ncore.idf.il Bl ock Udp All Nets drop 1

196. 218. 115. 3 Egypt 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets drop 1
77.247.178. 132 Net her | ands 147.237. 76. 177 ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Device Action |Oount

106. 38. 241. 106 Chi na 147.237.77.170  |mmarachot.idf.il Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 165 |147.237.77.74 |Wnited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
61.182.170. 38 [147.237. 76. 198 |Chi na e.yoha an.idf.il |[ET SCAN Potential SSH Scan 1
218.108. 132. 58 [147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 |[147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
176.12. 149 76 |147 237 77 2331 5t 2l atal il ET DO5 Large amount of TCQP ZeroWndow - Possibl e Nkiller2 DDos 1
attack
52. 6. 202. 63 147.237.0.19 |lhited Sates madi matal .idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
94.173.7.210 |147.237.77.61 |United K ngdom [e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 |147.237. 77. 243 |Net her | ands nobi | e.i df.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.77. 212 |Net her | ands e.dover.idf.il [ET SCAN NVAP -sS w ndow 1024 1
89.240.74.18  |147.237.76. 176 |United K ngdom [test.ncore.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
61.182.170. 38 |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.31 |China nakchal .idf.il |ET SCAN Potential SSH Scan 1
52. 6. 202. 63 147.237.0.35 |Lnited Sates akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
109. 253. 150. 27 |147. 237. 77. 233 |I srael atal .idf.il ET D05 Large anount of TGP ZeroWndow - Possible Neiller2 Chos 1
attack
40.115.58.160 |147.237.72.167 |lLhited Sates ishurimaka.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
94.173.7.210 |147.237.72.14 |United K ngdom [dover.idf.il (ol d)|ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.195 |[147.237. 77. 234 [Net her | ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.195 |[147.237.77. 170 |Net her | ands naar achot . i df .il |ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 76. 198 |France eyonalan.idf.il [ET SCAN NVAP -sS w ndow 1024 1
61.182.170.38 [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

2.52.163. 106 I srael 147.237. 76. 200 |ei tan. aka. i df .i | > dro 54
Ret ransm ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66.249.78.254 |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor  [30
185. 120. 126. 85 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |26
72.9.148. 10 Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 24
41. 45. 147. 34 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 22
66. 102. 9. 81 Lhited Sates |147.237.77.233|atal .idf.il drop Frst packet isn't SN drop 22
46. 19. 85. 93 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |15
66.249.78.254 |lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 14
185. 120. 126. 85 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber alert 12
79.179. 126. 241 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |12
Sreaning Engine: TCP Invalid i i ssi
84.108.163.85 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 8
Ret ransn ssi on Packet dropped.
o SYN+ACXK retransmt wth .
213.57.136. 157 |Israel 147.237.72. 166 |aka. i dof .i Bad TCP sequence different vi ndow scal e nonitor |7
Syrian Aab s . .
188. 139. 248. 129 Republ i ¢ 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d AGK nunber monitor |7
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 6
s SYN+ACXK retransmt wth .
46. 19. 85. 34 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal e monitor |6
185. 3. 146. 249  |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber monitor |6
Sreaming Engine: TCP Invalid i i ssi
109.65.48.67  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
109. 253. 150. 27 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
188. 120. 148. 220! srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
109. 253. 150. 27 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
94.230. 86.186 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
Sreanming Engine: TCP Invalid i i ssi
213.151. 35. 216 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
. ) SYN+ACKK retransmt wth )
37.26. 146. 158 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 4
212.179. 213. 104 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
188. 120. 148. 247|I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
79.179.175. 109 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
70.29.106. 182 |canada 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
46.19. 86. 144 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 139 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
88.116.57.70  |Astria 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
84.109.32.21 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence nonitor |4
Sreanming Engine: TCP Invalid i i ssi
66.249.75.101 |wited Sates |[147.237.76.86 |navy.idf.il 9 g Invalid segment retransmssion. |, 4
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181.23.228 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 3
Ret ransn ssi on Packet dr opped.
185. 3. 146. 202  |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber monitor |3
Sreamng Engine: TP Invalid i i ssi
79.179.170. 214 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. . 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.203. 164 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.204.54  |israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.28.183.206 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.86.158  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.235.90. 237 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
46.19.86.245  |Israel 147.237.77. 226 | "1\ chanatz.aka.1df |paq TCP sequence Inval i d ACK nunber moni tor |3
176.228.71. 8 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.177.21.232  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
s SYN+ACK retransmt wth .
31.154.174. 220 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal e monitor |3
Sreamng Engine: TCP Invalid i i ssi
87.68. 48. 33 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
185.3.146. 117 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
79.177. 165. 108 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘Tar get Address |Site

‘Count

Country Action
2.52.47.119 I srael 147.237.0.19 |madimatal .idf.il  |/°0 MY of the Sane Response Cde (404) in Session from Bock  [159
2.52.47.119
2.52.47.119 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 107
2.54.182. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 38
2 52 47 119 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Same Response Code (403) in Session from 8 ock 36
2.52.47.119
m ny- kosher - kravi . _ _
176.13.3.92 | srael 147.237.0. 17 Pdf il Mil tiple NLLL Character in Parameter Val ue from176. 13. 3. 92 Bl ock 6
2. 54. 160. 200 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
2.54.27. 147 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
157. 55. 39. 225 g‘;tt:: 147.237.76. 147 |chi nuch. aka. i df . i |  |Wauthorized URL Access to ww chi nuch. aka. i df.il/404. htm B ock 4
79.179. 126. 241 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
176. 12. 140. 202 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 150. 27 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. - Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | voww cogat i o i 1/si . storagel il es/ O/ si ze220x0/ 3410. | pg. sr ¢ Bl ock 3
176. 13. 18. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock
176.12. 144.27 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
Lhited - . D stributed Lhaut hori zed URL Access on
204.13.200.200 o o 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
149. 88. 66. 161 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
Lhited - . D stributed Lhaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 |dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
46. 19. 85. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
84. 228. 59. 89 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None
2.52.132. 96 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
Lhi ted . . DO stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
- - - Unaut hori zed URL Access to
176. 12. 144. 27 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 2
89.138.178.252 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
2.52.47.119 I srael 147.237.0.19 [nadimatal .idf.il Too Many 403: Response Code per Session B ock
. . - Unaut hori zed URL Access to
183. 206. 168. 44 |Chi na 147.237.76.42 |refuah. i df.il v ref ua. atal . i df. i 1/scri pts/f ckedi tor/ editor/ Bock |1
79.178.204. 114 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
164. 138. 120. 213|l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed Lhaut hori zed URL Access on
62.102. 148.67  [Sweden 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . D stributed Lhaut horized URL Access on
31.168.86.38  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
82.81.194. 43 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
68. 180. 228. 112 ;h;:ee: 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v i df.il/1589-en/ dover. aspxt he B ock 1
46. 19. 86. 90 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
89.139.187.60 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
Uhknown Paraneter catld in
5.22.134.77 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. g|None 1
if
. . Unaut hori zed URL Access to
185.3.146.117 [l srael 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ appl e- t ouch- i con- pr econposed. png Bl ock 1
66. 249. 64. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
173. 252. 80. 119 g];::: 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
37.142.190. 206 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . Unaut hori zed Met hod PCST for
84.228. 38. 36 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ r abanut / cont act us. aspx Bl ock 1
2 54.160. 42 | srael 147.237.77. 216 |dover i df .i | gdejls;lgrl])e Untraceabl e SSL Sessi ons from 2. 54. 160. 42 (hknown SSL None 1
Unaut hori zed URL Access to
. ] vy i df i1/ 1133-21811- he/ i df gdover . aspx&sa=u&ved=0ahukewj 705i ot _
213. 151. 62. 237 |Israel 147.237.77. 216 |dover . i df . il dj ahxeOhokha7sdei qf ggt mai &si g2=cqbp-  nayf 3dnzl gu7mbxweusg=af gj ¢ |2 °K 1
ne5nf osnshhgf xopawypgppoqgr t wa
69.171.228. 116 ;“;tteeg 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
m ny- kosher - kravi . i
176.13.3.92 I srael 147.237.0.17 |V NLL Character in Parameter Velue at 8 for Bock |1
idf.il mny-kosher-kravi . idf.il/aj ax/ creat ecapt chai nage. aspx
155. 94. 222. 12 ;“;tteeg 147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
46.19. 86. 234 I srael 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Paraneter Type Mol ation ctl00$CGont ent Pl acetbl der 1$bt nSend. x in
93.173.44.79  |israel 147.237.76.42 |refuah.idf.il vown ref U, at al i df i |/ 1518- he/ ref uah. aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
5.102.254.194 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
198. 8. 80. 143 g“;:s 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 198. 8. 80. 143 B ock 1
79.182.166. 149 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
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