12-22-2015-22:04:03 to 12-22-2015-23:04:03

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 400+
1, 800 B dover.idf.il
- Beitan aka.idf.il
1, 200- W aka.idf.il
B nobile.idf.il
N”gber , B redi matal.idf.il
600+ o
At t acks .arran.!df.fl
[ atal.idf.il
0- . : ; Miawidf.il
’\6\ ‘ ’b:’\ '\& . ‘\6\. ’\6\ ‘ .\8\‘ A $\&\ . ‘\6\. \6\ ’ i shuri maka.idf.i
& F P B s T M chi nuch. aka. i df . |
P & (@0 (Q’b' o < Q-
N . &\ 0()
> O ~(\\> A\
& S B
Top Tar get

[Top Attackers |

W 167. 114. 156. 16

2.52.163. 106
B 79. 179. 124. 217
41. 33.231. 90
Nuréfber W 2.54.159. 78
At acks M 198. 86. 53. 67

I 46. 19. 85. 244

Il 80. 246. 136. 100
213.57.182. 163

M 195. 34. 150. 18

Top Attackers



12-22-2015-22:04:03 to 12-22-2015-23:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3152

66. 249. 64. 151 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 561

66. 249. 64. 178 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6
94.102. 56. 238 Net her | ands 147.237.76. 38 eeneitav.idf.ilBock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature |Devi ce Action |Oount |

37.26.148. 222 I srael 147.237.77.176 |mat pash.idf.il |14170: HITP. B ank User-Agent (descriptor but no string) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 209 147.237.77. 233 Lhited Sates aal .idf.il ET SCAN NVAP -sA (2) 2
162. 222. 185. 165 147.237.0. 35 Lhited Sates akaws. i df .il ET SCAN Potential SSH Scan 1
84.94.170. 13 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 176. 140. 61 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
54.72.0.55 147.237.77. 216 I'rel and dover.idf.il portscan: TCP DO stributed Portscan 1
162. 222. 185. 165 147.237. 76. 196 Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237. 76. 38 Lhited Sates e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.0. 17 Lhited Sates mny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
83. 130. 115. 227 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
177. 67. 194. 206 147.237.77. 216 Brazil dover.idf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Signature

Country

Sreamng Engine: TCP Invalid i i ssi

2.52.163.106  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 597
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.179. 124. 217 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssi on. drop 39
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi

2.54.159. 78 I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 18
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

80.246. 136. 100 |Israel 147.237.77. 243 |mvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.244  |israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. -y 12
Ret r ansni ssi on Packet dropped.

94.230.86.162 |lsrael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or

198. 86. 53. 67 Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi

212.179. 228. 113|I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

109. 64. 186. 253 | srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.

o SYNVACK retransmt wth different .
46.117.192.21 |Israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal e monitor |6
198.86.53.67  |United Sates  |147.237.77. 216 |dover.idf. il Bad TCP sequence iz'l:eetncr:”smt wth dfferent moni tor (6
198.86.53.67  |United Sates  |147.237.77.216|dover.idf.il  |Bad TCP sequence SINFAK retransmt with different | oo g

w ndow scal e
213.57.129. 222 |Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence SINCAQK retransmt with different Jopsiior |6
w ndow scal e
Sreaming Engine: TGP Invalid i i sSi
79.183.170. 211 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
213.57.182.163 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 5
37.26.147.209 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
213.57.182. 163 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
84.109. 179. 114 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 12 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf .il drop SAMrul e drop 4
46. 19. 85. 112 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber monitor |4
188. 120. 148. 140|I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
109. 160. 148. 2441 srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
77.127.210.73  |israel 147237, 72. 167 |i shuri maka i cf || @M NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.134. 119 | srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 247|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
2.54.50. 112 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
77.125.247. 234 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
5.22.131. 254 I sr ael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaming Engine: TGP Invalid i i sSi
37.26.146.232 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
212. 179. 246. 245I srael 147.237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.181. 183. 228 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 196. 177 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.148. 10 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.34.232  |israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
87.68.254.138 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
217.132.71.9  |israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
5. 29. 66. 234 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
Russi an . . |Streaming Engine: TCP Invalid |invalid segrent retransmission.
130. 193.51. 91 et on 147. 237. 76. 200 [ei tan. aka. i df .i | Ret 1 ansm Ssi on Packet. dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
2.54.12. 116 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 4 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.57.100.78 | srael 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
5.28.146. 185 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence noni t or 3
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Sreanming Engine: TCP Invalid

Inval id segnent retransnission.

79.183.117. 103 |Israel 147. 237. 72. 166 |aka.i of . i | Ret 1 ansn Ssi on Packet. dr opped. drop
Sreamng Engine: TCP Invalid i i ssi

109. 66. 206. 70 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

77.126.88.185 |Israel 147.237.77. 243 |nobil e. i of . | 9 =g nvalid segnent retransmssi on. drop
Ret ransni ssi on Packet dropped.

37.46.39. 213 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.52.163. 106 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 93
79.179. 124. 217 |Israel 147.237.76.200|ei tan. aka. i df .i | Dstributed Too Miny of the Same Response Code (404) B ock 13
90. 146. 4. 162 Austria 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 90. 146. 4. 162 B ock 5
. . Unaut hori zed URL Access to
213.57.252. 155 |Israel 147.237.72. 166 |aka. i df . i | vaww aka, i f i |/ mai 1V sachar / def aul t . asp B ock 4
5.102.214. 142 |[israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
191. 252. 46. 205 |Brazil 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 191. 252. 46. 205 B ock 3
79.183.167. 236 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 6. 59 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.27.147 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 85. 238 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
207.46.13.173 |lnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 2
157. 55. 39. 52 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 2
176.12. 149. 241 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
212.76.106. 161 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46. 19. 85. 220 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/nevsitefenglish/ B ock 2
m ny- kosher - kravi . id , ,
176. 13. 18. 226 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 2
. . Unaut hori zed URL Access to
87.69.12. 148 I srael 147.237.72. 166 |aka. i df . i | vaww aka. | df i |/ mai n/ gj yus/ cont rol s/ at udal A B ock 2
. . . Unaut hori zed Met hod PCBT for
93.172.70. 244 |l srael 147.237.76. 147 |chi nuch. aka. i df . i v chi nuch. aka. i df . i |/900- he/ chi nuch. aspx None !
. . Unaut hori zed URL Access to
66.249.79.121 |Israel 147.237.77. 216 |dover. i df .il 147. 237.77. 216/ 1133- 19781- he/ dover . aspx B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
46.19.86.8 I srael 147.237.77. 216 |dover. i df .i | (SSL CONN LI ENT HELLO) None 1
185.32.179. 44 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
84.94.171.6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . . D stributed Lhaut hori zed URL Access on
157. 55. 39. 40 Wited Sates |[147.237.76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df 117404, htm B ock 1
79.183. 165. 249 |l srael 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 1
74.6.53. 182 Uhited Sates |[147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to chinuch. aka. i df.il/ol d/ wp-admn/ B ock
213.57.182. 163 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
; . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
66.249.64.229 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235-he/ at al . aspx |B ock 1
] . . Unaut hori zed URL Access to
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . Unhaut hori zed URL Access to
87.69.37.73 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
Czech . . . Unaut hori zed URL Access to
81. 95. 96. 160 Repub i ¢ 147. 237. 76. 147 |chi nuch. aka. i df . i | chi nuch. aka. i df . i | / wor dpr ess/ wp- adi B ock 1
37.238.112.70 |[iraqg 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
’ . . . Unaut hori zed URL Access to
157.55.39.225 |Whited Sates [147.237.76.200|ei tan. aka.idf.il Wi ei tan. aka, i df i |/ shar ed/ af scri pt s/ f get comment f or m asp B ock 1
112. 196. 176. 163|Indi a 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
79.180. 103. 153 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
93.172.186.33 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
66. 249. 93. 35 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
. . Unhaut hori zed URL Access to
212.76.102.86 |l srael 147.237.72.166 |aka. i df . i | ww aka i o i |/ @i 1V sr i pts/ css3pi e, htc B ock 1
46. 116. 240. 103 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
187. 232. 134. 117|Mexi co 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.108. 185. 187 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
5.102. 236. 77 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
79.183. 165. 249 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wawu aka. i df.i|/xmrpc. php B ock 1
77.125.151. 202 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
; . . D stributed Lhaut horized URL Access on
107.178.194. 87 |[nited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 1
m ny- kosher - kravi . id _ _
89. 138.222. 169 |[Israel 147.237.0. 17 £l DOstributed I11egal Paraneter Encodi ng None 1
66. 249. 79. 25 I sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404.htm  [B ock 1
] . . Unhaut hori zed URL Access to
207.46.13. 1 Lhited Sates [147.237.77.216|dover.idf.il Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 1
81.199. 120. 193 |l srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
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