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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3362
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk_Under Attack Con Htp drop 2
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon Limit Htp drop 1
87.107.221. 126 Iran, |slanic Republic of 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
108. 250. 132. 23 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
108. 250. 132. 23 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_UWp Al _Nets drop 1
180. 165. 133. 174 Chi na 147.237.76. 30 hi nush.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

75.119. 220. 104 Lhited Sates 147.237.77. 216 dover.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

|Signature

| Target Address

Attacker Gountry Ste

208. 80. 155. 223 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 2
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
155. 94. 224. 206 147.237.0. 16 Lhited Sates ny- kosher - kravi . i df . il ET SCAN Potential SSH Scan 1
147.27.11. 143 147.237.77. 179 G eece e nmazi.idf.il ET SCAN NVAP -f -sS 1
84.109. 126. 18 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
79. 183. 130. 68 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 181 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.96.213. 135 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173. 21 147.237. 8. 14 Qe Dlvoire e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
155. 94. 224. 206 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
147.27.11. 143 147.237.77. 179 G eece e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
85. 64. 55. 86 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
84. 108. 146. 200 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 52. 161 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.141. 210 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
31. 154, 241. 250 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Country Target Address |Ste Signature
79.179. 124. 217 I srael 147, 237.76. 200 [ei tan aka i o 1 [ €M NG Engine: TCP Invalid  invalid segnent retransnissi on. drop 654
Ret r ansn ssi on Packet dropped.
79. 183, 129. 123 |I srael 147, 237, 76. 200 |eitan akaiof. i1 | Cam g Engine: TQ> Invalid invalid segnent retransnissi on drop 36
Ret ransni ssi on Packet dr opped.
2.52.163.106 |Israel 147.237.76. 200 [ei tan. aka i or. i1 | €3M NG Engine: TCP Invalid — Jinvalid segnent retransnission drop 36
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 85. 91 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 17
93.172.96.230 |Israel 147, 237, 76. 200 |eitan aka i cf. i1 | CAM NG Engine: TP Invalid inval id segrent retransnissi on drop 16
Ret r ansni ssi on Packet dropped.
176. 228. 34. 218 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
207. 241. 229. 83 |Wited Sates |147. 237. 72. 166 |aka. i df .i | Veb Sgrver Enf or cenent Veéb Servers Sow HITP Denial of | oy 12
Mol ation Service
109. 160. 181. 39 |I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 12
87.69. 77. 100 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19.85.123 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  imvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
2.54.144. 64 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 11
84.111.49.85 |israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence Invalid ACK nunber noni t or 11
185. 27. 105. 182 [l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
212. 235. 68. 118 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nurber noni t or 11
95.86.114.12  |israel 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 11
46.117.89.19  |[Israel 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 10
89. 139. 150. 211 |l srael 147.237.77. 170 |n@aar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 10
46. 121. 109. 200 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
82.166.68.171 |[lsrael 147.237.0.35 |akavs.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
46.19.85.131 [lIsrael 147.237. 77. 216 [dover.i df i Bad TCP sequence Invalid ACK nunber noni t or 8
177. 67. 194. 206 |Brazil 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invali d ACK nunber noni t or 8
46.19.85.91 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 8
2.54,37.181 I 'srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber alert 7
46. 121. 62. 89 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.37.181 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
80.246. 133. 84 |l srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
185. 120. 126. 50 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invali d ACK nunber noni t or 7
2.54.37.181 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 7
84.228.32.118 |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
212.143. 142. 56 |I srael 147. 237. 77. 216 |dover. i of . i drop First packet isn't SWN drop 7
46.117. 251. 244 (I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
77.127.235.33 |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
185. 120. 126. 50 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invali d ACK nunber alert 6
84. 228. 185. 226 |l srael 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansm ssi on Packet dropped.
95. 86. 65. 176 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or
79.182.174.75 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invali d ACK nunber noni t or
109.67. 123.82 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret ransn ssi on Packet dr opped.
46. 121. 109. 200 |Israel 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
68. 180. 228. 248 |United Sates |147. 237. 72. 156 |anan. i df . i1 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansnm ssi on Packet dropped.
80. 246. 136. 228 |l srael 147.237.77. 243 |robi L e, i of . i1 Streaming Engine: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansn ssi on Packet dropped.
79.182.182. 64 |[lsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
79.180. 124. 67 |l srael 147.237. 77. 216 [dover. i df i Bad TCP sequence I'nvalid ACK nunber noni t or
149. 88. 140. 141 |l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invali d ACK nunber noni t or
37.26.146. 148 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransnissi on, drop 6
Ret r ansm ssi on Packet dropped.
31.168.78.46 |Israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansn ssi on Packet dropped.
177. 67. 194. 206 |Brazi 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
46.117.89.19 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence I'nvalid ACK nunber noni t or 5
109. 64. 210. 45 |l srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Invali d ACK nunber noni t or 5
46.19.85.244  |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
79.179. 124. 217 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 114
93.172.96.230 | srael 147. 237.76. 200 |ei t an. aka. i df . i | Too My of the Sane Response Code (404) in Session from |g 87
93.172. 96. 230
46. 19. 86. 197 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 3
80.178.157.42 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 24 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 1. 208 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
] . ] Unaut hori zed URL Access to
80.178.157. 42 | sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 B ock 2
] . . D stributed Unaut hori zed LRL Access on
107.178.194.83 [Wnited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . Unaut hori zed URL Access to
87.69.12. 148 I srael 147.237.72. 166 |aka. i df . i | vawn aka. i df i 1/ mai 1/ gi yus/ cont rol s/ at udal A Bl ock 2
] . . D stributed Unaut hori zed LRL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
. . Unaut hori zed URL Access to
87.69.166. 138 | sr ael 147.237.72. 156 [anan. i df . i | wan anan. i df . i | / consol ef cor e/ doc_ngr/ undef i ned B ock 2
Pal estinian Territory . . D stributed Lhaut hori zed URL Access on
212.106.84. 182 | i o 147.237.77. 176 [mat pash. i df . i | vown cogat . i df i 1/894-ar Bl ock 2
80.178.157.42 [Israel 147.237.77.243|nobi | e.i df . i | Mil tipl e Unhaut hori zed URL Access from 80.178. 157. 42 B ock 2
] . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
Uhknown Paraneter catld in
85.250. 15. 124  |Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast [None 1
er/favicon. gif
] . ] Unaut hori zed URL Access to
66.249.78. 223 | sr ael 147.237.77. 243 |nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1711 B ock !
191. 252. 46. 205 |Brazil 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized URL Access from 191. 252, 46. 205 B ock 1
. . Uhaut hori zed URL Access to
46. 19. 85. 70 I srael 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31 si p, st or age/ f | es/ 8/ 1668. doc Bl ock 1
157. 55. 39. 41 Lhited Sates 147.237.72. 166 [aka. i df . i | Admin Bl ocki ng B ock 1
82.166. 247.66 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
5. 144. 55. 246 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
141.212.122.80 |Uited Sates 147.237.77. 176 |mat pash. i df . i | Mal formed URL proxytest. zmap. i 0: 80 B ock 1
77.127.232.154 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
: . ] D stributed Unaut hori zed URL Access on
207.46.13.157 |wnited Sates 147.237.76.42 |refuah.idf.il 147 237.76. 42/ robot s. tt Bl ock 1
. . . . D stributed Unaut hori zed LRL Access on
46.166. 170. 3 Li t huani a 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
176.13.7.14 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
84.109. 165. 117 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
40.77.167.75 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
149. 78. 81. 27 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
2.54.128.11 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
m ny- kosher - kravi . i i i
79.178.63.82  |Israel 147.237.0.17 ny llegal Paraneter Bncoding rnd in . None 1
df.il mny- kosher - kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
213. 8. 204. 39 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66. 249. 79. 75 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 1
191. 252. 46. 205 |Brazil 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
46. 19. 85. 254 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157.55.39.225 |lhited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
82.205. 11. 91 gjceusgi':('ja” Territoryy 47 237.77. 176 |mat pash. i df . i | Wnaut hori zed URL Access to v cogat . i df . i 1/894-ar Bock |1
. . . Unaut hori zed URL Access to
31.154.169. 159 |[lIsrael 147.237.0.34 |tikshuv.idf.il v i kshuv. i df i 1./ styl f shar ed/ reset . css Bl ock 1
141.212. 122. 129|Uhited Sates 147.237.0.19 |[madi matal .idf.il Unaut hori zed LRL Access to /x Bl ock 1
. . D stributed Unaut hori zed LRL Access on
79.179.227.212 [Israel 147.237.77.216|dover.i df .i | v i o i1/t tps: /v cf i1/ Bl ock 1
. . D stributed Uhaut hori zed URL Access on
77.247.181.165 [Netherl ands 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
94.159. 153. 138 |[lIsrael 147.237.72. 166 [aka. i df . i | vow aka i cf i |/ nai 1V scri pt s/ css3pi e htc Bl ock 1
84.111.124.51 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . D stributed Unaut hori zed URL Access on
46.166. 186. 227 |Netherl ands 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
185. 3. 146. 88 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80. 246. 136.38 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
41.207.194.129 |Qte Dlvoire 147.237.77.216|dover.i df . i | Enail collector robots 14 B ock 1
149. 88. 68. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.155. 62 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
109. 64.13. 114 |l srael 147.237.77. 216 |dover . i df . i | thaut hori zed URL Access to Bl ock 1

wa i df . i |/ 894-en/i df gdover . aspx
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